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USE OF ARTIFICIAL INTELLIGENCE (Al)
Policy and Procedure

PURPOSE
The purpose of this policy is to establish comprehensive standards governing the acquisition,
implementation, oversight, monitoring, security, and responsible use of Artificial Intelligence (Al)
technologies within the Home Health Agency. This policy establishes a governance framework that
promotes the safe, ethical, and compliant use of Al while protecting patient safety, clinical integrity,
documentation accuracy, patient privacy, and regulatory compliance.
The Agency recognizes that Artificial Intelligence has the potential to improve operational efficiency,
support clinical documentation, enhance quality improvement activities, strengthen regulatory
compliance, improve staff education, and assist workforce members with administrative and
operational tasks. However, Artificial Intelligence is intended solely to function as an assistive
technology and shall never replace the independent clinical judgment, professional responsibilities,
ethical obligations, licensure, or accountability of qualified healthcare professionals.
This policy establishes minimum standards to ensure Artificial Intelligence technologies are
implemented in a manner that:

e Promotes safe, high-quality patient care.

e Protects patient rights and confidentiality.

e Supports accurate, individualized, and complete clinical documeftation.

e Maintains compliance with all applicable federal an ate laws and regulations.

e Preserves the integrity of the medical record.

e Prevents fraud, waste, and abuse.

e Ensures meaningful human oversight of all ted activities.

e Supports continuous quality improvemegnt an k management.
The Agency is committed to ensuring that Arti Intelligence enhances—not replaces—the
knowledge, experience, critical thinking, jonal judgment of licensed healthcare
professionals.

POLICY STATEMENT

Itis the policy of the Home Health cy that Artificial Intelligence may be utilized only as an assistive
tool to support administratixe, educagional, operational, quality improvement, and clinical
documentation activitiegfwvh ch use complies with Agency policies, the Health Insurance
Portability and Accounta Acl(HIPAA), the CMS Conditions of Participation (CoPs), applicable state
laws, accreditation standar nd all other applicable federal and state regulations.

Artificial Intelligence shall never independently perform patient care functions or replace the clinical
decision-making responsibilities of licensed healthcare professionals. Al-generated information shall
always be considered advisory in nature and shall require meaningful human review, verification,
modification when appropriate, and final approval by the responsible workforce member before
implementation or incorporation into any Agency record.

All workforce members remain personally and professionally responsible for every document,
assessment, recommendation, communication, coding decision, clinical decision, and patient care
activity that is created, reviewed, edited, approved, or authenticated with the assistance of Artificial
Intelligence.

The Agency shallimplement appropriate governance, education, cybersecurity safeguards, quality
monitoring, and oversight processes to ensure Artificial Intelligence technologies are used safely,
ethically, and in accordance with accepted professional standards.
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The Agency further recognizes that the use of Artificial Intelligence is continually evolving. Accordingly,
this policy shall be periodically reviewed and updated to address new technologies, regulatory
requirements, accreditation standards, cybersecurity risks, and emerging best practices.

SCOPE
This policy applies to all workforce members, regardless of employment status or work location, who
access, utilize, supervise, develop, manage, or otherwise interact with Artificial Intelligence
technologies on behalf of the Agency.
This policy applies to, but is not limited to:

e Governing Body Members

e Agency Administrator

e Director of Nursing (DON)

e Alternate Director of Nursing

e Clinical Manager(s)

e Registered Nurses (RNs)

e Licensed Practical Nurses (LPNs), where applicable

e Physical Therapists (PTs)

e Occupational Therapists (OTs)

e Speech-Language Pathologists (SLPs)

e Medical Social Workers (MSWSs)

e Home Health Aides (HHAS)

e Medical Records Personnel

e Quality Assessment and Performance Impro t (QAPI) personnel

e Coding and OASIS Review Staff

e Billing Personnel

e Human Resources Personnel

e Information Technology Personnel

e Privacy Officer

e Security Officer

e Contractors

e Consultants

e Temporary Persorfhel

e Anyotherindividua®guthgrized to perform work on behalf of the Agency.
This policy applies to all Ag -owned, Agency-licensed, Agency-approved, or Agency-authorized
Artificial Intelligence technologies used for:

e Administrative support

e Clinical documentation assistance

e Educational content

e Staff competency development

e Patient education

e Operational workflow improvement

e Quality improvement activities

e Coding assistance

o OASIS review assistance

e Regulatoryresearch

e Data analytics

e Reporting
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e Communication support

e Risk management activities
This policy applies regardless of whether Artificial Intelligence is accessed through desktop computers,
laptops, mobile devices, cloud-based applications, integrated Electronic Medical Record (EMR)
systems, voice recognition software, or other approved technologies.

GUIDING PRINCIPLES

The Agency adopts the following guiding principles for the responsible use of Artificial Intelligence
throughout the organization.

A. Patient Safety

Patient safety shall remain the Agency's highest priority. Artificial Intelligence shall never compromise
patient safety or replace appropriate clinical assessment, observation, or professional judgment.

B. Human Oversight

Meaningful human oversight shall be maintained for every use of Artificial Intelligence involving patient
care, clinical documentation, quality activities, coding, communications, or decision support. No Al-
generated output shall be accepted without independent human reviggfand approval.

C. Professional Accountability
Artificial Intelligence does not assume legal, ethical, or professionalr
Every licensed healthcare professional remains individually accountabl
completeness, appropriateness, and authenticity of all pati
D. Documentation Integrity

Clinical documentation shall accurately reflect servj tually Provided, observations personally
obtained, and professional clinical judgment exerci the responsible clinician. Artificial
Intelligence shall never create, fabricate, exaggerate, it, or misrepresent patient information.

E. Privacy and Confidentiality

The Agency shall protect Protected Heal
physical, and technical safeguards. Patien®§
Artificial Intelligence systems that meet appli
F. Ethical Use

Artificial Intelligence shall be used stly, ethically, transparently, and responsibly. Al shall never be
used to deceive patients, misrepresefit clinical services, manipulate documentation, or obtain
improper reimburseme

G. Regulatory Complia

AlL Al activities shall compl applicable federal and state laws, CMS Conditions of Participation,
HIPAA, accreditation standards, Agency policies, and accepted professional standards of practice.

H. Continuous Improvement

The Agency shall continually evaluate Artificial Intelligence technologies to improve patient care,
operational effectiveness, cybersecurity, documentation quality, and regulatory compliance while
identifying and mitigating associated risks.

ility for patient care.
r the accuracy,
care services and documentation.

n (PHI) through appropriate administrative,
tion shall only be entered into Agency-approved
le privacy and security requirements.

DEFINITIONS

For purposes of this policy, the following definitions apply:

Artificial Intelligence (Al): Computer systems or software capable of performing tasks that normally
require human intelligence, including generating text, analyzing information, recognizing patterns,
assisting with documentation, producing recommendations, or supporting decision-making.
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Generative Artificial Intelligence (Generative Al): A category of Al capable of producing original
content such as written text, summaries, reports, educational materials, images, or other information
based on user prompts.

Machine Learning: A branch of Artificial Intelligence that enables computer systems to improve
performance by identifying patterns within data without being explicitly programmed for every task.
Clinical Decision Support (CDS): Technology that provides clinicians with evidence-based
recommendations or relevant clinical information intended to support—but never replace—
professional clinical judgment.

Artificial Intelligence Hallucination: Information generated by an Al system that appears credible but
is false, fabricated, inaccurate, incomplete, misleading, or unsupported by factual evidence.

Human Oversight: The independent review, verification, evaluation, modification as necessary,
approval, and authentication of Al-generated information by an appropriately qualified workforce
member before such information is relied upon or incorporated into the patient's legal medical record.
Protected Health Information (PHI): Individually identifiable health information protected under the
Health Insurance Portability and Accountability Act (HIPAA).
Meaningful Human Review: A thorough evaluation performed by a q
confirm that Al-generated information is accurate, patient-specific,€li
and consistent with applicable laws, regulations, physician orders, a sional standards.
Authentication: The process by which an authorized workforce membe nfirms the accuracy and
completeness of documentation through signature or other roved authentication method, thereby
accepting professional responsibility for the content.
Approved Al System: An Artificial Intelligence appli
authorized by the Agency for use in accordance wit
requirements.

Prompt: Instructions or information entered i
Bias: A systematic error within an Al syst
recommendations or outputs.

Risk Assessment: A formal evaluation cond

iIfied workforce member to
igfly appropriate, complete,

that hasS been evaluated, approved, and
\gaffcy policies and applicable regulatory

n Al syStem to generate a response or output.
result in inaccurate, unfair, or discriminatory

ed to identify, analyze, and mitigate risks associated

with implementing or using Artific ligence technologies.

Business Associate Agreement ( . ritten agreement required under HIPAA when a vendor
creates, receives, maintai r transinits Protected Health Information on behalf of the Agency.
Cybersecurity Incidentg#An ual or suspected event involving unauthorized access, disclosure,
alteration, destruction, r mware, malware, phishing, data loss, or compromise of information
systems.

Workforce Member: Employees, contractors, volunteers, students, consultants, temporary personnel,
and any other individual performing work under the direction or control of the Agency.

GOVERNANCE AND OVERSIGHT

The Agency shall establish and maintain an Artificial Intelligence governance program to ensure Al
technologies are implemented, monitored, and used safely, ethically, securely, and in compliance with
applicable laws and regulations.

Oversight of the Agency's Artificial Intelligence Program shall be provided by the Governing Body
through delegated authority to the Administrator, Privacy Officer, Security Officer, Director of Nursing,
Clinical Leadership, and the Artificial Intelligence Oversight Committee.

The Al Oversight Committee shall include representatives from administration, clinical services, quality
improvement, information technology, privacy and security, medical records, and other departments as
appropriate. The Committee may also include consultants or subject matter experts when necessary.
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The Al Oversight Committee shall be responsible for:
e Reviewing and approving proposed Al technologies prior to implementation.
o Evaluating risks associated with Al applications.
e Ensuring compliance with applicable laws, regulations, accreditation standards, and Agency
policies.
e Monitoring documentation quality and patient safety related to Al use.
e Reviewing Al-related incidents, privacy concerns, and cybersecurity events.
e Recommending corrective actions when deficiencies are identified.
e Monitoring performance indicators through the Agency's Quality Assessment and Performance
Improvement (QAPI) Program.
e Evaluating staff competency and training needs.
e Reviewingvendor performance.
e Recommending policy revisions based on regulatory changes, emerging technologies, or
identified risks.
e Reporting significant findings and recommendations to the Governing Body.
The Governing Body retains ultimate responsibility for oversight of thef8ency's Artificial Intelligence
Program and shall ensure adequate resources are available to main€&i pliance with this policy.

APPROVED Al SYSTEMS
Only Artificial Intelligence technologies that have been form reviewed and approved by the Agency
may be used to perform Agency business or process Agency in ion.
Prior to implementation, each proposed Al system s dergo @documented evaluation that
includes, at a minimum:

e Functional and operational review.

e Clinical appropriateness review, when

e Privacy and HIPAA compliance re

e Information security assessment.

e Cybersecurity risk assessment.

e Vendor evaluation.

e Review of data ownership a emtion practices.

o Verification of encryption and@ccess controls.

e Determination of Busi Associate Agreement (BAA) requirements.

e Assessmentofre oryleompliance.

e Evaluation of integra ith existing Agency systems.

e Usertraining requirements.

e Implementation approval by designated Agency leadership.
Only Agency-approved Al systems may be used to create, review, edit, summarize, analyze, or process
Agency information, including Protected Health Information.
Workforce members are prohibited from entering Agency business information, patient information,
Protected Health Information, confidential Agency documents, or other sensitive information into
public, consumer-grade, or otherwise unauthorized Artificial Intelligence applications.
The Agency reserves the right to restrict, suspend, or discontinue the use of any Artificial Intelligence
technology when concerns arise regarding patient safety, privacy, cybersecurity, regulatory compliance,
vendor performance, or documentation integrity.
The Agency shall maintain an inventory of approved Artificial Intelligence technologies and periodically
reevaluate each system to ensure continued compliance with applicable legal, regulatory, operational,
and security requirements.
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APPROVED USES OF ARTIFICIAL INTELLIGENCE (Al)
The Agency authorizes the use of Artificial Intelligence (Al) solely as a support tool to improve efficiency,
enhance documentation quality, assist workforce members with administrative and operational
activities, and promote quality patient care. Al shall be used only within the limits established by this
policy and only through Agency-approved Al systems.
All Al-generated content shall be independently reviewed, verified, modified as necessary, and
approved by the responsible workforce member before implementation, distribution, or incorporation
into the patient's legal medical record.
The use of Al shall never diminish the professional responsibilities, ethical obligations, clinical
judgment, or accountability of licensed healthcare professionals.
A. Administrative Support
Artificial Intelligence may be used to assist with administrative functions including, but not limited to:

o Drafting Agency policies, procedures, and forms.

e Preparing letters, memoranda, reports, and correspondence.

e Developing meeting agendas and meeting summaries.

e Assisting with scheduling and operational planning.

e Creating quality improvement reports.

e Assisting with human resources documentation.

e Developing educational presentations.

e Organizing administrative information.
e Preparing committee reports.
e Supporting business planning activities.

Administrative documents generated with Al shall b€ wed for accuracy, completeness,
consistency with Agency operations, and regulatory cOfapliance before implementation.
B. Clinical Documentation Support
Artificial Intelligence may assist cliniciangag im ing the organization, clarity, readability, and
efficiency of clinical documentation.
Examples include:

e Improving grammar, spelli unctuation.

e Organizing narrative docum iofY.

e Formatting visit no

e Summarizing clini€ianaagkitten documentation.

e Assisting with pro ional wording.

e ldentifyingincomple cumentation for clinician review.

e Assisting with development of patient education materials.

e Organizing interdisciplinary communication.

e Preparing documentation templates.
Al may assist with documentation formatting but shall never replace the clinician's own assessment,
observations, clinical reasoning, or professional judgment.
C. Education and Training
Artificial Intelligence may be used to support workforce education by assisting with:

e Development of orientation materials.

¢ Annual competency education.

e Continuing education materials.

o Skills validation tools.

e Knowledge assessments.

e Clinical case studies.
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e Mock survey preparation.
e Patient education materials.
e Caregiver educational resources.
Educational materials containing clinical information shall be reviewed and approved by qualified
clinical personnel prior to distribution.
D. Quality Assessment and Performance Improvement (QAPI)
Artificial Intelligence may assist with quality improvement activities including:
e Trend analysis.
e Outcome analysis.
e Performance dashboards.
e Regulatory compliance monitoring.
e Clinical audit support.
o Documentation review assistance.
e ldentification of quality improvement opportunities.
o Statistical reporting.
e Riskidentification.
e Performance indicator monitoring.
Quality reports generated using Al shall always be validated by designaged lity personnel prior to
implementation or presentation.
E. Regulatory and Research Support

Artificial Intelligence may assist workforce members in locatin cly available regulatory guidance,
professional standards, clinical practice recommen , and €ducational resources to improve
Agency compliance and patient care.

Al-generated regulatory summaries shall not rgplace i pendent review of official regulatory

publications when required.
F. Coding Assistance
Artificial Intelligence may provide coding s y assisting qualified personnel with:
e |ICD-10 coding suggestions.
e OASIS review assistance.
e Identification of documenta inconsistencies.
e Codingresearch.
e Clinical terminol
Artificial Intelligence sha
replace the judgment of qu
G. Operational Improvement
Artificial Intelligence may be used to support Agency operations by assisting with:
e Workflow analysis.
e Processimprovement.
e Operational planning.
e Resource utilization.
e Productivity analysis.
e Data organization.
e Communication efficiency.
e Business analytics.
Operational recommendations shall be reviewed by Agency leadership prior to implementation.

d coding professionals.
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PROHIBITED USES OF ARTIFICIAL INTELLIGENCE (Al)
Artificial Intelligence shall never be used in any manner that compromises patient safety,

documentation integrity, professional accountability, ethical practice, or regulatory compliance.

The following activities are strictly prohibited.
A. Independent Clinical Decision-Making
Artificial Intelligence shall never independently:
e Diagnose medical conditions.
e Establish or modify a Plan of Care.
e Determine medical necessity.
e Prescribe medications.
e Recommend medication changes without clinician review.
e Replace physician clinical judgment.
e Replace licensed clinician judgment.
e Determine patient eligibility for services.
e Establishvisit frequencies.
e Determine discharge readiness.
e Independently make patient care decisions.
B. Clinical Assessments
Artificial Intelligence shall never:

e Perform patient assessments.
e Replace comprehensive assessments.
e Complete comprehensive assessments.

o Replace OASIS data collection.

e Independently complete OASIS assessments.

e Replace medication reconciliation.

e Replace pain assessments.

e Replace fall risk assessments.

e Replace wound assessments.

e Replace clinician observati
C. Documentation Creation With
Artificial Intelligence shall er be

e Generate docum i or visits not performed.

e Create document out clinician review.

e Create false docum ion.

e Fabricate assessment findings.

e Fabricate patient statements.

e Fabricate caregiver education.

o Fabricate interventions.

e Fabricate physician communications.

o Fabricate medication information.

o Fabricate vital signs.

e Fabricate wound measurements.

o Fabricate functional status.

o Create documentation for another clinician.

o Create documentation for future visits.

¢ Modify documentation to improve reimbursement.
D. Fraud, Waste, and Abuse

de during a home visit.
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Artificial Intelligence shall never be used to:
e Upcode diagnoses.
e Downcode services.
e Increase reimbursement inappropriately.
e Misrepresent services provided.
e Alter documentation after the fact to justify billing.
e Produce duplicate documentation between patients.
e Copydocumentation from one patient to another.
o Create cloned documentation.
e Create fraudulent medical records.
e Conceal documentation deficiencies.
e Misrepresent clinician findings.
E. Authentication
Artificial Intelligence shall never:
e Sign documentation.
e Authenticate documentation.
e Electronically sign clinical records.
e Replace clinician signatures.
e Replace physician authentication.

e Replace required supervisory visits.
e Replace interdisciplinary conferences.
e Replace required patient contacts.

F. Privacy and Security

Artificial Intelligence shall never be used to:
o Enter Protected Health Information int
e Upload confidential Agency docu ts
e Circumvent cybersecurity safeguar
e Share confidential information with u

uthorized Al applications.
ublic Al systems.

thorized individuals.

e Store Agency data in unaut systems.
Violation of these prohibitions may [t TH disciplinary action, termination of employment or
contractual relationship, s ensioref Al privileges, mandatory retraining, reporting to regulatory
agencies or professionalfficensiing boards when required, and other corrective actions deemed
appropriate by the Agency®

HUMAN OVERSIGHT AND PROFESSIONAL ACCOUNTABILITY
Artificial Intelligence is intended solely to assist workforce members in performing administrative,
operational, educational, quality improvement, and documentation-related activities. Artificial
Intelligence does not replace human judgment, professional reasoning, ethical responsibilities, or
clinical accountability.
Meaningful human oversight is mandatory for every use of Artificial Intelligence involving Agency
operations, patient care, or clinical documentation.
The responsible workforce member shall independently review every Al-generated output prior to its
use, implementation, communication, distribution, or inclusion within the patient's legal medical
record.
The review shall include verification of:

e Patientidentity.

e Date of service.
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e Assessment findings.

e Physician orders.

e Medication reconciliation.

e Clinical observations.

o Vital signs.

e Functional assessments.

¢ Wound assessments.

e Interventions provided.

e Patientresponse to treatment.

e Caregiver education.

e Goals of care.

e Plan of Care consistency.

e Clinical reasoning.

e Narrative accuracy.

e Coding accuracy.

e Regulatory compliance.
If inaccuracies, omissions, inconsistencies, hallucinations, or uns or statements are identified,
the workforce member shallimmediately correct or remove the Al-gen@ateg@linformation before it is
finalized.
Artificial Intelligence recommendations shall always be con
shall be made solely by qualified healthcare professionals exe

ered advisory. Final clinical decisions
isin@’independent clinical judgment.

Each workforce member remains personally respon umentation authenticated under
their name regardless of whether Artificial Intellige isted in preparing the document.
No workforce member may rely upon Artificial e as a substitute for:

e Professional education.

e Clinical competency.

o Patient assessment.

e Ethical decision-making.

e Independentjudgment.

e Professional accountability.
The use of Artificial Intelli e shallWever reduce the clinician's obligation to provide individualized,
patient-centered care th@t cq ies with accepted standards of practice and applicable regulatory
requirements.

CLINICAL DOCUMENTATION STANDARDS
Artificial Intelligence may be used to improve the quality, organization, readability, and efficiency of
clinical documentation; however, the legal medical record shall always reflect the clinician's own
assessment, observations, interventions, professional judgment, and services actually performed.
Documentation prepared with Al assistance shall comply with all Agency documentation standards,
CMS Conditions of Participation, HIPAA requirements, accreditation standards, payer requirements,
and accepted professional practice standards.
All Al-assisted documentation shall be:

e Accurate.

e Complete.

e Objective.
e Patient-specific.
e Timely.
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e Individualized.

e Clinically relevant.

e Consistent with physician orders.

e Consistent with the Plan of Care.

e Supported by clinician observations.

e Authenticated by the responsible workforce member.
Clinical documentation shall accurately reflect:

e Services actually performed.

e Patient condition observed during the visit.

e Interventions personally provided.

e Education actually delivered.

o Caregiver participation.

e Patient response to interventions.

e Changes in condition.

e Physician notifications.

o Coordination of care activities.

e Clinical decision-making supporting continued services.
Artificial Intelligence shall never introduce information that was not p&ggon observed, verified, or
confirmed by the responsible clinician.
Documentation shall never contain assumptions, fabricate formation, generalized statements,
copied patient findings, or unsupported conclusions generate ificial Intelligence.
Clinicians shall carefully review Al-generated docu ion for INdications of hallucinations, factual
inaccuracies, contradictory statements, duplicate ge, inappropriate terminology, or content
inconsistent with the patient's clinical conditi
The responsible clinician shall revise Al-gener;
documentation accurately reflects the a
regulatory, accreditation, and Agency doc jon requirements.
The Agency prohibits excessive reliance on stagdardized or repetitive Al-generated language that could
compromise the individualized na the patient's medical record. Documentation shall
demonstrate patient-specific asse nts] individualized interventions, measurable outcomes, and
clinical reasoning that supp@its the nged for skilled home health services.
Al-assisted documentati@h s be subject to routine audit through the Agency's Quality Assessment
and Performance Improv API) Program to evaluate documentation quality, accuracy, regulatory
compliance, and adherenc is policy. Audit findings shall be used to identify opportunities for
education, corrective action, process improvement, and ongoing competency development.

contefit whenever necessary to ensure the final
s provided and meets all applicable legal,

DOCUMENTATION INTEGRITY

The Home Health Agency is committed to maintaining complete, accurate, truthful, timely, and patient-
specific clinical documentation that reflects the actual care provided. The integrity of the medical
record is essential to patient safety, continuity of care, quality improvement, regulatory compliance,
reimbursement, and the ethical practice of healthcare.

Artificial Intelligence (Al) may be used to assist in organizing, formatting, summarizing, or improving the
readability of documentation; however, Al shall never replace the clinician's independent assessment,
observations, professional judgment, or documentation responsibilities.

Every workforce member is responsible for ensuring that all documentation entered into the patient's
legal medical record accurately reflects the care personally provided, the patient's actual condition,
physician orders, and the clinician's independent professional judgment.
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Documentation generated or assisted by Al shall comply with all applicable federal and state laws,
CMS Conditions of Participation, HIPAA requirements, accreditation standards, payer requirements,
and Agency policies.
A. Documentation Principles
All clinical documentation shall be:
e Accurate and factually correct.
e Complete and comprehensive.
e Patient-specific and individualized.
e Objective and free from unsupported opinions.
o Timely and completed in accordance with Agency policy.
e Consistent with physician orders and the Plan of Care.
e Supported by clinician observations.
e Authenticated by the responsible workforce member.
e Sufficient to support medical necessity.
e Consistent throughout the patient's medical record.
B. Al-Assisted Documentation
Artificial Intelligence may assist with:
e Organizing clinical narratives.
e Improving grammar and spelling.

e Formatting documentation.

e Summarizing clinician-entered information.

e Improving readability.

e Assisting with professional language.

e Identifying incomplete documentation
Artificial Intelligence shall never independentl
C. Required Human Verification
Prior to authentication, the responsible w
documentation accurately reflects:

e Patientidentity.

e Date andtime of service.

e Assessmentfindin

o Skilled services pfovi

e Medications revie

e Physician orders.

e Interventions performed.

e Patientresponse to treatment.

e Caregiver participation.

e Patient education.

e Coordination of care.

e Clinical decision-making.

e Follow-up plans.

e Visitduration, when applicable.
The responsible workforce member shall revise, edit, or remove any inaccurate, incomplete,
misleading, duplicated, or unsupported Al-generated content before finalizing the medical record.
D. Prohibited Documentation Practices
The Agency strictly prohibits the use of Artificial Intelligence to:

e Create documentation for visits not performed.

rclini review.
termin€ what occurred during a patient visit.

ember shall independently verify that Al-assisted
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e Generate assessments without personally evaluating the patient.

e Fabricate patient responses.

e Fabricate caregiver education.

e Fabricate interventions.

e Fabricate physician communications.

o Fabricate medication reconciliation.

e Fabricate vital signs.

e Fabricate wound measurements.

e Fabricate laboratory values.

o Fabricate patient progress.

e Create documentation for another clinician.

e Generate documentation for future visits.

e Modify documentation solely to support reimbursement.

e Copydocumentation from another patient.

¢ Clone documentation between visits without appropriate updates.

e Misrepresent patient condition.

e Misrepresent services rendered.

e Conceal documentation deficiencies.

e Alter documentation after authentication without following Agen orrection procedures.
E. Al Hallucinations
Artificial Intelligence may generate inaccurate, incomplete, fabNga#d, or misleading information,
commonly referred to as "hallucinations."
Workforce members shall remain vigilant in identif ucinations, including:

e Incorrect medications.

e Incorrect diagnoses.

e Incorrect physician names.

e Incorrect dates.

e Unsupported clinical conclusions.

¢ Nonexistent interventions.

e Fabricated patient statemen

e Inaccurate coding estion

e Referencesto serffice t performed.
Any suspected hallucina be corrected immediately and, when appropriate, reported in
accordance with the Agenc cident Reporting Policy.
F. Documentation Audits
Al-assisted documentation shall be periodically reviewed through the Agency's Quality Assessment
and Performance Improvement (QAPI) Program.
Audits may evaluate:

e Documentation accuracy.

e Clinical consistency.

e Individualization.

e Completeness.

e Regulatory compliance.

e Medical necessity.

e Al utilization.

e Documentation trends.

e Hallucination frequency.
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o Staff compliance with this policy.
Audit findings shall be used to support education, corrective action, competency validation, and
continuous quality improvement.

FRAUD, WASTE, AND ABUSE PREVENTION
The Agency maintains a zero-tolerance policy regarding fraud, waste, abuse, false claims, or other
unethical activities involving the use of Artificial Intelligence.
Artificial Intelligence shall never be used to create, alter, manipulate, or enhance documentation for the
purpose of obtaining reimbursement to which the Agency is not legally entitled.
All workforce members are responsible for protecting the integrity of the Medicare, Medicaid, and other
third-party payer programs by ensuring documentation accurately reflects services actually provided.
A. Fraud Prevention
Artificial Intelligence shall never be used to:

e Create false documentation.

e Document services not rendered.

¢ Generate assessments without patient evaluation.

e Falsify visit times.

e Falsify clinician observations.

e Create physician orders.

e Modify physician orders.

e Create false patient responses.

o Fabricate coordination of care.

e Generate false supervisory visit documenta

e Alter clinical findings after the visit to sypportr bursement.
B. Waste Prevention
Artificial Intelligence shall not be used to ou

e Unnecessary services.

e Excessive utilization.

e Duplicate documentation.

e Redundant services.

o Inefficient care plangibg.

e Inappropriate sch€duli
C. Abuse Prevention
Artificial Intelligence shall e used to:

e Upcode diagnoses.

e Downcode services.

e Increase reimbursement inappropriately.

e Justify medically unnecessary services.

e Manipulate OASIS responses.

e Alter coding recommendations without clinical support.

e Produce cloned documentation.

e Misrepresent patient acuity.

¢ Influence reimbursement decisions without clinical justification.
D. False Claims Prevention
Documentation prepared with Al assistance shall comply with all applicable federal and state fraud
prevention laws, including the False Claims Act and applicable Medicare and Medicaid program
integrity requirements.
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Knowingly submitting false, misleading, or fabricated documentation may result in:
e Civil penalties.
e Criminal penalties.
e Exclusion from federal healthcare programs.
e Professional disciplinary action.
e Employmenttermination.
e Contract termination.
e Reporting to appropriate regulatory authorities.
E. Workforce Responsibilities
Every workforce member has an affirmative obligation to:
e Report suspected fraud, waste, or abuse.
e Report suspected Al misuse.
e Cooperate with investigations.
e Protect documentation integrity.
e Participate in required education.
e Comply with Agency compliance policies.
Individuals who report concerns in good faith shall be protected froffl retgiation consistent with Agency
policy and applicable law.

HIPAA AND CONFIDENTIALITY

The Agency shall protect the privacy, confidentiality, integrity, a ilability of Protected Health
Information (PHI) when utilizing Artificial Intelligenc ologies.
Artificial Intelligence shall only be used in a manne tent with the Health Insurance Portability

and Accountability Act (HIPAA), the Health Infgrmatio chnology for Economic and Clinical Health
(HITECH) Act, applicable state privacy laws, a ency privacy policies.
A. Protected Health Information
Only Agency-approved Artificial Intelligen s that satisfy applicable privacy and security
requirements may be used to process Protec Health Information.
Protected Health Information sha be entered into unauthorized public or consumer Artificial
Intelligence applications.
B. Minimum Necessary Standard
When Al is used to assistiwor ce members, only the minimum necessary Protected Health
Information required to a mplsh the intended purpose shall be utilized.
C. Confidentiality
All workforce members shall maintain strict confidentiality regarding:

e Patientinformation.

e Employee information.

e Agency proprietary information.

e Financial information.

e Business operations.

e Vendor information.

¢ Quality Improvement activities.
D. Patient Rights
Patients retain all rights afforded under HIPAA, including rights related to:

e Privacy.

e Confidentiality.

e Accesstorecords.
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e Amendmentrequests.

e Accounting of disclosures.

e Restrictions on disclosures when applicable.
E. Access Controls
Access to Al applications containing Protected Health Information shall be limited to authorized
workforce members based upon job responsibilities and the principle of least privilege.
F. Business Associate Agreements
When Artificial Intelligence vendors create, receive, maintain, or transmit Protected Health Information
on behalf of the Agency, an executed Business Associate Agreement (BAA) shall be maintained in
accordance with HIPAA requirements before PHI is shared.

INFORMATION SECURITY AND CYBERSECURITY
The Agency shall implement administrative, physical, and technical safeguards to protect information
systems, Artificial Intelligence applications, and Protected Health Information from unauthorized
access, disclosure, alteration, destruction, or cybersecurity threats.
Cybersecurity protections shall be incorporated throughout the lifecy
technologies.
A. Security Requirements
Agency-approved Artificial Intelligence systems shall incorporate appro
including:

e Userauthentication.

e Strong password requirements.

e Multi-factor authentication (MFA), where ava

e Encryption of data in transit and at rest,

e Role-based access controls.

e Audit logging.

e Automatic session timeouts.

e Secure data storage.

e Backup and disaster recov abilities.
B. Authorized Devices
Agency Artificial Intelligen
approved secure remot
Use of unsecured public
C. Mobile Device Security
Workforce members accessing Al systems through mobile devices shall comply with Agency mobile
device security requirements, including:

e Password protection.

e Device encryption.

e Automatic locking.

e Remote wipe capability, when applicable.

e Software updates.

e Antivirus protection.
D. Cybersecurity Awareness
All workforce members shall receive education regarding:

e Phishing attacks.

e Social engineering.

e Malware.

of all Artificial Intelligence

te security measures,

ystemSishall be accessed only through Agency-authorized devices or
ethods.
rs or unauthorized devices to access Agency Al systems is prohibited.
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e Ransomware.

e Password security.

o Safe Internet practices.

o Artificial Intelligence cybersecurity risks.

e Data protection responsibilities.
E. Incident Reporting
Any suspected cybersecurity incident involving Artificial Intelligence shall be reported immediately to
the appropriate supervisor, Privacy Officer, Security Officer, or designated Agency representative in
accordance with the Agency's Information Security Incident Response Policy.

AIVENDOR MANAGEMENT
The Agency shall evaluate all Artificial Intelligence vendors prior to implementation to ensure
compliance with applicable legal, regulatory, operational, privacy, security, and clinical requirements.
Only vendors approved through the Agency's formal evaluation process may be utilized.
A. Vendor Evaluation
The evaluation process shall include, at a minimum:

e Functional capability assessment.

e Clinical appropriateness review, when applicable.

e HIPAA compliance review.

e Privacy assessment.

e Information security assessment.

e Cybersecurity assessment.

e Data ownership review.

e Regulatory compliance review.

e Business continuity capabilities.

o Disasterrecovery capabilities.

e Vendor reputation.

e Technical support capabilities.

e Service level expectations.

e Financial stability, when app ia
B. Data Ownership
Artificial Intelligence ve
exclusive property of the
Vendor agreements shall cl

e Data ownership.

e Dataretention.

e Datadestruction.

e Data portability.

o Confidentiality obligations.

e Access limitations.
C. Use of Agency Data
Artificial Intelligence vendors shall not use Agency information or Protected Health Information to train,
improve, or develop Artificial Intelligence models unless expressly authorized in writing by the Agency
and permitted under applicable law, contractual obligations, and HIPAA requirements.
D. Ongoing Vendor Monitoring
Approved vendors shall be periodically evaluated to ensure continued compliance with:

o HIPAA.

Il acknowledge that all Agency and patient information remains the
ncy@r the patient, as applicable.
address:
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e Agency security requirements.

e Performance expectations.

e Regulatory requirements.

e Privacy standards.

e Contractual obligations.

e Cybersecurity standards.
The Agency reserves the right to suspend, restrict, or terminate the use of any Artificial Intelligence
vendor that fails to maintain acceptable levels of compliance, security, performance, patient safety, or
documentation integrity.

WORKFORCE EDUCATION AND COMPETENCY
The Agency recognizes that the safe, ethical, and compliant use of Artificial Intelligence (Al) depends
upon a knowledgeable and competent workforce. Accordingly, all workforce members authorized to
use Al technologies shall receive education, competency validation, and ongoing training appropriate
to their job responsibilities before accessing Agency-approved Al systems and at least annually
thereafter.
The purpose of workforce education is to ensure that all personnel dRidegtand the capabilities,
limitations, risks, responsibilities, and regulatory requirements assoc d the use of Artificial
Intelligence in the home health setting.
A. Initial Education
Prior to using any Agency-approved Artificial Intelligence syste force members shall
successfully complete Agency-approved education sing, atla minimum:

e Introduction to Artificial Intelligence.

e Agency Al policies and procedures.

e Approved and prohibited uses of Al.

e Human oversight responsibilities.

e Professional accountability.

e Clinical documentation standards.

e Documentation integrity re

e Recognition of Al hallucinati

o \Verification and valijdation of

e HIPAA Privacy an i

e Cybersecurity aw

e Fraud, waste, and a prevention.

e CMS Conditions of Participation.

e Patient confidentiality.

o Ethical use of Artificial Intelligence.

e Incidentreporting procedures.
B. Annual Education
All workforce members authorized to use Artificial Intelligence shall complete annual education to
reinforce Agency requirements and address:

e Regulatory updates.

e Changes to Agency policies.

e Emerging Al technologies.

e Cybersecurity threats.

e Privacyrequirements.

e Lessons learned from incident investigations.
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e Documentation audit findings.

e QAPI performance trends.

e Best practices for Al-assisted documentation.

e Vendor updates, when applicable.
C. Competency Validation
The Agency shall validate workforce competency through methods that may include:

o Written examinations.

e Case studies.

e Documentation review exercises.

e Practical demonstrations.

e Clinical scenarios.

e Observation of Al-assisted documentation.

e Individual performance audits.

e Supervisor evaluations.
Workforce members who do not successfully demonstrate competency shall receive additional
education and remediation before continuing to utilize Artificial Intellig€nce technologies.
D. Ongoing Education
The Agency may provide supplemental education whenever:

e New Al systems are implemented.

e Significant regulatory changes occur.
e New cybersecurity threats are identified.
e Documentation deficiencies are identified.

e Al-related incidents occur.
e QAPIfindings indicate additional education is ded.
Supervisors shall ensure staff maintain comp cy in aCccordance with this policy.

PATIENT NOTIFICATION AND TRANSPAR
The Agency is committed to maintaining tran rency regarding the appropriate use of Artificial
Intelligence while preserving patie privacy, and confidence in the delivery of healthcare
services.
Artificial Intelligence shall
between patients and q
Patients shall continue t
and professional decision-
A. Patient Information
When appropriate and consistent with Agency policies, patients shall be informed that the Agency
utilizes Artificial Intelligence technologies to assist with administrative, documentation, operational,
educational, or quality improvement activities.
Patient notification may occur through:

e Admission materials.

e Patient Rights information.

e Privacy Notice.

e Agency Al disclosure forms.

e Other Agency-approved communications.
B. Patient Rights
Patients retain all rights afforded under federal and state law, including:

e Privacy.

sed offlly as a support tool and shall never replace direct interaction
ealthcare professionals.

eivglcare based upon the independent assessment, clinical judgment,
g of licensed healthcare providers.
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e Confidentiality.
e Respectful treatment.
e Participation in care planning.
e Accessto medical records.
e Questions regarding Agency practices.
e Filing complaints without fear of retaliation.
The use of Artificial Intelligence shall not diminish any patient right or interfere with patient-centered
care.
C. Clinical Decision-Making
Patients shall be assured that:
e Licensed clinicians remain responsible for all patient care decisions.
e Artificial Intelligence does not independently diagnose, prescribe, or establish Plans of Care.
o Al-generated information is reviewed by qualified healthcare professionals before use.
The Agency shall answer patient questions regarding the appropriate use of Artificial Intelligence in
accordance with Agency policies.

INCIDENT REPORTING
The Agency shall maintain a process for identifying, reporting, investigating,#/0cumenting, and
resolving incidents associated with the use of Artificial Intelligence.
Prompt reporting supports patient safety, documentation int@grity, regulatory compliance, quality
improvement, and continuous risk reduction.
A. Reportable Incidents
Examples of reportable Al-related incidents includes e not limited to:
e Al hallucinations affecting documentation.
e Inaccurate Al-generated clinical inform
e Unauthorized Al use.
e Privacy breaches.
e Cybersecurity incidents.
e Entry of Protected Health |
e Incorrect coding recommen
e Incorrect medicatigggnhforma
e Documentationi i
e Security vulnerab
e Al system malfuncti
e Suspected fraud involving Al.
e Ethical concerns.
e Bias ordiscriminatory Al output.
e Near misses affecting patient safety.
B. Reporting Requirements
Any workforce member who identifies or suspects an Al-related incident shall immediately notify the
appropriate supervisor and complete the Agency's Al Incident Report in accordance with Agency policy.
Incidents involving Protected Health Information shall also be reported to the Privacy Officer.
Cybersecurity incidents shall additionally be reported to the Security Officer or designated Information
Technology personnel.
C. Investigation
Reported incidents shall be investigated to determine:
e Rootcause.

tion into unauthorized Al systems.
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e Patientimpact.

e Regulatory implications.

e Privacy implications.

e Documentation integrity concerns.

e Corrective actions.

e Preventive actions.

e Staff education needs.

e Vendor involvement, when applicable.
The Agency shall document all investigations and maintain records in accordance with applicable
policies and regulatory requirements.

QUALITY ASSESSMENT AND PERFORMANCE IMPROVEMENT (QAPI)

Artificial Intelligence activities shall be incorporated into the Agency's Quality Assessment and
Performance Improvement (QAPI) Program to ensure ongoing compliance, patient safety,
documentation integrity, cybersecurity, and operational effectiveness.
The Agency shall routinely evaluate the effectiveness and safety of Art
through performance measurement, data analysis, internal audits,
A. Monitoring Activities

The QAPI Program may monitor:

e Al utilization.
¢ Documentation quality.

e Documentation accuracy.
e Documentation completeness.
e Al hallucination trends.
e Staff competency.
e Privacyincidents.
e Cybersecurity events.
e Coding accuracy.
e OASIS documentation tren
e Vendor performance.
e Regulatory compli
e Corrective actionf@ffecliMeness.
e Patient complaint ateg to Al use.
e Incidentreporting tr
B. Audits
The Agency may conduct periodic audits of Al-assisted documentation to evaluate:
e Compliance with Agency policy.
e Documentation integrity.
e Clinical accuracy.
e Individualization of documentation.
e Human oversight.
e Regulatory compliance.
e Medical necessity support.
e Authentication requirements.
C. Performance Improvement
When opportunities for improvement are identified, the Agency shall implement appropriate corrective
actions, which may include:

ial Intelligence technologies
lity improvement initiatives.
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e Policy revisions.

o Staff education.

e Competency validation.

e Increased documentation audits.

e Vendor reassessment.

e Process improvementinitiatives.

e Enhanced cybersecurity safeguards.
QAPI findings shall be reported to the Governing Body in accordance with the Agency's Quality
Assessment and Performance Improvement Plan.

ENFORCEMENT
Compliance with this policy is a condition of employment, contractual relationship, volunteer service,
student participation, and authorization to utilize Agency-approved Artificial Intelligence technologies.
All workforce members are expected to understand, comply with, and support the requirements
established by this policy.
Failure to comply with this policy may result in corrective action apprggfiate to the nature and severity
of the violation.
Corrective actions may include, but are not limited to:

e \Verbal counseling.

e Written warning.
e Mandatory retraining.
e Competency reassessment.

e Increased documentation monitoring.

e Temporary suspension of Al access privileges.
e Removal of Al system access.
e Disciplinary action.

e Termination of employment or cont elationship.
e Reporting to professional licensing bodggds, when appropriate.
e Reporting to regulatory or | rcement agencies, when required by law.
The Agency reserves the right to im 1ately suspend access to Artificial Intelligence technologies

whenever continued acce resent§)a risk to patient safety, information security, documentation
integrity, or regulatory cqfnpli e.

ANNUAL REVIEW
This policy shall be reviewed at least annually (as part of the Board of Director Annual meeting
requirement) by the Agency Administrator, Director of Nursing, Privacy Officer, Security Officer, Al
Oversight Committee, and Governing Body, or more frequently as necessary.
Review shall also occur whenever:

e Federal or state regulations change.

e CMS Conditions of Participation are revised.

e Accreditation standards are updated.

o Significant Artificial Intelligence technologies are implemented.

e Significant cybersecurity threats emerge.

e Material privacy or security incidents occur.

e Al-related patient safety events occur.

e QAPIfindings indicate policy revisions are necessary.
Revisions shall be approved by the Governing Body prior to implementation.
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Superseded versions of this policy shall be retained in accordance with the Agency's document control
and record retention requirements.

REFERENCES
This policy is based upon applicable federal and state laws, regulations, accreditation standards, and
recognized industry guidance, including but not limited to:
o Centers for Medicare & Medicaid Services (CMS), 42 CFR Part 484 — Conditions of
Participation for Home Health Agencies.
e Health Insurance Portability and Accountability Act of 1996 (HIPAA), Privacy Rule and Security
Rule.
e Health Information Technology for Economic and Clinical Health (HITECH) Act.
e Federal False Claims Act (31 U.S.C. §8 3729-3733).
o Office of Inspector General (OIG) Compliance Program Guidance.
e National Institute of Standards and Technology (NIST) Artificial Intelligence Risk Management
Framework (Al RMF).
e National Institute of Standards and Technology (NIST) Cyberseg#irity Framework (CSF).
e Applicable state home health licensing laws and regulation
e Agency Information Security Policy.
e Agency HIPAA Privacy and Confidentiality Policy.
e Agency Documentation Standards Policy.
e Agency Quality Assessment and Performance Improve API) Program.
e Agency Risk Management Policy.
e Agency Incident Reporting Policy.
e Agency Fraud, Waste, and Abuse Prevention Po
e Agency Al Implementation Manual.

e Agency Al Staff Education and Co ogram
APPROVAL
This policy shall become effective proval by the Agency Governing Body and shall remainin

effect until revised or rescinded.

The Governing Body deleg respoRsibility for implementation, administration, monitoring, and
enforcement of this poli gency Administrator, with support from the Director of Nursing,
Privacy Officer, Security | Oversight Committee, and other designated leadership personnel.
The Agency shall maintain entation of policy approval, revisions, and periodic reviews in
accordance with its document control procedures.
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Home Health staff Integration of Artificial Intelligence in Home Health setting (Al) Training

Part I. Artificial Intelligence Staff Education & Competency
Introduction to Artificial Intelligence
Al Fundamentals

Alin Home Health

Human Oversight

Professional Responsibilities
Documentation Integrity

HIPAA & Privacy

CMS Conditions of Participation

9. Ethical Al

10. Cybersecurity

11. Fraud, Waste & Abuse

12. Documentation Standards

13. Al Hallucinations

14. Clinical Decision Support

15. Case Studies

NGO R~LN =

1. Introduction to Artificial Intelligence
Learning Objectives
Upon completion of this chapter, staff will be able to:
o Define Artificial Intelligence (Al)
¢ Understand how Al may be used in healthcare
e Recognize both benefits and limitations of
e Understand that Al never replaces licensed
What is Artificial Intelligence?
Artificial Intelligence (Al) refers to computer sy
thinking. These systems can analyze information,
assist with documentation.
Al is a tool, not a healthcare provider.
Examples include: Drafting documentati@n, Summarizing information, Creating educational materials, Translating
documents, Assisting with s ling, Geperating reports
Al does not diagnose patie ce professional judgment.
Artificial Intelligence is a valuable tg@l that can improve efficiency, education, and administrative processes within
a home health agency. However,"Af does not replace licensed healthcare professionals, clinical judgment, or
regulatory responsibilities. Every workforce member remains accountable for protecting patient privacy, ensuring
documentation accuracy, complying with HIPAA and CMS Conditions of Participation, and maintaining the highest
standards of ethical and professional practice.

thcare Professionals

igned to perform tasks that normally require human
ognize patterns, organize data, summarize information, and

2. Al Fundamentals: Artificial Intelligence (Al) refers to computer systems designed to perform tasks that
normally require human intelligence, such as recognizing patterns, analyzing information, organizing data,
generating written content, translating languages, and answering questions. Al learns from large amounts of data
and predicts the most likely response based on patterns rather than independent reasoning.
Types of Al Commonly Used in Healthcare

e Generative Al (creates text, reports, educational materials, and summaries)

o Predictive Al (identifies trends or potential risks)

o Machine Learning (improves performance by analyzing data patterns)

o Natural Language Processing (interprets and generates human language)
Al Can Assist With: Drafting administrative documents, Creating patient education materials, Translating
documents, Organizing information, Summarizing lengthy reports, Developing training materials, Supporting

quality improvement activities
www.pnsystem.com 1
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Al Cannot: Perform physical assessments, Replace clinical judgment, Diagnose illnesses, Prescribe treatment,
Observe patient conditions, Make independent clinical decisions, Replace physician orders, Al should always be
viewed as a support tool rather than a decision-maker.

3. Alin Home Health: Artificial Intelligence has many practical applications within home health agencies when
used appropriately and under professional supervision.

Appropriate Uses: Developing policies and procedures, Creating orientation materials, Drafting educational
handouts, Summarizing meeting minutes, Assisting with quality improvement reports, Creating competency
examinations, Preparing non-clinical correspondence, Organizing agency forms

Limited Clinical Uses

Al may assist clinicians by: Organizing assessment information, Suggesting patient education topics, ldentifying
possible documentation omissions, Summarizing lengthy medical records

Al Should Never: Complete OASIS assessments independently, Write visit notes for visits not performed,
Generate physician orders, Replace patient assessments, Determine eligibility for services, Decide patient
outcomes, Replace interdisciplinary team discussions

Every clinical document must accurately reflect the clinician's own observatiogs and professional judgment.

Medication information, Patient-specific information, Clinical appr
Never assume Al information is correct simply because it ap
Human oversight includes: Reading every Al-generated se
unsupported statements, Confirming information with re
implementation. The final responsibility always belgngs to t
material.

, Correcting inaccurate information, Removing
ources, Using professional judgment before
clinician or employee using the Al-generated

5. Professional Responsibilities: Every wo ember has a professional obligation to use Al responsibly.
Employees shall: Follow agency Al policies, ProteS@patient confidentiality, Verify Al-generated information, Report
suspected Al errors, Maintain ethical g@pgduct, Exercise independent professional judgment

Licensed professionals remain legally Sible for: Patient assessments, Clinical decisions, Documentation,
Care planning, Patient education, ComnWhication with physicians, Regulatory compliance

Using Al never transfers acc bility awy from the healthcare professional.

6. Documentation Integrity: Doglimentation is a legal medical record and must accurately reflect services
actually provided. Al may assist It Improving organization or formatting but must never create fictional information.
Documentation must always be: Accurate Truthful, Complete, Objective, Timely, Patient-specific, Legible
Documentation should reflect: What was observed, What was performed, Patient response, Education provided,
Physician notification when applicable

Never allow Al to: Invent assessment findings, Add symptoms not observed, Create interventions not performed,
Change visit times, Generate vital signs, Create patient responses

If Al assists with drafting documentation, the clinician must review, edit, and verify every statement before signing.

7. HIPAA & Privacy: Protecting patient information is everyone's responsibility.

Protected Health Information (PHI) includes: Patient names, Dates of birth, Addresses, Telephone numbers,
Medical record numbers, Insurance information, Diagnoses, Photographs, Any information that identifies a patient
Employees shall only use Al platforms approved by the agency.

Staff shall never: Copy patient records into public Al websites, Upload photographs without authorization, Share
passwords, Use personal email to transmit PHI, Store confidential information in unauthorized applications
Violations of HIPAA may result in disciplinary action, civil penalties, criminal penalties, and termination.
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8. CMS Conditions of Participation (CoPs): The CMS Conditions of Participation establish the minimum
standards for Medicare-certified home health agencies. Al may support administrative efficiency but cannot
replace regulatory requirements. Staff remain responsible for: Comprehensive patient assessments, Individualized
Plans of Care, Skilled clinical judgment, Accurate documentation, Medication reconciliation, Infection prevention,
Coordination of care, Patient rights, Quality Assessment and Performance Improvement (QAPI)

Compliance with the CoPs requires human decision-making at every stage of patient care.

9. Ethical Al: Ethical Al means using technology in ways that protect patients, staff, and the integrity of
healthcare. Core ethical principles include: Honesty, Transparency, Fairness, Privacy, Accountability, Respect for
patients. Employees should disclose Al use when required by agency policy.

Al should never be used to deceive patients, falsify documentation, or avoid professional responsibilities.

10. Cybersecurity: Cybersecurity protects agency information from unauthorized access.

Safe Al practices include: Strong passwords, Multi-factor authentication, Agency-approved software, Updated
antivirus protection, Secure Wi-Fi networks, Locked devices, Timely software updates

Employees should immediately report: Suspicious emails, Unknown links, D breaches, Lost devices,
Unauthorized access attempts

Cybersecurity is essential for protecting patient information and maintainin ncy gperations.

11. Fraud, Waste & Abuse: Improper use of Al may contribute tg.healthcare fraud. Examples include: Copying

standards, state regulations, and federal requir
specific, Accurate, Complete, Timely, Signed appr
Avoid: Copy-and-paste documentatio
conclusions. Al should only assist with

ocumentation should always be: Objective, Patient-
iately, Consistent with the patient's condition

eric statements, Contradictory information, Unsupported

nd organizing information after patient care has been provided.

13. Al Hallucinations: Al g€casjgnally
These errors are called Al h atigns.
Examples include: Incorrect megdicétion dosages, False citations, Fabricated regulations, Incorrect physician ,
names, Wrong patient information, Outdated guidance, Incorrect clinical recommendations

Employees should verify Al-generated information by reviewing: Agency policies, CMS regulations, Clinical
references, Physician orders, Patient records. Never rely solely on Al-generated information.

nerates information that appears accurate but is actually incorrect.

14. Clinical Decision Support: Al may assist clinicians by providing educational information and identifying
possible considerations.

Examples include: Medication interaction alerts, Clinical guideline summaries, Patient education suggestions,
Quality improvement reports

Al does not determine: Diagnoses, Treatment plans, Patient eligibility, Hospitalization decisions, Discharge
planning, Skilled need

Clinical decisions remain the responsibility of licensed healthcare professionals using their education, experience,
and patient assessment findings.

15. Case Studies:
Case Study 1: A nurse uses Al to draft patient teaching instructions regarding heart failure. Before giving the
document to the patient, the nurse verifies every instruction with current physician orders.
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Correct Practice: Yes

Case Study 2: A therapist copies an Al-generated treatment note directly into the medical record without reviewing
the content.
Correct Practice: No. Reason: The therapist is responsible for verifying documentation before signing.

Case Study 3: An employee uploads a patient's complete medical record into an unauthorized Al website.
Correct Practice: No. Reason: This violates HIPAA and agency privacy policies.

Case Study 4: The Quality Manager uses Al to prepare a draft QAPI report. Leadership reviews, edits, and approves
the final version.
Correct Practice: Yes

Partli

e Guided notes

e Exercises

¢ Documentation exercise

e OASIS exercises

The workbook is intended to reinforce learning, improve critical thinking, stréfgthen regulatory compliance,
and ensure that all workforce members understand the ap riate use of Al while maintaining
professional responsibility and patient safety.

Guided Notes
Purpose: Guided notes help employees actively particip@le during classroom instruction or self-paced
learning. Instead of simply reading informa learneM®complete key concepts as they progress through
each lesson, improving retention and i
Each guided note section corresponds to
statements, key definitions, importantre s, and space for personal notes.
Topics Covered
o Artificial Intelligence terminolo
e Al capabilities and limitations
e Human oversight res ibilities
e Documentation int
¢ HIPAA and patient p
¢ CMS Conditions of Partiti
e Ethical Al practices
e Cybersecurity awareness
e Fraud, Waste & Abuse prevention
¢ Al hallucinations
e Clinical decision support
Learning Objective
At the completion of this section, employees should be able to summarize each major concept in their own
words and identify how Al may be appropriately used within the agency.
Practical Exercises
Purpose: Practical exercises provide employees with opportunities to apply Al concepts to realistic workplace
situations. These activities encourage critical thinking and reinforce agency policies regarding the safe and
appropriate use of Artificial Intelligence.
Exercises may include:
e |dentifying appropriate and inappropriate Al use
e Selecting the correct response to workplace scenarios
e Determining when human review is required

ion
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o Evaluating Al-generated responses

e Applying agency Al policies
Examples
Can Al prepare patient education materials?
Should Al complete an OASIS assessment?
Is it acceptable to copy Al-generated documentation directly into the medical record?

¢ Should Al replace nursing judgment?
Exercise: Identifying Appropriate and Inappropriate Al Use
Purpose: This exercise helps employees recoghize when the use of Artificial Intelligence (Al) is appropriate and
when it is prohibited in the home health setting. Understanding these distinctions is essential to protect patient
safety, maintain documentation integrity, safeguard confidential information, and ensure compliance with HIPAA,
CMS Conditions of Participation (CoPs), state regulations, and agency policies.
Alis intended to support healthcare professionals—not replace their education, experience, clinical judgment, or
professional responsibilities.

Learning Objectives: Upon completion of this exercise, participants will be ablg to:
o Differentiate between appropriate and inappropriate uses of Al.
e Apply agency policies regarding Al use.
o Recognize situations that require human clinical judgment.
e Protect patient confidentiality when using Al.
¢ |dentify activities that may result in regulatory noncomplia

or fraud if Al is used improperly.

Appropriate Uses of Al: The following are examples of ac le uses
agency policy and under appropriate human oversight:
e Assisting with the development of agency policies aR@ procedures.

Al when performed in accordance with

e Preparing patient education handouts that a iewed for accuracy before distribution.

e Drafting non-clinical letters, emails, o i e documents.

e Summarizing lengthy regulations or guid uments for educational purposes.

e Assisting with Quality Assess ance Improvement (QAPI) reports.

e Developing staff competency t zes, and training materials.

¢ Organizing meeting notes or co tee minutes.

e Creating templates or cklists I@r administrative use.

e Translating non-clini€al d ments after review for accuracy.

e Assisting clinicians | g documentation before final review and completion.
Remember: All Al-generated ¢ must be reviewed, edited, verified, and approved by a qualified employee
before it is used or distributed.

Inappropriate Uses of Al: The following activities are prohibited because they compromise patient safety,
documentation integrity, or regulatory compliance:

e Completing a patient assessment without personally evaluating the patient.

e Writing a visit note for services that were not performed.

o Creating assessment findings that were not observed by the clinician.

e Fabricating vital signs, wounds, symptoms, or patient responses.

e Completing or modifying OASIS assessments without an independent clinical assessment.

o Creating or changing physician orders.

e Making clinical decisions without professional review.

o Determining patient eligibility for services.

¢ Copying Al-generated documentation directly into the medical record without verification.

o Uploading Protected Health Information (PHI) into unauthorized Al platforms.

o Using Al to justify billing for services not provided.

o Altering documentation to increase reimbursement or support a higher level of care.
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o Replacing professional nursing, therapy, social work, or physician judgment with Al recommendations.
These practices may violate agency policy, HIPAA, Medicare regulations, professional standards, and federal fraud
and abuse laws.

Human Oversight Reminder: Every workforce member is responsible for ensuring that Al-generated information
is: Accurate, Patient-specific, Complete, Clinically appropriate, Supported by actual patient observations,
Consistent with physician orders and the Plan of Care, Compliant with agency policy and regulatory requirements
The healthcare professional -not the Al system- remains legally and professionally accountable for all
documentation, clinical decisions, and patient care.

Human oversight is required whenever Artificial Intelligence (Al) is used because Al is a support tool—not a
licensed healthcare professional. Although Al can analyze information, organize data, and generate text, it cannot
independently verify facts, assess patients, apply clinical judgment, or accept legal and professional responsibility
for patient care. Qualified workforce members must review and validate all Al-generated information before it is
used.

Practice Activity

Read each scenario below and determine whether the use of Al is Appfopriate or Inappropriate. Be
prepared to explain your answer.

Scenario Appropriate Inappropriate

Al is used to draft an employee in-service presentation that i§geviewed by

the educator before use. = =
A nurse copies Al-generated documentation into the al record without B B
reading it.

Al helps summarize a CMS regulation for staff gducatio

A therapist uses Al to create documentation fo me visit that never

occurred.

An administrator uses Al to draft a Quality Im entreportthatis 0

reviewed and approved before su ion.

An employee enters a patient's full ecord into a public Al website. [

Al is used to prepare a pati educa
clinician before distributi@n.

n brochure thatis reviewed by a 0

Al recommends a diagnosis, an e clinician accepts it without performing
an assessment.

Discussion Questions

1. Why is human oversight required whenever Al is used?
What risks exist if Al-generated information is accepted without verification?
How can inappropriate Al use affect patient safety and quality of care?
Which regulations or agency policies could be violated by improper Al use?
What should you do if you discover that Al-generated documentation contains inaccurate or fabricated
information?
Human oversight is required whenever Artificial Intelligence (Al) is used because Al is a support tool—not a
licensed healthcare professional. Although Al can analyze information, organize data, and generate text, it cannot
independently verify facts, assess patients, apply clinical judgment, or accept legal and professional responsibility
for patient care. Qualified workforce members must review and validate all Al-generated information before it is
used.
Human oversight is essential to:

e Ensure the accuracy, completeness, and reliability of Al-generated information.

e Detect and correct Al errors, hallucinations, outdated information, or fabricated content.
www.pnsystem.com 6
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o Confirm that documentation accurately reflects the patient's condition, services provided, and the
clinician's own observations.
o Protect patient safety by preventing inappropriate clinical decisions based on inaccurate information.
e Ensure compliance with HIPAA, CMS Conditions of Participation (CoPs), state regulations, accreditation
standards, and agency policies.
o Verify that documentation is patient-specific and does not contain copied, generic, or unsupported
statements.
o Protect the confidentiality and security of Protected Health Information (PHI).
e Preventfraud, waste, and abuse by ensuring documentation supports only services that were actually
provided.
¢ Maintain the integrity of the medical record and support continuity of care among members of the
interdisciplinary team.
¢ Ensure that ethical standards and professional responsibilities are maintained at all times.
Al can assist with administrative tasks, education, organization, and documentation support, but it cannot
replace the knowledge, experience, critical thinking, or professional judgment of licensed healthcare
professionals. The clinician or employee using Al remains fully responsible forgeviewing, correcting, approving,
and taking accountability for all Al-assisted work before it is used in patient géfe, documentation, billing, or agency
operations.
Accepting Al-generated information without verification can create significan patients, healthcare
professionals, and the home health agency. Al systems may generate inaccurat complete, outdated, or
fabricated information (known as Al hallucinations) that appears@gdible but is not supported by clinical
evidence or regulatory requirements.
Potential risks include:
e Compromised patient safety due to incorrect cli @ Brmation or recommendations.
¢ Inaccurate orincomplete medical documentation does not reflect the patient's actual condition or the
care provided.
¢ Clinical decisions based on false or mislead

formation.

es, dosages, or interactions.

¢ HIPAAviolations if Protected Health Info (PHI) is entered into unauthorized Al platforms.
jcipation (CoPs), state regulations, accreditation standards,

and agency policies.
o Billing errors, overpayments, or
services not provided
e Survey deficiencies gorrective action plans, civil monetary penalties, repayment of Medicare or Medicaid
funds, loss of accre
e Damage to the agency' ation and loss of patient trust.
o Professional disciplinary action, including corrective counseling, suspension, termination of employment,
or licensure action against the responsible healthcare professional.
Because Al cannot independently verify facts or exercise professional clinical judgment, every Al-generated
document, recommendation, or response must be carefully reviewed, validated, and approved by a qualified
workforce member before it is used for patient care, documentation, education, billing, or operational
decisions. The licensed healthcare professional remains fully responsible for the accuracy and appropriateness of
all information used in the delivery of patient care.
Inappropriate use of Artificial Intelligence (Al) can negatively affect patient safety and the quality of care by
introducing inaccurate, incomplete, or misleading information into the clinical decision-making process. Al is not
capable of performing patient assessments, observing changes in a patient's condition, or applying professional
clinical judgment. When Al is used beyond its intended purpose or without proper human oversight, it may
contribute to unsafe patient care and regulatory noncompliance.
Potential impacts on patient safety and quality of care include:
o Delayed recognition of changes in a patient's condition that require immediate intervention.
e Incorrect orincomplete assessments that result in inappropriate care planning.
o Medication errors caused by inaccurate medication lists, dosages, or drug interaction information.
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o Failure to identify patient-specific risks such as falls, infections, wounds, or changes in functional status.

e |naccurate or fabricated documentation that does not reflect the actual care provided.

e Poorcommunication among members of the interdisciplinary team due to incorrect documentation.

o Failure to notify the physician of significant changes in the patient's condition.

e |nappropriate clinical decisions based on incorrect Al-generated recommendations.

e Loss of continuity of care when documentation is incomplete or inconsistent.

¢ Reduced patient confidence and trust in the healthcare team.

e Deficiencies during CMS, state, or accreditation surveys due to documentation errors or failure to meet
regulatory requirements.

To protect patient safety, Al should only be used as a supportive tool. All Al-generated information must be
carefully reviewed, verified, and, when necessary, corrected by a qualified healthcare professional before it is
incorporated into patient care or the medical record. Clinical assessments, treatment decisions, documentation,
and patient education must always be based on the clinician's own observations, professional judgment, and
applicable standards of practice.

Improper use of Artificial Intelligence (Al) may violate numerous federal and state regulations, accreditation
standards, professional practice requirements, and agency policies. Because Al cannot assume legal or
professional responsibility, workforce members remain accountable for ens g that all Al-assisted activities
comply with applicable laws and organizational requirements.
Examples of regulations and policies that may be violated include:
Federal Regulations

e HIPAA Privacy Rule - If Protected Health Information (PHI
platforms without appropriate safeguards or authorization.

o HIPAA Security Rule - If electronic PHI is not ade protect€d from unauthorized access, disclosure,
or cybersecurity threats.

e CMS Conditions of Participation (42 CFR Part 48 f Al is used in a manner that compromises patient
assessments, individualized plans of care, ument n accuracy, coordination of care, patient rights, or
quality of care.

e False Claims Act (31 U.S.C. §§ 3729

disclosed or entered into unauthorized Al

nerated documentation is used to support billing for
ly documented.

| contributes to false documentation, upcoding, duplicate
or other fraudulent billing practices.

professional practice, Profe
healthcare professionals.
Agency Policies
Employees may also violate agency policies related to:

e Artificial Intelligence (Al) Use Policy.

e Documentation and Clinical Record Integrity.

e HIPAA Privacy and Confidentiality.

e Information Security and Cybersecurity.

e Acceptable Use of Technology.

e Documentation Standards.

e Quality Assessment and Performance Improvement (QAPI).

e Fraud, Waste, and Abuse Prevention.

e Employee Code of Conduct and Professional Ethics.

e Patient Rights and Confidentiality.
Potential Consequences
Failure to comply with these regulations and policies may result in:

e Patient harm or compromised quality of care.

o HIPAA investigations and civil penalties.

e CMS survey deficiencies and corrective action plans.
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e Medicare or Medicaid payment denials or recoupments.

e Civil or criminal liability for fraud.

e Disciplinary action by the agency.

e Professional licensure investigations or sanctions.

e Loss of accreditation or participation in federal healthcare programs.

All workforce members are responsible for using Al only in accordance with applicable laws, regulatory
requirements, accreditation standards, and agency policies. Al should enhance—not replace—professional
judgment, ethical decision-making, and compliance with healthcare regulations.

If you discover that Al-generated documentation contains inaccurate, incomplete, misleading, or fabricated
information, you should never use or sign the documentation in its current form. Al-generated content must
always be carefully reviewed and verified before it becomes part of the patient's medical record or is used for
clinical, administrative, or billing purposes.

The appropriate steps include:

1. Stop using the document immediately. Do not copy, submit, sign, or place inaccurate Al-generated
information into the patient's medical record.

2. Verify the information. Compare the Al-generated content with the patient's medical record, physician
orders, assessment findings, medication list, Plan of Care, and otherg€liahle clinical sources.

3. Correctallinaccuracies. Remove any fabricated, unsupported, o , or incorrect information and
replace it with accurate, patient-specific information based on your o sment and verified clinical
documentation.

4. Ensure the documentation reflects actual care provide he medical record must accurately describe
the services performed, the patient's condition, intervention ovig@éd, patient response, and any required
physician notifications.

5. Notify your supervisor if necessary. If the error

ect patient safety, documentation integrity,
promptly report the concern to your supervisor,
other designated agency representative in

Clinical Manager, Privacy Officer, Complia Officer,
accordance with agency policy.
6. Do notrely on Al to correct its own verification. Any revised Al-generated content must
also be reviewed and validated by a qualt§ [thcare professional.
ou identify recurring inaccuracies, fabricated information, or

unsafe Al behavior, report the i
reporting process so corrective
Key Principle
The licensed healthcare prof€ssional is ultimately responsible for the accuracy, completeness, and integrity of all
documentation. Al may ass fting or organizing information, but it cannot verify clinical facts, replace
professional judgment, or as egal responsibility for the medical record. Only verified, accurate, and
patient-specific information should be included in the patient's documentation.

Key Takeaway

Artificial Intelligence is a valuable support tool that can improve efficiency and productivity; however, it must never
replace professional judgment, patient assessment, ethical decision-making, or regulatory compliance.
Employees are responsible for ensuring that every use of Al is appropriate, accurate, secure, and consistent with
agency policy and the standards of professional practice.

Documentation Exercise

Purpose

This exercise is designed to help employees recognize common documentation errors that may occur when
Artificial Intelligence (Al) is used improperly in the home health setting. Participants will evaluate Al-generated
documentation, identify deficiencies, and revise the documentation to ensure it complies with agency policy, CMS
Conditions of Participation (CoPs), HIPAA requirements, professional standards, and documentation best
practices.
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Learning Objectives
Upon completion of this exercise, participants will be able to:
¢ |dentify inaccurate, incomplete, or fabricated Al-generated documentation.
o Differentiate between objective observations and unsupported statements.
o Recognize documentation that lacks patient-specific information.
e Apply proper documentation standards to clinical records.
o Understand the importance of clinician review before using Al-assisted documentation.

Instructions
Read each sample documentation note carefully.
For each scenario:
1. ldentify all documentation deficiencies.
2. Explain why the documentationis incorrect.
3. Rewrite the note using accurate, objective, patient-specific documentation.
4. Discuss whether the documentation should be accepted into the medical record.

Scenario 1 - Skilled Nursing Visit

Al-Generated Documentation

"Patient is doing well today. Vital signs are normal. Wound looks better. Patie ndgfStands education provided.
Continue current treatment.”

Identify the Documentation Problems

1 Vital signs are not documented.

[0 Wound assessment lacks measurable findings.
I No patient-specific information.

U Education is not described.

[ Patient response is not documented.

U No skilled nursing interventions document

U Documentation is vague and subjective.

I Other:

Questions
1. Why is this documentati
This documentation is insuffiCi
enough objective clinicalin Iofiito accurately describe the patient's condition, the skilled nursing services
provided, or the patient's respo treatment. Medical documentation must clearly demonstrate the need for
skilled nursing services, support continuity of care, and meet regulatory and reimbursement requirements.
The documentation is deficient because it:
o Fails to record the patient's actual vital signs (blood pressure, pulse, respirations, temperature, oxygen
saturation, etc.).
e Does notinclude a detailed wound assessment, such as wound location, measurements, drainage, tissue
appearance, odor, or signs of infection.
o Uses subjective phrases such as "doing well" and "looks better" without objective clinical evidence.
e Does notdescribe the skilled nursing interventions performed during the visit.
o Fails to specify the education provided to the patient or caregiver.
o Does notdocument the patient's understanding or response to the education.
o Does notindicate whether medications were reviewed or if changes in the patient's condition were
identified.
¢ Does not identify communication with the physician when required.
e Does not support the medical necessity for continued skilled nursing services.
Because the documentation lacks objective findings and patient-specific details, it does not accurately reflect the
care provided and may fail to meet agency policy, professional documentation standards, CMS Conditions of
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Participation (42 CFR Part 484), Medicare documentation requirements, and accepted standards of clinical
practice. Alldocumentation must be accurate, complete, objective, timely, and based on the clinician's own
assessment and observations.

2.

What information is missing?

The documentation is missing several essential elements required to create a complete, accurate, and patient-
specific skilled nursing note. A home health visit note should clearly describe the patient's condition, the skilled
services provided, and the patient's response to care.

The following information is missing:

Complete documentation should be o
skilled services provided and the pati
compliance with agency polic

U A W

Objective assessment findings, including the patient's general condition and any significant changes
since the previous visit.

Complete vital signs, such as blood pressure, pulse, respiratory rate, temperature, oxygen saturation, pain
level, and blood glucose (if applicable).

Detailed wound assessment, including the wound location, measurements (length, width, depth),
drainage, tissue appearance, odor, surrounding skin condition, and signs or symptoms of infection.
Skilled nursing interventions performed during the visit, such as wound care, medication management,
assessment, patient monitoring, or other skilled procedures.
Medication review, including reconciliation, patient compliance,
and any education provided.

wound care, infection prevention, fall prevention), and the

methods such as teach-back.
Patient response to treatment and education, inci@ftin
@ Or caregiver.
plifary team, if there were significant findings, changes

and any questions or concerns expressed by the

Communication with the physician or interdisci

in condition, abnormal results, or requests new ordess.

Plan for the next visit, including ongoing ski eeds, follow-up interventions, and any additional
monitoring required.
Evidence supporting the continued ne illed nursing services, demonstrating why the patient's
condition requires the knowledge and skill alicensed nurse.

e, accurate, timely, patient-specific, and clearly demonstrate the

ponse to care, while supporting continuity of care and
d CMS€onditions of Participation.

eclive clinical documentation.
Sample Revised Skilled ng Documentation

Skilled Nursing Visit Note

Skilled nursing visit completed as ordered. Patient was alert and oriented to person, place, time, and situation,
resting comfortably at home and in no acute distress. Vital signs obtained: Blood Pressure 128/76 mmHg, Pulse
78 bpm, Respiratory Rate 18 breaths/min, Temperature 98.4°F, Oxygen Saturation 97% on room air, and Pain
2/10. Vital signs were within the patient's established parameters.

Wound assessment performed to the left lower leg. Wound measured 2.5 cm (L) x 1.8 em (W) %X 0.2 cm (D).
Wound bed consisted of approximately 90% healthy granulation tissue and 10% yellow slough. Small amount
of serous drainage noted without foul odor. Surrounding skin intact with no erythema, warmth, edema, or other
signs of infection. Wound cleansed with normal saline and dressing changed according to physician orders using
sterile technique. Patient tolerated the procedure without complications.

Medication reconciliation completed. Patient reported taking all prescribed medications as directed and denied
missed doses or adverse medication effects. No discrepancies identified between the medication list and the
physician's orders.

Patient and caregiver were instructed on proper wound care, recognizing signs and symptoms of infection,
medication adherence, adequate nutrition to support wound healing, and the importance of reporting increased
pain, redness, swelling, drainage, fever, or other changes in condition. Patient and caregiver demonstrated
understanding through the teach-back method and were able to verbalize when to contact the agency or physician.
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10. Patient remains homebound and continues to require skilled nursing services for ongoing wound assessment,
wound care, medication monitoring, patient education, and evaluation of treatment effectiveness. No immediate
physician notification was required at this visit. Plan is to continue skilled nursing visits as ordered to monitor
wound healing, reinforce education, and assess for any changes in the patient's condition.

Scenario 2 - Home Health Aide Visit
Al-Generated Documentation
"Patient received personal care. Everything went well."

Identify the Documentation Problems

[0 Does not describe services provided.

I No patient response documented.

I No changes in patient condition.

I No safety observations.

I No patient participation documented.

[ Documentation is too general.

This documentation is incomplete and does not meet home health docu
describe the care that was actually provided or the patient's condition durin
Mark all applicable deficiencies:

Does not identify the specific personal care services provided (
hygiene, shampooing, skin care).

Does not document the patient's functional status or th of assi
standby assist, one-person assist, total assist).

Does not describe the patient's response to the services vided.
Does not document changes in the patient's ph
Does not include skin observations or repor
applicable.
Does not document mobility or transfer assistafge provided.
Does not indicate whether safety p
Does not identify whether the patien
Does not document patient participat
Does not report any concgfns t
Uses vague, non-specific

standards because it fails to

, bathing, dressing, grooming, toileting, oral

nce required (independent, supervision,

L or meR®al condition.
s, bruising, open areas, or other abnormalities, when

ions or fall prevention measures were followed.

nvironment was observed to be safe.

, tolerance of care, or any complaints of pain or discomfort.

t should be communicated to the supervising nurse or therapist.

("Everything went well") that does not objectively describe the visit.

cific and does not demonstrate that the services outlined in the Home Health

Documentation is not patie
Aide Care Plan were completed.

Key Learning Point

Home Health Aide documentation must clearly describe the services provided, the patient's condition before,
during, and after care, the level of assistance required, the patient's response to care, and any observations
or changes that should be reported to the supervising clinician. Documentation should always be objective,
complete, accurate, and patient-specific.

Questions
What additional information should be documented?
A Home Health Aide visit note should provide a clear, accurate, and patient-specific description of the care
provided and the patient's condition during the visit. The documentation should demonstrate that the services
outlined in the Home Health Aide Care Plan were performed and should include any observations that need to be
reported to the supervising nurse or therapist.
The following additional information should be documented:

o Date and time of the visit, including the duration of services provided.
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o Patient's condition upon arrival, including alertness, orientation, general appearance, and any
complaints of pain or discomfort.

o Specific personal care services provided, such as bathing, dressing, grooming, oral hygiene,
shampooing, shaving, toileting, incontinent care, skin care, nail care (if permitted), and assistance with
eating or hydration.

e Level of assistance required, such as independent, supervision, standby assistance, one-person assist,
two-person assist, or total assistance.

¢ Mobility and transfer assistance provided, including the use of assistive devices such as a walker,
wheelchair, gait belt, or cane.

¢ Patient tolerance and response to the care provided, including any signs of fatigue, pain, shortness of
breath, dizziness, or refusal of care.

¢ Observations of the patient's skin condition, including redness, bruising, swelling, open areas, pressure
injuries, rashes, or other abnormalities that should be reported.

¢ Safety observations, including environmental hazards, fall risks, and whether the patient's home
environment remained safe during the visit.

e Changes in the patient's physical, cognitive, or emotional condition,observed during the visit.

o Patient and caregiver participation, cooperation, and any educatiogfor reminders provided within the
aide's scope of practice, such as reinforcing instructions previousl iffled by the supervising clinician.

tation of any significant

o Patient's condition at the end of the visit, confirming tha®he patient was safe, comfortable, and left in an
appropriate environment.
Complete Home Health Aide documentation should be obj e, acc e, timely, patient-specific, and
consistent with the Home Health Aide Care Plan, whil ng sufficient information to support continuity of
care and effective communication among the interdisciplin@#y team.

Scenario 3 - Physical Therapy Visit
Al-Generated Documentation
"Patient walked better today."

Identify the Documentation Proble

[J No distance documented.

[J No assistance level documegted.

1 No assistive device identififed.

[J No balance assessment.

I No patient tolerance docum

[ No skilled interventions documented.

Rewrite the Documentation

Sample Revised Physical Therapy Documentation

Physical Therapy Visit Note

Physical therapy visit completed as ordered. Patient was alert and oriented to person, place, time, and situation
and denied new pain or recent falls since the previous visit. Patient reported mild fatigue but was motivated to
participate in the therapy session.

Therapeutic exercises were performed to improve lower extremity strength, balance, endurance, and functional
mobility. Patient completed seated and standing strengthening exercises, including hip flexion, knee extension,
ankle pumps, mini-squats, and sit-to-stand exercises with verbal cueing for proper body mechanics.

Gait training was performed using a front-wheeled walker on a level surface. Patient ambulated 150 feet with
standby assistance, demonstrating improved gait stability compared to the previous visit. Mild decrease in step
length and gait speed was noted, but no loss of balance occurred during ambulation. Verbal cues were provided to
encourage an upright posture, proper walker placement, and safe turning techniques.
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Transfer training was completed for sit-to-stand and stand-to-sit activities. Patient required supervision with
occasional verbal cueing to ensure safe hand placement and controlled movements.

Patient tolerated the treatment session well with only mild fatigue, which resolved after a brief rest period. No
complaints of dizziness, chest pain, or shortness of breath were reported during therapy.

Patient was educated on the home exercise program, fall prevention strategies, energy conservation techniques,
and the importance of using the walker during all ambulation. The patient demonstrated understanding by
correctly performing the prescribed exercises and verbalizing appropriate safety precautions.

The patient continues to demonstrate progress toward established therapy goals but remains at risk for falls due to
decreased lower extremity strength and balance deficits. Continued skilled physical therapy is medically
necessary to improve strength, gait, balance, functional mobility, and independence with activities of daily living
while reducing the risk of falls. The plan is to continue therapy as ordered and progress exercises and gait training
as tolerated.

Scenario 4 - Medication Review
Al-Generated Documentation
"Medications reviewed. No problems noted."

Identify the Documentation Problems

1 No medication reconciliation documented.
I No verification with physician orders.

I No adverse effects assessed.

I No medication education documented.

U No patient understanding documented.

I No follow-up required.

Discussion
Why is medication documentation important?,
Medication documentation is an essential co
complete medication documentation helps ensu
supports continuity of care among hes

f safe, high-quality home health care. Accurate and

hat patients receive the correct medications as prescribed,
Rcare providers, and reduces the risk of medication-related

complications. It also demonstrates .v jgee with agency policy, professional standards, and CMS Conditions

of Participation (CoPs).

Proper medication docume isimpé

e \erifiesthatacom medication review and reconciliation were completed using the physician's
orders and the medi ailable in the patient's home.

e |dentifies medication di pancies, such as omitted medications, duplicate therapies, incorrect dosages,
expired medications, or medications being taken differently than prescribed.

o Assesses the patient's understanding of each medication, including its purpose, dosage, frequency, route,
and potential side effects.

¢ Evaluates medication adherence and identifies barriers that may affect the patient's ability to take
medications correctly.

o |dentifies potential adverse drug reactions, allergies, contraindications, and clinically significant drug-to-
drug or drug-to-food interactions.

e Documents medication education provided to the patient and/or caregiver and their understanding of the
instructions using methods such as teach-back.

o |dentifies the need for physician notification when medication discrepancies, adverse reactions, or other
concerns are discovered.

e Supports patient safety by helping prevent medication errors, hospitalizations, emergency department
visits, and avoidable adverse events.

e Provides clear communication among members of the interdisciplinary team, ensuring that all clinicians
have current and accurate medication information.
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e Supports regulatory compliance, quality improvement activities, and reimbursement by demonstrating that
medication management services were performed appropriately.
A statement such as "Medications reviewed. No problems noted." is not sufficient because it does not describe
what medications were reviewed, how the review was conducted, whether reconciliation was completed, if
the patient was taking the medications correctly, whether education was provided, or whether any follow-up
actions were required. Complete medication documentation should be specific, objective, patient-centered, and
accurately reflect the clinician's assessment and interventions during the visit.

Documentation Review Checklist
When reviewing Al-assisted documentation, ask yourself:

o
n
Z
o

Review Item

O

Is the documentation patient-specific?

Does it accurately reflect the care provided?

Are assessment findings objective?

Are all interventions documented?

Is the patient's response included?

Are medications documented accurately?

Is physician notification documented, when applicable?

Oo0ooOoooad
OoO0ooaond

Is the note free of unsupported statements?
Has the documentation been reviewed by the clinici O

Group Discussion
Discuss the following questions:

1. Which documentation deficiencies w
The documentation deficiencies that are often
glance but lack the objective, patient-specific det
the skilled services provided. General
to meet clinical documentation standa
Examples of commonly overlooked defic€ncies include:

e Vague or subjective ents sUgh as "patientis doing well," "wound looks better," or "tolerated treatment

well" without objectike Levidence.

o Missing patient-specific assgssment findings, including measurable observations, vital signs, wound

measurements, or func al status.

o Failure to document the patient's response to treatment or education provided during the visit.

e Lackof evidence supporting the continued need for skilled services and home health eligibility.

¢ Missing medication reconciliation details, including discrepancies, adverse effects, patient adherence, or

education provided.

o Failure to document communication with the physician regarding significant findings or changes in the

patient's condition.

e Generic documentation that could apply to any patient rather than reflecting the individual's unique

condition and care needs.

¢ Inconsistencies between the documentation, physician's orders, Plan of Care, and the services actually

performed.

e Missing documentation of clinical reasoning and the skilled interventions that justify the involvement of a

licensed healthcare professional.
These deficiencies are particularly challenging because Al-generated documentation may be grammatically
correct and professionally written while still omitting critical clinical information. Healthcare professionals must
carefully review every note to ensure it is accurate, objective, complete, patient-specific, and supported by
their own assessment and observations, rather than relying solely on how well the documentation reads.

icult to identify?

difficult to identify are those that appear complete at first

necessary to accurately describe the patient's condition and
ents or well-written Al-generated text may sound professional, yet fail
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2. How could these errors affect patient safety?
Documentation errors can have a significant impact on patient safety because the medical record serves as the
primary source of communication among members of the interdisciplinary team. Inaccurate, incomplete, or
misleading documentation may result in inappropriate clinical decisions, delays in treatment, medication errors,
and a failure to recognize changes in the patient's condition.
These errors can affect patient safety by:

o Delaying the identification and treatment of changes in the patient's condition.

¢ Contributing to medication errors due to incomplete or inaccurate medication documentation.

e Resulting in inappropriate or ineffective treatment plans because the patient's condition is not accurately

documented.

e Preventing other clinicians from understanding the patient's current status, progress, or care needs.

¢ Causing important symptoms, complications, or safety concerns to go unrecognized or unreported.

e Increasing the risk of falls, infections, pressure injuries, hospitalizations, or other preventable adverse

events.

e Failing to document or communicate the need for physician notificatiop when significant findings are
identified.

e Interrupting continuity of care by providing incomplete or inconsis
team.

e Reducing the ability of the healthcare team to evaluate th ectiveness of treatments and make
appropriate adjustments to the Plan of Care.
When documentation errors result from improper use of Arfd
fabricated, outdated, or inaccurate information is accep
documentation must be carefully reviewed, validated, orrected by the healthcare professional before it
is entered into the patient's medical record. Acc ive, and patient-specific documentation is
essential to ensure safe, effective, and high-quality tcare.

L Intellig@nce, the risks may be even greater if
ut verification. For this reason, all Al-generated

3. How could these deficiencies affect rei
Documentation deficiencies can significantly affe
because the medical record is the pri
and documented in accordance with fe
may result in payment denials,survey de

ent or survey compliance?

oth Medicare reimbursement and survey compliance
idence that services were medically necessary, properly provided,
lations. Incomplete, inaccurate, or unsupported documentation
iencies, corrective actions, and legal or financial consequences for the

agency.
Documentation deficiencie reshult in:
e Denial of Medicare or hird-party payer claims due to insufficient documentation supporting the

services billed.

o Recoupment of payments if an audit determines that documentation does not support medical necessity
or the skilled services provided.

o Survey deficiencies during CMS, state, or accreditation surveys for failure to comply with documentation
requirements and the CMS Conditions of Participation (CoPs).

o Plans of Correction (POCs) and increased regulatory oversight following identified deficiencies.

¢ Reduced quality outcomes and negative performance indicators that may affect the agency's Quality
Assessment and Performance Improvement (QAPI) program.

¢ Failure to demonstrate medical necessity, homebound status, skilled need, or patient progress toward
established goals.

¢ Increased risk of allegations of fraud, waste, or abuse if documentation is inaccurate, duplicated,
fabricated, or does not accurately reflect the care provided.

¢ Civil monetary penalties, repayment obligations, or exclusion from federal healthcare programs when
documentation deficiencies are associated with false claims or other regulatory violations.

¢ Damage to the agency's accreditation status and reputation, potentially affecting patient confidence
and referral relationships.
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Accurate, complete, objective, and patient-specific documentation is essential to demonstrate that services were
medically necessary, delivered as ordered, and met applicable professional and regulatory standards. Every
clinician is responsible for ensuring that documentation supports the care provided and complies with agency
policy, CMS Conditions of Participation, payer requirements, and accepted standards of clinical practice.

4. Whatrole should Al play in clinical documentation?
Artificial Intelligence (Al) should serve as a supportive documentation tool that assists healthcare professionals
in improving efficiency, organization, and consistency while maintaining the accuracy and integrity of the medical
record. Al may help draft documentation, organize information, summarize clinical data, identify potential
omissions, and improve the clarity of written documentation. However, Al must never replace the clinician's
independent assessment, critical thinking, clinical judgment, or professional responsibility.
The appropriate role of Al in clinical documentation includes:

e Assisting with organizing and formatting documentation.

e Helping draft clinical narratives after the clinician has completed the patient assessment.

¢ |dentifying potential documentation omissions or inconsistencies for clinician review.

e Assisting with grammar, spelling, and readability.

e Summarizing lengthy clinical information to improve efficiency.

e Supporting documentation quality improvement initiatives.

e Assisting with the preparation of patient education materials and non*@linicgfdocumentation.
Al must not be used to:

e Perform or replace patient assessments.

o Create documentation for services that were not provided.

o Fabricate assessment findings, vital signs, patientr, ses, or¥Aterventions.

e Complete OASIS assessments independently.

e Generate or alter physician orders.

e Make clinical decisions or determine the p

e Copy generic documentation into multiple p

nt's plaf@f care.
t records without individualization.

e Replace the clinician's professional j al responsibility.
Before any Al-assisted documentation become he medical record, the healthcare professional must:
¢ Review every statement for accuracy and cOpapleteness.

o \Verify that all informationis su by the patient's assessment and physician orders.
e Correct any inaccurate, outdate
e Ensure the documentation is objggtive, patient-specific, and reflects the actual care provided.
e Confirm compliancefvith agency policy, HIPAA, CMS Conditions of Participation (CoPs), and professional
documentation sta
Key Principle
Artificial Intelligence should enhance documentation quality and efficiency—not replace the knowledge,
observations, critical thinking, or accountability of the licensed healthcare professional. The clinician who
signs the documentation remains fully responsible for its accuracy, completeness, and compliance with all
applicable regulatory and professional standards.

5. Whois ultimately responsible for the accuracy of the medical record?
The licensed healthcare professional or workforce member who creates, reviews, and signs the
documentation is ultimately responsible for the accuracy, completeness, and integrity of the medical record.
Although Artificial Intelligence (Al) may assist with organizing information or drafting documentation, it cannot
assume legal, ethical, or professional responsibility for the content of the medical record.
Each clinician is accountable for ensuring that documentation:

e Accurately reflects the patient's condition and the services actually provided.
Is based on the clinician's own assessment, observations, and professional judgment.
Is complete, objective, timely, and patient-specific.
Is consistent with the physician's orders, Plan of Care, and agency policies.
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e Complies with HIPAA, CMS Conditions of Participation (CoPs), state regulations, accreditation standards,
and professional standards of practice.

e Does not contain fabricated, misleading, copied, or unsupported information.
Before signing any documentation, the clinician must carefully review all Al-assisted content, verify its accuracy,
correct any errors or omissions, and ensure that it truthfully represents the care delivered. By signing the medical
record, the clinician attests that the documentation is accurate and complete.
Supervisors, managers, and agency leadership also share responsibility for promoting documentation quality
through education, policy enforcement, quality assurance activities, and ongoing monitoring. However, the
individual who signs the documentation remains personally and professionally accountable for the contents
of that record.
Key Principle
Al is a documentation support tool—it is not responsible for the medical record. The clinician's signature
represents professional verification that the documentation is accurate, complete, patient-specific, and
compliant with all applicable laws, regulations, and agency policies.

Key Learning Point
Artificial Intelligence may assist with organizing or drafting documentation, it pust never create clinical

This training section provides practical exercisgs to rgi ce accurate OASIS completion while emphasizing the
appropriate and compliant use of Artificial Int AlY. Al may assist clinicians by organizing information,
identifying documentation inconsistencies, or progiding educational support; however, Al must never complete,
score, or independently determine O responses’.

The clinician completing the OASIS as emains solely responsible for the accuracy of every response.

Learning Objectives

After completing these exer@ise ticipants should be able to:
o Apply OASIS guidan orregily.
¢ Useclinical judgment selecting OASIS responses.

¢ Recognize situations where Al should not influence OASIS scoring.

e Verify that documentation supports every OASIS response.

¢ |dentify documentation deficiencies that may affect OASIS accuracy.

¢ Avoid common OASIS coding errors.

o Understand the relationship between OASIS accuracy, patient care, quality measures, and reimbursement.

General Rules
When completing OASIS assessments:
o Baseresponses onthe comprehensive assessment performed during the assessment time point.
e Follow current CMS OASIS Guidance Manual instructions.
o Use physician orders, the patient's medical record, direct observation, patient interview, caregiver
interview, and clinical assessment.
e Neverguess an answer.
e Never allow Al to choose OASIS responses.
o Document clinical findings that support every selected response.

www.pnsystem.com 18



Your Agency Name

¢ |f documentation does not support the selected response, revise either the documentation or the OASIS
response as appropriate.

Exercise 1 — Medication Review
Scenario
A Start of Care assessment identifies the following medications:

e Aspirin 81 mg daily
Eliquis 5 mg twice daily
Hydrocodone/Acetaminophen 5/325 mg as needed

e Metformin 500 mg twice daily
The clinician documents only: "Medication reconciliation completed."
Questions

1. Is this documentation sufficient?

2. What additional documentation is needed?

3. Which high-risk medication categories are represented?
Discussion: The documentation is not sufficient.
The clinician should document:

e Medication review completed.

e Potentialinteractions identified.

e Duplicate therapies evaluated.

e Physician notification when appropriate.

e Patient education provided.

e Medication compliance assessed.
High-risk medication categories include: Anticoagulant,
Al may help identify medication classes, but the clinician
findings independently.

cemic, Opioid
erify every medication and document clinical

Exercise 2 - Functional Assessment
Scenario: During the comprehensive assessme tient walks independently inside the home using a walker.
g stairs.

Question: Should the clinician docum
Discussion: No.

Al should never determine t cti@nal response.

Exercise 3 — Al Hallucination

Scenario: An Al documentation tool automatically generates the following statement:

"Patient requires oxygen continuously."

During the visit: No oxygen equipment is present. The physician has not ordered oxygen. The patient denies oxygen
use.

Questions: What should the clinician do?

Discussion

The clinician should: Remove the inaccurate statement. Document actual assessment findings. Report recurring
Al hallucinations according to agency policy if appropriate.

Never include inaccurate Al-generated information in the medical record.

Exercise 4 — Documentation Support

Scenario: The OASIS indicates the patient is homebound.

The visit note contains no explanation supporting homebound status.
Question: Is this acceptable? Discussion: No.

Documentation must support the OASIS response.
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Examples include:
e Requires considerable effort to leave home.
e Uses assistive devices.
e Requires assistance from another person.
Leaving home is medically contraindicated.
e Limited endurance due toillness.
Without supporting documentation, the OASIS response may be questioned during audits or surveys.

Exercise 5 - Patient-Specific Documentation

Scenario: The clinician copies yesterday's assessment into today's visit note.

Only the date is changed.

Question: Is this acceptable? Discussion: No.

Documentation cloning violates agency policy and may constitute falsification if it does not accurately reflect the
current visit.

Every visit must contain individualized documentation based on the clinician's own assessment.

Al-generated summaries must also be individualized.

Exercise 6 — Physician Notification
Scenario: The patient reports increasing shortness of breath and a five-pound@ei ain over three days.

The clinician documents the findings but does not notify the physician.

Question: What should occur?

Discussion: The clinician should follow agency policy regarding physi€jgn ification for significant changes in
condition.
Documentation should include: Clinical findings. Physici
Follow-up plan.
Al may identify potential concerns but cannot repl clinica

cation. New orders received. Patient instructions.

gcision-making or physician communication.

Exercise 7 — Al-Assisted Documentation Revi
Scenario: Al generates a complete OASIS narrat
Questions: Before signing the documentation, wha
Discussion: The clinician should verif

e Patientidentity.

e Assessment findings.

e Functional status.

e Medication list.

e Diagnoses.

e Physician orders.

e Skilled services provided.

e Homebound status.

e Patient education.

e Caregiver involvement.

e Consistency between documentation and OASIS responses.
Only after careful review should documentation be finalized.

arizing the patient's assessment.
hould the clinician verify?

Common OASIS Errors
Common errors include:
e Unsupported homebound status.
¢ Incorrect medication documentation.
e |naccurate functional scoring.
e Missing physician notification.
e Incomplete comprehensive assessment.
e Contradictory documentation.
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e Al-generated hallucinations.

e Documentation cloning.

e Failure to individualize patient documentation.
e Unsupported OASIS responses.

Key Learning Points
Participants should remember:
e Al does not complete OASIS assessments.
e Al cannot determine clinical judgment.
e Documentation must support every OASIS response.
e Human oversight is mandatory.
e Every assessment must be individualized.
¢ Accurate OASIS data supports quality care, regulatory compliance, and appropriate Medicare
reimbursement.
e Theclinician completing the OASIS assessment is personally responsible for the accuracy, completeness,
and integrity of every response entered into the medical record.

Enhanced Topics to Include
We'll also add comprehensive instruction on:
. Al governance: Al governance is the framework of policies, procedures¥oversight, and accountability that
ensures Artificial Intelligence is used safely, ethically, and in complf@gce with applicable laws and regulations. Its
purpose is to protect patients, support healthcare professionals, main@gingfocumentation integrity, and reduce
risks associated with Al use.
Key Principles of Al Governance
e Al may only be used for purposes approved by the ag@ncy.
e Human oversight is required for all Al-gene conter®before it is used.
e Licensed healthcare professionals re ible for all clinical decisions and documentation.
e Patient privacy and confidentiality mu cted in accordance with HIPAA and agency policies.
e Al-generated information must be verifie uracy and corrected when necessary.
e The use of Al must comply wit S Condit®ns of Participation (CoPs), state regulations, accreditation
standards, and agency policie
e Employees must report suspect | errors, inappropriate Al use, privacy concerns, or cybersecurity
incidents through estaatished agefacy reporting procedures.
Key Takeaway
Effective Al governance ens rtificial Intelligence enhances the quality and efficiency of healthcare
services while preserving patie ety, ethical practice, regulatory compliance, and professional accountability.
. Al ethics: Al ethics refers to the responsible, fair, and transparent use of Artificial Intelligence in healthcare.
Ethical Al ensures that technology supports patient care while protecting patient rights, maintaining professional
integrity, and promoting trust in healthcare services. Al should always be used to assist healthcare professionals—
not replace their knowledge, clinical judgment, or ethical responsibilities.
Ethical Principles of Al
o Patient Safety: Al should only be used in ways that promote safe, high-quality patient care.
¢ Human Oversight: All Al-generated information must be reviewed and verified by a qualified workforce
member before use.
e Accountability: Healthcare professionals remain responsible for all clinical decisions, documentation,
and patient care.
e Accuracy: Al-generated information must be verified for correctness before being incorporated into the
medical record or used in patient care.
e Transparency: Employees should follow agency policies regarding the appropriate use and disclosure of Al
in healthcare operations.
¢ Privacy and Confidentiality: Protected Health Information (PHI) must only be used with agency-approved
Al systems that comply with HIPAA and applicable privacy regulations.
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o Fairness: Al should be used without discrimination or bias and should support equitable treatment of all
patients.
¢ Integrity: Al must never be used to create false documentation, misrepresent services provided, or
conceal errors.

Unethical Uses of Al: Examples of unethical Al use include:

¢ Creating documentation for services that were not provided.

o Fabricating assessment findings or patient responses.

o Using Al to make independent clinical decisions without professional review.

o Entering patient information into unauthorized Al platforms.

o UsingAl to support fraudulent billing, upcoding, or unnecessary services.

¢ Copying Al-generated documentation into the medical record without verification.
Key Takeaway
Ethical use of Artificial Intelligence requires honesty, accountability, professional judgment, and respect for patient
rights. Al is a valuable support tool, but it must always be used responsibly, under human oversight, and in
compliance with agency policy, ethical standards, and healthcare regulations.
. Documentation integrity: Documentation integrity is the process of e
into the patient's medicalrecord is accurate, complete, truthful, timely, and
a legal document that communicates the patient's condition, the care pro
by the healthcare team. While Artificial Intelligence (Al) may assist with drafti
must never compromise the integrity of the medical record.
Principles of Documentation Integrity
All clinical documentation should be:

e Accurate: Reflect the patient's actual condition an erviceS¥Pprovided.

uring that all information entered
ient-specific. The medical record is
nd the clinical decisions made
anizing documentation, it

e Complete: Include all required assessment findigg rventions, patient responses, education, and
follow-up actions.

e Objective: Be based on observable facts a
assumptions.

e Timely: Be completed as soon as po

e Patient-Specific: Clearly describe the i
statements.

o Consistent: Agree with the ph 's orders, Plan of Care, medication list, and other clinical
documentation.

e Legible and Professio

easura@le clinical findings rather than opinions or

visit in accordance with agency policy.
patient's condition and avoid generic or copied

l: Be ea§) to read, well organized, and use appropriate medical terminology and

Al may be used to assist with:
e Organizing clinical information.
e Improving grammar, spelling, and readability.
e Drafting documentation after the clinician has completed the patient assessment.
¢ |dentifying potential omissions or inconsistencies for clinician review.

Al must not be used to:
e Create documentation for visits that did not occur.

Fabricate assessments, vital signs, interventions, or patient responses.

Copy generic documentation into multiple patient records.

Replace the clinician's observations or professional judgment.

Alter physician orders or clinical findings.

Maintaining Documentation Integrity

Before signing any Al-assisted documentation, employees should:
o \Verify that all information is accurate and supported by the patient's assessment.
e Confirm that the documentation reflects the actual services performed.
e Remove or correct any inaccurate, outdated, or fabricated information.
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e Ensure that the documentation complies with agency policy, HIPAA, CMS Conditions of Participation
(CoPs), and professional standards.
e Report any suspected misuse of Al or documentation irregularities to the appropriate supervisor or
compliance representative.
Key Takeaway
Documentation integrity is essential for patient safety, continuity of care, regulatory compliance, quality
improvement, and reimbursement. Every healthcare professional is responsible for ensuring that the medical
record accurately reflects the care provided. Al is a documentation support tool, but the clinician remains fully
accountable for the accuracy, completeness, and integrity of every entry in the patient's medical record.
. Clinical reasoning: Clinical reasoning is the process by which healthcare professionals collect and
analyze patient information, apply their education and experience, make sound clinical judgments, and determine
the most appropriate course of care. It is a critical component of safe, effective, and patient-centered home health
services. While Artificial Intelligence (Al) can assist by organizing information or providing educational resources, it
cannot replace the clinical reasoning of a qualified healthcare professional.
Components of Clinical Reasoning
Clinical reasoning involves the ability to:
e Collect accurate patient assessment data.
¢ |dentify actual and potential patient problems.
e Analyze changes in the patient's condition.
e Recognize risks and prioritize patient needs.
e Interpret assessment findings using clinical knowledge an perience.
e Develop appropriate interventions based on physician orders\@nd Plan of Care.
o Evaluate the patient's response to treatment.
e Modify the care approach when changes in the pa @ ondition are identified.
¢ Communicate significant findings to the physician 3@ interdisciplinary team.
Al and Clinical Reasoning
Al may assist healthcare professionals by:
Organizing clinical information.
Summarizing medical records or clinical'g@ui es.
Identifying potential documentation omissiggs.
Providing evidence-based edu resources.
Supporting quality improvemen
However, Al must not be used_to:
e Diagnose medicalc
e Determine the patie
o Replace patient assess
e Establish or change the Plan of Care.
o Make treatment recommendations without professional review.
e Decide when to notify the physician.
e Replace the clinician's professional judgment or critical thinking.
Professional Responsibility
Licensed healthcare professionals remain responsible for:
e Performing comprehensive patient assessments.
e Applying independent clinical judgment.
o Making safe and appropriate clinical decisions.
o Recognizing changes in the patient's condition.
o Determining when physician notification or emergency intervention is required.
o Ensuring that all clinical decisions are supported by assessment findings, physician orders, agency policy,
and accepted standards of practice.
Key Takeaway
Clinical reasoning is a professional skill developed through education, training, experience, and direct patient
assessment. Artificial Intelligence can support the clinician by improving efficiency and organizing information, but
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it cannot think critically, evaluate a patient's condition, or make clinical decisions. The responsibility for
clinical reasoning and patient care always remains with the licensed healthcare professional.
. Human oversight: Human oversight is the process of ensuring that a qualified healthcare professional
reviews, verifies, and approves all Artificial Intelligence (Al)-generated information before it is used in patient care,
clinical documentation, education, billing, or agency operations. Human oversight is essential because Al cannot
exercise clinical judgment, evaluate patient conditions, understand the full clinical context, or assume legal or
professional responsibility.
Healthcare professionals remain accountable for every decision they make and every document they sign,
regardless of whether Al assisted in creating the content.
Why Human Oversight Is Important
Human oversight helps to:
e Protect patient safety.
e Ensure documentation is accurate, complete, and patient-specific.
e Detect Al errors, hallucinations, outdated information, or fabricated content.
e Maintain compliance with HIPAA, CMS Conditions of Participation (CoPs), state regulations, accreditation
standards, and agency policies.
e Prevent fraud, waste, and abuse.
o Preserve the integrity of the medical record.
e Support sound clinical decision-making based on professional judg tr r than automated
responses.
Responsibilities of the Healthcare Professional
Before using Al-generated information, the healthcare professional s ld
o Review all Al-generated content for accuracy and coffleteness?
o Verify information against the patient's assessme <¢ sician orders, medication list, and Plan of Care.
¢ Correct any inaccurate, incomplete, or misleading Rifrmation.
e Ensure documentation reflects the actual and the clinician's own observations.
¢ Remove any unsupported statements, assu lons, or fabricated information.
e Confirmthat no Protected Health Inf i has been disclosed inappropriately.
e Ensure compliance with agency policies latory requirements before finalizing documentation.
Al Cannot Replace Human Oversigh
Artificial Intelligence must not be relie to:
e Perform patient assessments.
o Diagnose medical conditi
e Interpretclinicalfin independently.
e Determine skilled n ebound status.
e Develop or change the Care.
e Make treatment decisions.
e Decide when to notify the physician.
e Sign or approve medical documentation.
These responsibilities require professional education, clinical experience, critical thinking, and accountability, all
of which remain the responsibility of the licensed healthcare professional.
Consequences of Failing to Provide Human Oversight
Failure to review Al-generated information may result in:
e Patient safety risks.
e Documentation errors or omissions.
e Medication errors.
o HIPAAVviolations.
e Survey deficiencies.
e Medicare claim denials or repayment requests.
e Fraud, waste, and abuse allegations.
o Disciplinary action by the agency.
e Professional licensure or legal consequences.
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Key Takeaway
Human oversight is the foundation of safe and responsible Al use in home health care. Al is a valuable tool that can
improve efficiency and support documentation, but every Al-generated recommendation, document, or clinical
statement must be reviewed, validated, and approved by a qualified healthcare professional before it is
used. The clinician—not the Al system—is ultimately responsible for patient care, documentation accuracy,
and regulatory compliance.
. Al limitations: Artificial Intelligence (Al) is a powerful technology that can improve efficiency, assist with
documentation, and support administrative tasks. However, Al has important limitations and should never be
considered a substitute for the knowledge, experience, critical thinking, or professional judgment of a qualified
healthcare professional. Understanding these limitations helps ensure Al is used safely, ethically, and in
compliance with healthcare regulations.
Understanding Al Limitations
Al generates responses by analyzing patterns in large amounts of data. It does not think, reason, understand
patient emotions, or exercise professional judgment. Al cannot independently determine what is best for a specific
patient or evaluate unique clinical circumstances.
Because Al does not directly observe patients or provide hands-on care, all Al-generated information must be
reviewed and verified before use.
What Al Can Do
Al may assist with:

e Drafting administrative documents.

e Organizing and summarizing information.

e Creating educational materials.

e Assisting with policy development.

e Improving grammar and readability.

e Preparing training materials.

¢ |dentifying possible documentation omissi for revi

e Supporting quality improvement activities.
What Al Cannot Do
Al cannot:

e Perform patient assessments.

e Observe physical, emotional,

nmental changes.

o Prescribe medicati .
e Replace nursing, th so@ial work, or physician judgment.
¢ Determine medical necgssil¥, skilled need, or homebound status.
e Complete OASIS assessments independently.
e Recognize every patient-specific circumstance or clinical huance.
o Accept legal, ethical, or professional responsibility for patient care.
Risks of Overreliance on Al
Relying on Al without proper human oversight may result in:
e Incorrect or fabricated information (Al hallucinations).
e |naccurate orincomplete documentation.
e Medication errors.
e Poor clinical decision-making.
¢ HIPAAviolations if confidential information is improperly disclosed.
e Survey deficiencies and regulatory noncompliance.
o Billing errors or allegations of fraud, waste, and abuse.
e Compromised patient safety and quality of care.
Best Practices
To safely use Al in home health care:
o Always verify Al-generated information before using it.
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e Compare Al-generated content with the patient's assessment, physician orders, and Plan of Care.

o Use professional judgment to determine whether Al-generated information is appropriate.

e Correct or remove inaccurate, outdated, or unsupported information.

o Follow agency policies regarding Al use, documentation, privacy, and cybersecurity.

o Report concerns about inaccurate Al-generated information or inappropriate Al use to your supervisor or

Compliance Officer.

Key Takeaway
Artificial Intelligence is a valuable support tool, but it has significant limitations. Al cannot replace clinical
reasoning, patient assessment, professional judgment, or ethical decision-making. The licensed healthcare
professional remains fully responsible for all patient care, documentation, and clinical decisions. Al should
be used to enhance—not replace—the expertise and accountability of the healthcare workforce.
. Al hallucinations: Al systems generate responses by predicting patterns in data—they do not verify facts or
understand clinical situations as a healthcare professional does. As a result, Al may occasionally produce
incorrect information that appears believable.
Examples of Al hallucinations include:

e |Inventing patient assessment findings.

o Fabricating vital signs or laboratory results.

e Creating medications, dosages, or drug interactions that do not exi

e Referencing outdated or incorrect clinical guidelines.

o Citing regulations or policies that are inaccurate or nonexistent.

e Generating physician orders or treatment recommendatioff§that were never authorized.

e Adding symptoms, diagnoses, or interventions that were not er or performed.
Why Al Hallucinations Are Dangerous
If not identified and corrected, Al hallucinations may:

e Compromise patient safety.

e lLeadtoincorrectclinical decisions.

e Resultin medication errors.

¢ Create inaccurate or fraudulent medi cufneRgation.

e Cause HIPAA or privacy violations.

e |lead to survey deficiencies and regulatory compliance.

e Resultindenied claims, repay mands, or allegations of fraud, waste, and abuse.

e Damage patient trust and the a ofessional reputation.
Recognizing Al Hallucinatio

information that:
e Cannot be verified i ati@nt's medical record.
e Conflicts with the physigi orders or Plan of Care.
e Containsvague, generic, or unsupported statements.
¢ Includesincorrect medical terminology or clinical recommendations.
o References regulations, standards, or citations that cannot be confirmed.
e Appearsinconsistent with the patient's condition or the clinician's assessment.
Preventing Al Hallucinations
To reduce the risk of Al hallucinations:
e Always review and verify Al-generated information before using it.
o Compare Al-generated content with the patient's assessment, physician orders, medication list, and Plan
of Care.
o Use current clinical references and agency policies to verify facts.
e Remove or correct inaccurate, unsupported, or fabricated information.
o Never assume Al-generated information is correct simply because it sounds professional.
o Reportrepeated or significant Al errors through the agency's quality improvement or compliance process.
Professional Responsibility
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Artificial Intelligence cannot determine whether the information it generates is accurate for a particular patient.
The licensed healthcare professional is responsible for ensuring that all documentation, clinical decisions, and
patient care are based on verified facts, professional judgment, and direct patient assessment.
Key Takeaway
Al hallucinations are a recognized limitation of Artificial Intelligence. While Al can be a valuable tool for improving
efficiency, every Al-generated response must be carefully reviewed, verified, and corrected when necessary
before it is used in patient care, documentation, education, billing, or agency operations. The clinician—not
the Al system—is ultimately responsible for the accuracy and integrity of the information used in healthcare.
. Documentation cloning: Documentation cloning is the practice of copying and reusing the same or
substantially similar documentation from one patient, one visit, or one medical record to another without ensuring
that it accurately reflects the individual patient's condition and the care actually provided. While Artificial
Intelligence (Al) and electronic health record (EHR) systems may assist with drafting or formatting documentation,
every medical record entry must be individualized, accurate, and based on the clinician's own assessment and
services performed. Documentation cloning can compromise patient safety, reduce the quality of care, and violate
Medicare, Medicaid, accreditation, and agency documentation requirements.
What Is Documentation Cloning?
Documentation cloning occurs when:
e The same assessmentis copied from a previous visit without verif
e Documentation from one patient is copied into another patient's me
e Al-generated documentation is reused for multiple patients without appf@priate individualization.
e Generic statements are repeatedly used without reflecting@ae patient's actual status.
e Previous documentation is copied forward without updating n in the patient's condition,
medications, or treatment.
Although templates may be used to improve efficiency, must be customized to accurately describe the
individual patient and the services provided during that sp C visit.
Risks of Documentation Cloning
Improper documentation cloning may:
e Create inaccurate or misleading medi
¢ Omitimportant changes in the patient's
e Resultin medication or treatment errors.
e Compromise continuity of car
e Misrepresent the services actu
e lLead to Medicare clai
e Resultin survey defi
e Increase the risk of
e Damage the agency's c
Preventing Documentation Cloning
Healthcare professionals should:
e Perform and document a new assessment during every patient visit.
e Ensure every note reflects the patient's current condition and response to care.
o Update all assessment findings, interventions, medications, and education based on the current visit.
e Remove outdated or irrelevant information before finalizing documentation.
o Review Al-assisted or copied content carefully to confirm that it is accurate, complete, and patient-
specific.
e Verify that documentation supports the physician's orders, Plan of Care, and services actually performed.
Al and Documentation Cloning
Artificial Intelligence may assist with organizing documentation or preparing a draft, but it must never be used to
generate identical clinical notes for multiple patients or to automatically repeat previous documentation without
clinician review.
Employees should never use Al to:
e Create duplicate visit notes.
e Copy assessment findings from previous visits without reassessment.

atient's current condition.

ity and professional reputation.
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e Generate identical documentation for different patients.
e Replace individualized documentation with generic language.
Key Takeaway
Every patient encounter is unique and must be documented based on the clinician's own assessment,
observations, and interventions. Documentation cloning is not an acceptable documentation practice
because it may produce inaccurate medical records and jeopardize patient safety, regulatory compliance,
and reimbursement. Al should be used to support documentation efficiency, but every note must be
reviewed, individualized, and verified by the clinician before it becomes part of the medical record.
. Copy-and-paste risks: The copy-and-paste function available in electronic health records (EHRs) can
improve efficiency when used appropriately; however, improper use may result in inaccurate, outdated, or
misleading documentation. When combined with Artificial Intelligence (Al), the risk of copying incorrect or generic
information into the medical record increases. Healthcare professionals must ensure that every entry accurately
reflects the patient's current condition and the services provided during that specific visit.
Risks of Copy-and-Paste Documentation
Improper use of copy-and-paste may:
e Carryforward outdated or incorrect patient information.
o Create documentation that does not reflect the patient's current co
e Duplicate assessment findings that were not verified during the cu
e Omitimportant changes in the patient's health status, medications,
e Spread documentation errors throughout the medical record.
e Resultininconsistent or contradictory information betwe€
o Reduce the quality and reliability of the medical record.

e Increase the risk of allegations of fraud, wa
care provided.
Examples of Inappropriate Copy-and-Past
Examples include:
e Copying a previous assessment without pe
e Reusing wound measurement

rming a new assessment.
rior visit without remeasuring the wound.

e Copyingvital signs from an earli it Mstead of recording current findings.

¢ Copying patient educatign withofconfirming it was provided during the current visit.

e Reusing document n frgm one patient in another patient's medical record.

e Copying Al-generat unméntation into the medical record without reviewing and verifying its accuracy.
Best Practices
To reduce copy-and-paste risks, employees should:

e Perform and document a complete assessment during every visit.

o Review all copied or Al-assisted text before saving or signing the note.

e Remove outdated, duplicated, or irrelevant information.

o Update all assessment findings, interventions, medications, and patient responses based on the current

visit.
e Ensure documentation is accurate, complete, objective, and patient-specific.
o Verify that copied information is supported by the patient's current condition, physician's orders, and Plan
of Care.

o Document significant changes in condition rather than repeating prior entries.
Al Considerations
Al may assist with drafting or organizing documentation, but it must never be used to automatically copy previous
notes or generate repetitive documentation without clinician review. Every Al-assisted note should be carefully
reviewed to ensure it reflects the current patient encounter and does not include copied or fabricated information.
Key Takeaway
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Copy-and-paste should be used cautiously and only when the information has been carefully reviewed, updated,
and verified for the current visit. Every medical record entry must accurately reflect the patient's current
condition, the services actually provided, and the clinician's own assessment. The healthcare professional
who signs the documentation remains fully responsible for its accuracy, regardless of whether copied text or
Al-assisted content was used.

. Upcoding and downcoding: Accurate clinical documentation is essential to ensure that healthcare

services are coded and billed correctly. Upcoding and downcoding are improper coding practices that can result

in inaccurate reimbursement, regulatory violations, and potential legal consequences. Artificial Intelligence (Al)
may assist with organizing documentation or identifying coding considerations, but it must never be used to
increase or decrease the level of service or diagnosis without documentation that fully supports the code
assigned. Healthcare professionals are responsible for ensuring that documentation accurately reflects the
patient's condition and the services actually provided.

What Is Upcoding?

Upcoding occurs when documentation or coding represents a higher level of service, complexity, or

reimbursement than what was actually provided or supported by the medical record.

Examples of upcoding include:

e Documenting a more complex patient condition than was observed.

e Recording services that were not performed.

o Exaggerating the patient's functional limitations or skilled needs.

e Adding diagnoses or complications that are not supported by the assess®€nt or physician documentation.
o Using Al to generate documentation that falsely supports aQigher level of reimbursement.

Upcoding may be considered fraud and can result in significant penaties.

What Is Downcoding?

Downcoding occurs when documentation or coding refl «@ wer level of service or complexity than what was

actually provided.

Examples of downcoding include:
o Failing to document all skilled services perf
¢ Omitting significant assessment findi
e Leaving out clinically relevant diagnoses entions.

e Incomplete documentation that does not f support the care delivered.
e Accepting incomplete Al-gene cumentation that understates the patient's condition or skilled

needs.
Although downcoding may no intenti@kal, it can lead to underpayment, inaccurate quality reporting, and an
incomplete medical record
Risks of Upcoding and Do in
Improper coding practices may, in:

e Incorrect reimbursement.

e Medicare or Medicaid claim denials.

e Repayment of overpayments or underpayments.

e Civilmonetary penalties.

o False Claims Act investigations.

¢ Fraud, waste, and abuse allegations.

e Survey deficiencies.

o Damage to the agency's reputation.

¢ Disciplinary action or professional licensure consequences.
Al and Coding
Artificial Intelligence may assist by:

¢ Organizing documentation.
Identifying documentation gaps for clinician review.
e Summarizing clinical information.
Supporting education on coding requirements.
Al must not:
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e Assign diagnosis or billing codes independently.

e Recommend higher or lower reimbursement without supporting documentation.

e Create documentation solely to justify payment.

e Modify clinical findings to influence reimbursement.

o Replace professional coding or clinical judgment.
Preventing Upcoding and Downcoding
Healthcare professionals should:

¢ Documentonly the services actually provided.

o Ensure all diagnoses, interventions, and patient responses are supported by the medical record.
Verify that coding accurately reflects the documented clinical findings.
Review Al-assisted documentation for accuracy and completeness before it is finalized.
Report suspected coding irregularities or inappropriate Al use according to agency policy.
Key Takeaway
Coding and reimbursement must always be supported by accurate, complete, and truthful clinical
documentation. Neither Al nor any healthcare professional should alter documentation to increase or decrease
reimbursement. The medical record must accurately reflect the patient's condition and the services
provided, and the clinician remains responsible for ensuring document n supports appropriate coding
and billing.
. False Claims Act: The False Claims Act (31 U.S.C. §8 3729-3733) is law that protects
government healthcare programs, including Medicare and Medicaid, from fraudhe law prohibits knowingly
submitting, or causing the submission of, false or fraudulent clai or payment to the federal government. In

tasks, but it must never be used to create, alter, or suppe
What Is a False Claim?
A false claim occurs when a healthcare provider k

Examples include:
o Billing for services that were not provide
o Documenting patient visits that did not occ
e Creating or altering document er the fact to justify payment.
e Upcoding services to receive hi elffbursement.
o Billing for services thatare not m&@ically necessary.
o Falsifying patient asgéss ts, visit times, or clinical findings.
e Submitting claims b n accurate or fabricated Al-generated documentation.
Al and the False Claims Act
Improper use of Al may contribute to False Claims Act violations if Al-generated information is accepted without
verification or is intentionally used to support inaccurate billing.
Examples include:
e Using Al to create documentation for a visit that never occurred.
o Allowing Al to generate assessment findings that were not observed.
o Using Al-generated documentation to support services that were not medically necessary.
e Copying Al-generated notes into multiple patient records without individualization.
o Failing to correct inaccurate Al-generated documentation before submitting a claim.
Because claims are based on the medical record, inaccurate documentation can lead to inaccurate billing.
Employee Responsibilities
All workforce members are responsible for:
o Documenting only the services actually provided.
e Ensuring documentation is truthful, complete, and patient-specific.
o Verifying all Al-assisted documentation before it becomes part of the medical record.
o Reporting suspected fraud, waste, abuse, or false documentation through the agency's compliance
reporting process.
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e Following agency policies, CMS regulations, and professional standards.
Consequences of False Claims
Violations of the False Claims Act may result in:
o Repayment of Medicare or Medicaid funds.
e Civilmonetary penalties.
o Treble (triple) damages as permitted under federal law.
e Exclusion from participation in federal healthcare programs.
¢ Criminal investigation or prosecution in cases involving intentional fraud.
e Loss of professional licensure.
o Disciplinary action, including termination of employment.
o Damage to the agency's reputation and accreditation status.
Preventing False Claims
Healthcare professionals should:
e Complete and document patient assessments honestly and accurately.
e Never document services that were not performed.
¢ Never alter documentation to increase reimbursement.
o Carefully review Al-generated documentation for accuracy before si
e Ensure all billing is supported by the medical record.
e Report concerns immediately if inaccurate or fraudulent documentat
Key Takeaway
The False Claims Act requires that every claim submitted for pa nt be supported by accurate, complete,

ignhs the medical record is
responsible for ensuring that the information is accur hat any claim submitted is fully supported by
the services actually provided.

. OIG fraud examples: The Office of Inspec d
Services (HHS) is responsible for identifying, investi , and preventing fraud, waste, and abuse in federal
healthcare programs, including Medicare an i OIG publishes compliance guidance, conducts audits

t patients and taxpayer funds.

and maintain accurate, truthful, and c documentation. Artificial Intelligence (Al) must never be used in a
manner that contributes to fraudulent
Common OIG Fraud Examples.in Hom
The following are examples ities that the OIG has identified as potential fraud or abuse when intentionally
committed:

o Billing for services tha not provided.

e Creating or signing documentation for visits that never occurred.

o Falsifying patient assessments or clinical findings to justify services or reimbursement.

e Upcoding by documenting a higher level of service than was actually provided.

e Copying and pasting documentation that does not accurately reflect the current patient encounter.

e Cloning documentation across multiple patients or visits without individualization.

o Billing for services that are not medically necessary.

¢ Submitting claims that are not supported by the medical record.

o Altering visit dates, times, or treatment information after the fact to support billing.

¢ Failing to report known overpayments received from Medicare or Medicaid.

¢ Providing or accepting kickbacks, gifts, or incentives in exchange for patient referrals, which may violate

the Federal Anti-Kickback Statute.
¢ Using Al to generate false or misleading documentation that supports billing for services not actually
performed.

Al and Fraud Prevention
Artificial Intelligence can improve efficiency, but it must never be used to:

¢ Create documentation for visits that did not occur.

www.pnsystem.com 31



Your Agency Name

¢ |nvent assessment findings, interventions, or patient responses.

e Generate documentation solely to increase reimbursement.

e Copythe same documentation from one patient to another.

o Replace the clinician's assessment or professional judgment.

e Support billing for services that are not fully documented and medically necessary.
All Al-assisted documentation must be reviewed, verified, and individualized before it becomes part of the
patient's medical record.
Red Flags That Should Be Reported
Employees should promptly report concerns such as:

¢ Documentation that appears identical across multiple patients.

e Recordsthat describe services inconsistent with the patient's condition.

o Billing for services not documented in the medical record.

o Pressure to alter documentation to increase reimbursement.

o Requests to sign documentation for services not personally performed or supervised.

e Suspected misuse of Al to create inaccurate or fabricated documentation.
Reports should be made through the agency's Compliance Officer, supervisor, gr other designated reporting
th agency policy.

Consequences of Healthcare Fraud
Fraudulent activities may result in:

e Medicare or Medicaid payment denials and recoupments.

e Civilmonetary penalties.

o False Claims Act liability.

e Exclusion from participation in federal healthcare p, s.

e Criminalinvestigation and prosecution.

e Loss of professional licensure or certification.

e Disciplinary action, including termination ploymemt.

o Damage to the agency's reputation and accr tion status.
Key Takeaway
The OIG expects home health agencies to main rate documentation, bill only for medically necessary
services that were actually provided, apnd operate ffective compliance program to prevent fraud, waste, and
abuse. Every workforce member has nsibility to document honestly, use Al ethically, report
suspected fraud, and help protect th g of federal healthcare programs.

. Medicare documentati tions: Medicare requires that all home health documentation be
accurate, complete, timel
provided. The medical reco s the legal record of patient care and is the primary evidence used to
determine whether services m dicare coverage and payment requirements.

Artificial Intelligence (Al) may assist with organizing information or drafting documentation, but it cannot replace
the clinician's assessment, clinical judgment, or professional responsibility. Every healthcare professional is
responsible for ensuring that documentation accurately reflects the patient's condition and the care actually
provided.

Medicare Documentation Principles. Documentation must:

e Be accurate and truthful.

o Reflect the patient's current condition and skilled care needs.

e Support the physician's orders and individualized Plan of Care.

¢ Demonstrate medical necessity for each service provided.

e Becompleted as close to the time of the visit as possible.

o Belegible, complete, dated, timed (when required), and authenticated by the individual providing the

service.

e Beindividualized for each patient and each visit.

e Support continuity of care among all members of the interdisciplinary team.

Medicare Expects Documentation to Demonstrate
The medical record should clearly show:
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Why the patient qualifies for home health services.

The patient's clinical condition and current health status.

The skilled services provided during each visit.

The patient's response to treatment and interventions.

Progress toward established goals.

Changes in the patient's condition.

Communication with the physician and other members of the care team.
Patient and caregiver education provided.

Revisions to the Plan of Care when appropriate.

Coordination of care among all disciplines involved in the patient's treatment.

Documentation Must Support Medical Necessity
Medicare expects documentation to clearly explain:

Simply stating that a service was performed is not sufficient. The document
for the service and the patient's response.

Why skilled nursing, physical therapy, occupational therapy, speech-language pathology, or medical social
services are required.

Why the services must be provided by qualified healthcare professionals.

How the services are expected to improve, maintain, slow deterioration, or safely manage the patient's
condition.

Why continued home health services remain reasonable and nece

uld explain the clinical need

Al and Medicare Documentation
Al may assist with:

Al must not:

Every Al-generated entry m
becomes part of the medical re,

Formatting documentation.

Organizing clinical information.

Creating preliminary drafts.

Identifying documentation gaps for clinicia
Assisting with educational materials and ad trative tasks.

Complete patient assessments indepen
Generate visit notes without clipician verifi
Invent assessment findings, in
Determine medical necessity.
Complete OASIS asse ents independently.

Replace the cliniciaghs professiondl judgment or decision-making.

wed, corrected as necessary, and approved by the clinician before it

ion.
jons, or patient responses.

Common Documentation Deficiencies
Examples of documentation that may not meet Medicare expectations include:

Generic or repetitive visit notes.

Copy-and-paste or cloned documentation.

Missing patient response to treatment.

Incomplete medication reconciliation.

Failure to document changes in condition.

Missing physician notification when required.
Incomplete patient or caregiver education.
Documentation that does not support medical necessity.
Inaccurate or unverified Al-generated documentation.

Best Practices
Healthcare professionals should:

Perform and document a complete assessment during every visit.
Document objective clinical findings.
Record only services actually provided.

www.pnsystem.com 33



Your Agency Name

e Describe the patient's response to interventions.

e Ensure documentation is consistent throughout the medical record.

o Verify all Al-assisted documentation before signing.

e Complete documentation promptly after the visit.

¢ Follow agency policies, CMS Conditions of Participation, Medicare billing requirements, and professional

standards.

Key Takeaway
Medicare expects every medical record to provide a clear, accurate, and complete picture of the patient's
condition, the skilled services provided, and the medical necessity for those services. Artificial Intelligence
can be a valuable documentation support tool, but it cannot replace professional assessment, clinical
judgment, or documentation responsibility. The clinician who signhs the medical record remains fully
accountable for its accuracy, completeness, and compliance with Medicare requirements.
. Surveyor red flags: Federal and state surveyors, accreditation organizations, Medicare contractors, and
other regulatory agencies evaluate home health agencies to determine whether patient care, documentation, and
agency operations comply with applicable laws, regulations, and professional standards. During surveys,
reviewers look for "red flags"—patterns or deficiencies that may indicate poor documentation, noncompliance,
billing errors, fraud, or risks to patient safety.
Understanding these red flags helps employees maintain accurate docum
and ensure compliance with the CMS Conditions of Participation (42 CFR
HIPAA, and agency policies.
Common Documentation Red Flags
Surveyors frequently identify concerns such as:

e |dentical or nearly identical documentation across iple pati8fts or visits.

e Copy-and-paste or cloned documentation thatd eflect the current visit.

e Generic statements that lack patient-specific infor on.

e Missing orincomplete patient assessment

¢ Documentation that conflicts with physicia

, support quality patient care,
Medicare requirements,

rs or the Plan of Care.

¢ |llegible documentation or une viations.
e Documentation that appearst een altered after the fact without proper correction procedures.
Clinical Red Flags
Surveyors may identify concer
e No evidence of skill ices deSpite billing for skilled care.
e Failure to documen t's response to treatment.
e Missing orincomplete tion reconciliation.
o Failure to identify or report significant changes in condition.
e Missing physician notification when required.
e Carethatisinconsistent with the patient's diagnosis or physician's orders.
e Lack of measurable progress toward established goals.
e Services that do not appear medically necessary.
e Missing supervisory visits for home health aide services, when applicable.
Al-Related Red Flags
As Al becomes more common in healthcare, surveyors and auditors may pay close attention to documentation
that suggests improper Al use, including:
o Al-generated notes that contain fabricated or inaccurate information.
o Documentation that is repetitive, generic, or identical across multiple records.
o Assessment findings that are inconsistent with the patient's condition.
¢ Clinicalrecommendations unsupported by the assessment or physician's orders.
o Documentation containing Al hallucinations or factual inaccuracies.
o Notes that appear to have been generated without clinician review or verification.
Billing and Compliance Red Flags
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Surveyors and auditors may investigate:
e Billing for services that are not supported by documentation.
o Documentation that appears designed solely to justify reimbursement.
e Upcoding or downcoding.
¢ Inconsistent visit dates, times, or frequencies.
e Missing documentation supporting homebound status or medical necessity.
¢ Documentation that does not support OASIS responses or quality reporting.
o Repeated documentation deficiencies identified during internal audits without evidence of corrective
action.
Agency Operations Red Flags
Surveyors also evaluate agency systems and may identify concerns such as:
¢ Staff members who are unfamiliar with agency policies or regulatory requirements.
o Missing competency validations or annual education records.
e Incomplete personnelfiles or expired licenses and certifications.
e Failure to conduct QAPI activities or implement corrective actions.
e Poor infection prevention practices.
e |nadequate emergency preparedness planning.
o Weak oversight of Al use and documentation practices.
Best Practices to Avoid Red Flags
Employees should:
e Perform and document a complete assessment during ev atient visit.
¢ Individualize documentation for each patient and each enco r.
o Verify all Al-assisted documentation before signing
e Avoid copy-and-paste and documentation cloni
appropriate.
e Ensure documentation supports physician ers, the®lan of Care, and medical necessity.

the information is reviewed, updated, and

¢ Follow agency policies, CMS regulati
e Reportdocumentation concerns, comp
reporting process.
Key Takeaway
Surveyors look for patterns that indicat ntation inaccuracies, poor clinical practice, or noncompliance
with Medicare and regulatory reguiremengs. Accurate, individualized, timely, and truthful documentation—
combined with appropriat overSight of Al-generated content—is the best way to prevent survey
deficiencies and demonst uality patient care. Every clinician is responsible for ensuring that the
medical record accurately ref; the care provided and supports regulatory compliance.
. QAPI monitoring: The Quality Assessment and Performance Improvement (QAPI) program is a required
component of the CMS Home Health Conditions of Participation (42 CFR 8484.65). QAPI is a systematic, data-
driven approach used to continuously evaluate, improve, and sustain the quality and safety of patient care, agency
operations, and regulatory compliance.
As Artificial Intelligence (Al) becomes integrated into healthcare operations, agencies should incorporate Al-
related risks into their QAPI program to ensure that Al technologies are used safely, ethically, and in compliance
with federal and state regulations.
Objectives of QAPI Monitoring
The agency's QAPI program is designed to: Improve patient outcomes and quality of care. Identify opportunities for
performance improvement. Ensure compliance with CMS Conditions of Participation, Medicare requirements,
IPAA, and agency policies. Reduce documentation errors and billing risks. Monitor the safe and appropriate use of
Al. Prevent fraud, waste, and abuse. Promote continuous staff education and competency development.
Al-Related QAPI Monitoring
The agency should routinely monitor Al-assisted activities to ensure they meet organizational and regulatory
expectations.
Examples of Al performance indicators include:

uirements, and professional standards.
ues, or suspected misuse of Al through the agency's
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e Accuracy of Al-assisted documentation.
e Frequency of Al-generated errors or hallucinations.
e Incidents of documentation cloning or excessive copy-and-paste.
e Compliance with human review and approval requirements.
e Appropriate use of Al in accordance with agency policy.
e Staff completion of required Al education and competency validation.
e Privacy and cybersecurity incidents involving Al technologies.
e Reports of suspected misuse or unauthorized Al applications.
Documentation Audits
As part of QAPI, the agency should perform periodic audits of clinical documentation to evaluate:
e Accuracy and completeness.
¢ Patient-specific documentation.
e Medical necessity.
e Medication reconciliation.
e Compliance with physician orders and the Plan of Care.
e OASIS accuracy and consistency.
¢ Timeliness of documentation.
e Appropriate authentication and signatures.
e Evidence of clinician review of Al-assisted documentation.
Data Collection and Analysis
The agency should collect and analyze quality data from multiple rces, including:
¢ Internal chart audits.
¢ Incident and occurrence reports.
e Patient complaints and grievances.
e Employee reports and compliance concerns.
e Infection prevention data.
e Hospitalizations and emergency departmen ization.
e Survey findings.
e Medicare claim denials.
o Al-related documentation issues.
o Patient satisfaction surveys.
Quality data should be reviewed regula i tify trends, recurring problems, and opportunities for
improvement.
Performance Improveme
When deficiencies or trend
(PIPs) that may include:
e Root cause analysis.
e Corrective action plans.
e Policyrevisions.
e Additional staff education.
e Competency validation.
¢ Increased documentation monitoring.
e Enhanced supervision and coaching.
o Follow-up audits to verify sustained improvement.
Employee Responsibilities
Every workforce member has a role in the QAPI program and is expected to:
e Follow agency policies and procedures.
¢ Maintain accurate and complete documentation.
e Use Alresponsibly and only as authorized.
e Report quality concerns, documentation errors, privacy incidents, and suspected misuse of Al.
e Participate in required education, competency validation, and quality improvement activities.
e Cooperate with internal audits and corrective action initiatives.

ified, the agency should implement Performance Improvement Projects
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Leadership Responsibilities
Agency leadership, including the Governing Body, Administrator, Clinical Manager, Director of Nursing,
Compliance Officer, Privacy Officer, and QAPI Committee, is responsible for:

e Providing oversight of the QAPI program.

¢ Monitoring compliance with regulatory requirements.

o Reviewing quality indicators and audit results.

o FEvaluating Al-related risks and mitigation strategies.

e Allocating resources to support performance improvement.

e Ensuring corrective actions are implemented, monitored, and sustained.

e Promoting a culture of patient safety, ethical practice, and continuous quality improvement.
Key Performance Indicators (KPIs)
Examples of QAPI indicators that may be monitored include:

e Documentation accuracy rate.

e OASIS accuracy rate.

e Medication reconciliation compliance.

e Timely completion of visit documentation.

e Home health aide supervisory visit compliance.

e Physician notification compliance.

e Patient satisfaction scores.

e Hospital readmission rates.

e Infection prevention compliance.

e Al documentation error rate.

e Al competency completion rate.

e Number of reported Al-related incidents or privag
Key Takeaway
An effective QAPI program continuously monitors t uality, S@fety, and compliance of patient care while
supporting organizational improvement. Al should
used responsibly, accurately, and ethicallys
action help protect patients, support regulat
services.
o Incident investigations: Incid
Assessment and Performance Improve
cause of an incident, determi
corrective actions, and prey rrenc
Incidents involving the use
operational event. Al-assisted entation or recommendations do not eliminate the responsibility of
healthcare professionals to provide safe, accurate, and compliant patient care.
What Is an Incident?
Anincident is any unexpected event, error, omission, or circumstance that has the potential to affect: Patient
safety. Quality of care. Documentation accuracy. Privacy or confidentiality. Regulatory compliance. Agency
operations. Billing integrity. Cybersecurity.
Incidents may result in actual harm, have the potential to cause harm (near misses), or reveal weaknesses in
agency processes that require corrective action.
Examples of Incidents
Examples include: Medication errors. Patient falls or injuries. Incorrect or delayed treatment. Documentation
errors or omissions. Copy-and-paste or documentation cloning identified in the medical record. Al-generated
hallucinations incorporated into documentation. Unauthorized disclosure of Protected Health Information (PHI).
Cybersecurity incidents involving Al or electronic health records. Billing or coding errors. Failure to notify the
physician of a significant change in condition. Use of an unauthorized Al application to process patient
information. Submission of inaccurate documentation that could affect reimbursement.

monitoring, auditing, education, and corrective
liance, and promote high-quality home health
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Reporting Responsibilities: All workforce members are responsible for promptly reporting incidents according to
agency policy. Reports should be made immediately or as soon as reasonably possible after the incident is
discovered and should include factual, objective information.
Employees should never attempt to conceal, alter, or destroy documentation related to an incident.
Investigation Process
Incident investigations generally include the following steps:
1. Ensure Immediate Safety
o Protect the patient, staff, and others from further harm.
o Provide any necessary clinical intervention.
2. Notify Appropriate Personnel
o Inform the supervisor, Clinical Manager, Administrator, Compliance Officer, Privacy Officer, or other
designated leadership as required.
3. Secure Relevant Information
o Preserve documentation, electronic records, physician orders, Al-generated content (if applicable),
audit logs, and other relevant evidence.
4. Conduct a Thorough Review
o Review the medical record.
o Interview involved personnel when appropriate.
o Determine what occurred, when it occurred, and why it occur
o ldentify whether Al contributed to the incident.
5. Perform Root Cause Analysis
o ldentify the underlying system, process, training, tec loggor human factors that contributed to
the event.
o Focus onimproving processes rather thar
6. Develop Corrective Actions
o Revise policies or procedures.
o Provide additional education or com
o Improve documentation practf
o Strengthen Al oversight and app esses.
o Implement additional monitoring n necessary.
7. Monitor Effectiveness
o Follow up through QAPI s and performance monitoring to ensure corrective actions are
effective and sustained.

ng blame whenever appropriate.

cy validation.

ld determine:

e Whether Al-generated i ation was reviewed by the clinician.

e Whetherinaccurate or fabricated information (Al hallucinations) was included in the medical record.

e Whether documentation cloning or excessive copy-and-paste occurred.

e Whether Protected Health Information (PHI) was entered into an unauthorized Al platform.

¢ Whether Al contributed to an incorrect clinical decision or documentation error.

e Whether agency Al policies and procedures were followed.

o Whether additional staff education or system improvements are needed.
Documentation of the Investigation
Investigation records should be: Accurate and objective. Based on verified facts rather than assumptions.
Completed promptly. Maintained in accordance with agency policy and applicable legal requirements. Shared only
with individuals who have a legitimate business or regulatory need to know. Incident investigation documentation
should never be altered to minimize or conceal an event.
Employee Responsibilities.
All workforce members are expected to:

e Reportincidents promptly.

e Cooperate fully with investigations.

e Provide truthful and complete information.
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e Preserve documentation and evidence.
e Participate in corrective actions and additional education when required.
e Follow updated policies and procedures developed as a result of the investigation.
Key Takeaway
Incident investigations are essential for protecting patients, maintaining regulatory compliance, and improving the
quality of care. Every incident—including those involving Al—should be reported, investigated, documented,
and analyzed to identify root causes and implement effective corrective actions. A culture of transparency,
accountability, and continuous improvement helps prevent recurrence and strengthens patient safety.
. Root Cause Analysis: Root Cause Analysis (RCA) is a structured, systematic process used to identify the
underlying causes of an incident, error, near miss, or performance problem rather than simply addressing its
immediate effects. Within a home health agency, Root Cause Analysis is an essential component of the Quality
Assessment and Performance Improvement (QAPI) Program, helping the organization improve patient safety,
strengthen regulatory compliance, and prevent similar events from occurring in the future.
When Atrtificial Intelligence (Al) is involved in an incident, the investigation should determine whether Al
contributed to the event and whether appropriate human oversight and verification were performed.
What Is Root Cause Analysis? Root Cause Analysis is a method of answering the question:
"Why did this happen?" Instead of assigning blame to an individual, RCA fogffses on identifying weaknesses in
systems, processes, communication, education, technology, or organizati ctices that allowed the event to
occur. The goal is to implement lasting improvements that reduce the likeliho urrence.
When Should Root Cause Analysis Be Performed? The agency should consid erforming an RCA for events
such as:
e Patientinjuries or unexpected adverse events.
e Medication errors.
e Significant documentation deficiencies.
e Privacy or HIPAA breaches.
e Cybersecurity incidents.
¢ Incorrect OASIS assessments affecting pati
o Billing or coding errors.
e Survey deficiencies or repeat citations.
o Al-generated hallucinations incorporated i@ the medical record.
e Documentation cloning or ina iate copy-and-paste practices.
e Suspected fraud, waste, or abu
e Near misses with the ential toBause patient harm.
The Root Cause Analysis Pfocess, A struCtured RCA generally includes the following steps:
1. Define the Problem
Clearly identify: What happene enitoccurred. Who was involved. How the event was discovered. The actual
or potential impact on patient care, compliance, or agency operations.
2. Gather the Facts
Collect all relevant information, including: Patient records. Physician orders. Visit notes. OASIS assessments.
Medication records. Incident reports. Al-generated content (if applicable). Audit logs. Staff interviews. Applicable
agency policies and procedures.
The investigation should rely on objective evidence rather than assumptions.
3. Identify Contributing Factors
Determine what conditions contributed to the event, such as: Inadequate education or competency. Poor
communication. Incomplete documentation. Failure to follow agency policy. Technology or software issues.
Workflow inefficiencies. Insufficient supervision. Human error. Improper use of Al.
Most incidents involve multiple contributing factors rather than a single mistake.
4. Determine the Root Cause
Examples of root causes may include:
¢ |nadequate staff training.
e Lackof policy awareness.
¢ Weak documentation processes.

re or reimbursement.
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e |nsufficient quality monitoring.
e Poor communication between disciplines.
e Failure to verify Al-generated information.
e |nadequate cybersecurity controls.
o Deficient oversight by leadership.
o |neffective workflows or system design.
The objective is to identify why the problem occurred—not simply who made the error.
Al-Specific Root Cause Analysis
When Al contributes to an event, investigators should determine:
e Was Al approved for the intended purpose?
¢ Didthe clinician independently verify the Al-generated information?
¢ Were Al hallucinations identified before documentation was finalized?
e Was patient-specific information accurately reflected?
¢ Did documentation cloning or excessive copy-and-paste occur?
e Was Protected Health Information entered into an unauthorized Al application?
e Were agency Al policies followed?
e Was additional education or supervision needed?
Developing Corrective Actions
After identifying the root cause, the agency should implement corrective acti thgfaddress the underlying
problem rather than only the immediate error.
Corrective actions may include:
e Revising policies and procedures.
e Providing additional education and competency val n.
e Improving documentation standards.
e Enhancing supervision and clinical oversight.
¢ Strengthening Al governance and approval ghgcesses.
e Implementing additional quality audits.
e Improving cybersecurity safeguards.
o Updating electronic health record work
¢ Increasing QAPI monitoring.
Corrective actions should be realistic, able, and sustainable.
Monitoring Effectiveness
Corrective actions should be
recurrence. Monitoring mayghclu
e Follow-up chartau
e Documentation review
e Al usage audits.
¢ Competency assessments.
e Incident trend analysis.
e Survey readiness reviews.
e Patient outcome monitoring.
e Compliance reports.
If the problem persists, additional corrective actions should be implemented.
Employee Responsibilities
All workforce members are expected to:
e Reportincidents promptly.
o Participate honestly in investigations.
e Provide accurate information.
e Cooperate with Root Cause Analysis activities.
e Participate in additional education when required.
e Follow revised policies and procedures.
e Support continuous quality improvement.

itored trough the QAPI program to determine whether they successfully prevent
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Leadership Responsibilities
Agency leadership is responsible for:

e Ensuring Root Cause Analyses are conducted objectively.

e Promoting a non-punitive culture that encourages reporting and learning.

e Providing resources to implement corrective actions.

¢ Monitoring long-term effectiveness of improvements.

¢ Reporting significant findings through the QAPI Committee and Governing Body when appropriate.

o Ensuring Al-related risks are incorporated into the agency's quality improvement program.
Key Takeaway
Root Cause Analysis is a proactive quality improvement tool that helps the agency understand why incidents
occur and how to prevent them from happening again. Rather than focusing on individual blame, RCA examines
systems, processes, education, technology, communication, and human factors to identify sustainable
solutions. As Al becomes increasingly integrated into healthcare, agencies must include Al-related events in
their Root Cause Analysis process to ensure patient safety, regulatory compliance, and continuous quality
improvement.
. Vendor management: Vendor management is the process used by the agency to evaluate, approve,
monitor, and oversee outside companies that provide technology, software, ipment, consulting, data
processing, cloud storage, Artificial Intelligence (Al), or other services.
Effective vendor management is essential because third-party vendors may ss to agency systems,
confidential business information, Protected Health Information (PHI), or clinic orkflows. The agency remains
responsible for protecting patient information and ensuring that végdor services support safe, compliant, and
reliable operations.
Types of Vendors That May Require Oversight
Examples include:

e Electronic health record vendors.

o Al software providers.

¢ Billing and coding companies.

¢ Cloud storage providers.

e Cybersecurity vendors.

o Telehealth and remote monitoring compan

e Payroll and human resources

e Medical equipment suppliers.

¢ Consultants and contractors.

e Document storage destruction companies.

e Communication an agihg platforms.
Pre-Approval Evaluation
Before entering into an agreement, the agency should evaluate whether the vendor:

e Has appropriate experience in healthcare.

e Can meetthe agency’s operational and compliance needs.

e Maintains adequate privacy and cybersecurity safeguards.

e Complies with HIPAA and other applicable laws.

e Has a process for identifying and reporting security incidents.

e Provides reliable technical support.

e Maintains appropriate insurance coverage.

e Uses subcontractors and, if so, how those subcontractors are monitored.

¢ Can preserve, return, or securely destroy agency data when the contract ends.
For Al vendors, the agency should also evaluate:

e Theintended use of the Al system.

e Thetype of information used to generate outputs.

¢ Whether PHI will be entered, stored, or processed.

¢ How the system protects confidential data.

e Whether submitted data is used to train the vendor’s models.
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How Al-generated information is validated.

Known limitations, error rates, or risks.

Whether human review is required before use.

Whether the agency can access audit logs or usage reports.

Business Associate Agreements

When a vendor creates, receives, maintains, or transmits PHI on behalf of the agency, the agency should
determine whether a Business Associate Agreement (BAA) is required.

The BAA should address:

Permitted uses and disclosures of PHI.

Required privacy and security safeguards.

Breach and incident reporting.

Use of subcontractors.

Return or destruction of PHI.

Compliance with applicable HIPAA requirements.

A BAA does not eliminate the agency’s responsibility to evaluate and monitor the vendor.
Contract Requirements
Vendor contracts should clearly define:

The services to be provided.
Performance expectations.

Privacy and confidentiality obligations.
Data ownership.

Data storage locations.

Cybersecurity requirements.

Incident reporting timeframes.

Access controls.

Audit rights.

Service interruption procedures.

Data backup and recovery.

Contract termination responsibilities.
Return, transfer, or destruction of agency i mation.

For Al vendors, contracts should also

Approved uses of the Al system.

Prohibited uses.

Restrictions on usingfage or patient data for model training.
Human oversight re Qi ents.

Responsibility for inacc, or harmful outputs.

System updates or material changes.

Monitoring and reporting capabilities.

Ongoing Vendor Monitoring
Approved vendors should be monitored based on the level of risk associated with their services.
Monitoring may include:

Reviewing performance reports.

Evaluating service quality.

Reviewing security certifications or assessments.

Monitoring system availability and downtime.

Reviewing complaints and incident reports.

Confirming continued compliance with contract requirements.
Reviewing Al-generated error trends.

Monitoring unauthorized access or inappropriate use.
Reassessing vendors when services or risks change.

High-risk vendors should receive more frequent review.
Al Vendor Red Flags. Potential warning signs include:
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e Thevendor cannot clearly explain how patient data is used.
e The platform does not offer a BAA when one is required.
e Data may be used to train public or shared Al models.
e The system produces frequent inaccurate or fabricated information.
e The vendor does not provide adequate access controls.
e Thevendor cannot provide audit logs.
e Security incidents are not reported promptly.
e The system encourages users to rely on Al without human verification.
¢ Contract terms allow broad use or ownership of agency data.
e Thevendor makes unsupported claims regarding regulatory compliance.
Vendor Access Controls
Vendor access to agency systems should be limited to the minimum necessary information and functions required
to perform the contracted service.
The agency should:
e Approve access before it is granted.
e Use unique user credentials.
e Applyrole-based access.
e Require multifactor authentication when appropriate.
e Monitor vendor activity.
e Remove access promptly when it is no longer needed.
e Periodically verify that access remains appropriate.
Vendor Incidents
If a vendor experiences a privacy, security, operational, or ted incl@¥€nt, the agency should:
¢ Obtain immediate information about the event.
¢ Determine what systems and data were affected.
e Protect patients and agency operations.
o Notify leadership and designated privacy, se
o Preserve relevant evidence.
e Follow breach assessment and reportin ments.
e Conductor participate in a Rogt Cause An
¢ Implement corrective actions.
e Reevaluate whether continued
Termination of a Vendor Relationship
When a vendor relationship@nds, the agency should ensure:
e Vendoraccessisdi
e Agencydataisreturne ferred, or securely destroyed.
e Equipment and credentials are recovered.
e OQutstanding incidents or obligations are resolved.
e Records are retained according to law and agency policy.
e Replacement services are implemented without disrupting patient care.
Employee Responsibilities
Employees should:
o Use only agency-approved vendors and applications.
e Never enter PHI into an unapproved Al or software platform.
e Follow agency access and security procedures.
e Reportvendor performance problems or suspicious activity.
¢ Notify leadership if a vendor requests information beyond what is necessary.
o Verify Al-generated information before it is used in patient care, documentation, or operations.
Leadership Responsibilities
Agency leadership is responsible for:
o Establishing a vendor approval process.
e Assigning responsibility for vendor oversight.

, or compliance personnel.

vendor is appropriate.
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o Evaluating vendor risk.

e Ensuring required contracts and BAAs are in place.

e Monitoring vendor performance and compliance.

e Including high-risk vendors in QAPI, privacy, and cybersecurity monitoring.

e Taking corrective action when vendor performance creates risk.

Key Takeaway

Vendors can improve agency efficiency and access to technology, but they may also create privacy, cybersecurity,
operational, and clinical risks. The agency must carefully evaluate vendors before approval, establish clear
contractual protections, monitor ongoing performance, and ensure that Al vendors are used only for
authorized purposes with appropriate human oversight. The agency remains responsible for protecting
patient information and maintaining compliance, even when services are performed by a third party.

. Data ownership: Data ownership establishes who has the legal authority and responsibility for the
information created, collected, maintained, and used by the home health agency. In healthcare, patient
information is one of the agency's most valuable assets and must be managed in accordance with HIPAA, the CMS
Conditions of Participation (42 CFR Part 484), state laws, and agency policies.

As Artificial Intelligence (Al) becomes increasingly integrated into healthcare, egployees must understand that
using Al does not transfer ownership of agency or patient data to the Al ven or software provider. The agency
remains responsible for protecting the confidentiality, integrity, and availa Il patient and business
information.

What Is Agency Data?

Agency data includes, but is not limited to:

e Patient medical records.

e Protected Health Information (PHI).

e OASIS assessments.

e Plans of Care.

e Physician orders.

e Visit documentation.

e Medication records.

¢ Billing and reimbursement information.

e Employee records.

e Financial records.

e Quality improvement and QAPI

e Policies and procedur

e Training materials.

e Businessreports an ati@nal information.
This information belongs to the y or is maintained by the agency on behalf of its patients and must be
protected throughout its lifecycle.

Data Ownership Principles
The agency is responsible for ensuring that:

o Patientinformation is collected and used only for authorized purposes.

e Dataremains accurate, complete, and secure.

e Accessis limited to authorized workforce members.

e Information is protected from unauthorized disclosure, alteration, or destruction.

e Records are retained and disposed of according to legal and regulatory requirements.

e Third-party vendors comply with contractual and privacy obligations.

Employees are custodians of agency information and are responsible for safeguarding the data entrusted to them.
Al and Data Ownership
When Al is used within the agency:

e The agency retains ownership of all patient and business data entered into approved Al systems.

o Employees should use only agency-approved Al applications.

¢ Patientinformation must never be entered into unauthorized public Al platforms.
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Al vendors should not obtain ownership of agency data through their terms of service or contractual
agreements.

Al-generated outputs become part of the agency's records only after review, verification, and acceptance
by authorized personnel.

Any Al-generated documentation included in the medical record remains subject to the same legal,
regulatory, and documentation requirements as any other clinical documentation.

Protecting Agency Data
To safeguard agency information, employees should:

Access only the information necessary to perform assigned duties.

Protect usernames, passwords, and authentication credentials.

Log out of systems when work is complete.

Use encrypted and agency-approved devices whenever possible.

Follow agency policies regarding electronic communication and data storage.

Immediately report suspected privacy breaches or cybersecurity incidents.

Verify that Al-generated content does not disclose confidential information to unauthorized individuals.

Vendor Responsibilities
When third-party vendors process agency information, they should:

Data Retention and Disposal
Agency data should be:

Protect data using appropriate administrative, physical, and techni@al saf€guards.
Comply with HIPAA and applicable privacy laws.

Execute a Business Associate Agreement (BAA) when required.

Limit access to authorized personnel.

Report security incidents promptly.

Return or securely destroy agency data upon termi of the 3greement, as required by the contract and
applicable law.
Refrain from using agency or patient data for unaut ed purposes, including training Al models, unless

specifically authorized by contract and perrflitted by L

Maintained according to federal and sta
Protected from unauthorized alteration or
Archived securely when appro
Destroyed using secure metho
agency policy.

retention requirements.
tion.

tention periods expire and destruction is permitted by law and

Employees should never dejte, alter, or remove agency records without authorization.
Employee Responsibilitie
Every workforce member is res le for:

Protecting patient and agency information.

Using data only for legitimate business and patient care purposes.

Following agency privacy and security policies.

Reporting unauthorized access or disclosure immediately.

Using only approved Al technologies.

Verifying Al-generated information before it is incorporated into agency records.
Respecting patient confidentiality at all times.

Leadership Responsibilities
Agency leadership is responsible for:

Establishing policies governing data ownership and data governance.

Approving technologies that access or process agency information.

Ensuring contracts clearly define data ownership rights.

Monitoring compliance with privacy and security requirements.

Conducting periodic audits of data access and Al usage.

Responding promptly to data breaches or security incidents.

Ensuring compliance with HIPAA, CMS Conditions of Participation, and applicable state laws.
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Key Takeaway
Patient information and agency business records are valuable assets that must be protected throughout their
entire lifecycle. The agency retains ownership and responsibility for its data even when third-party vendors or
Al technologies are used. Every workforce member shares responsibility for safeguarding confidential
information, using only approved technologies, and ensuring that all data is handled securely, ethically, and
in compliance with federal and state regulations.
. Explainable Al: Explainable Artificial Intelligence (Explainable Al or XAl) refers to Al systems that
provide understandable, transparent, and interpretable information about how they generate recommendations,
summaries, predictions, or other outputs. In healthcare, explainability is essential because clinicians must
understand and verify Al-generated information before using it to support patient care, documentation, quality
improvement, or operational decisions.
Explainable Al promotes patient safety, regulatory compliance, ethical decision-making, and accountability
by helping healthcare professionals understand the basis for Al-generated results rather than accepting them
without question.
What Is Explainable Al?
Explainable Al is the ability of an Al system to:

e Describe how it reached a conclusion or recommendation.
Identify the information used to generate an output.
Explain the reasoning or factors that influenced its response.
Allow users to evaluate whether the information is appropriate for the sp&€ific clinical situation.
Support informed human decision-making rather than rep
Not all Al systems provide the same level of transparency. Some Al

oduce outputs without clearly

explaining how those conclusions were reached. This is so es refeWed to as a "black box" system.
Why Explainability Matters in Healthcare
Healthcare decisions can directly affect patient safety, tre nt outcomes, reimbursement, and regulatory

compliance. Clinicians must be able to evaluate w|
Current. Supported by clinical evidence. Consisten
the individual patient's condition.
Without explainability, healthcare professionals
hallucinations.
Benefits of Explainable Al
Explainable Al can help:

¢ Increase clinician confj

er Al- rated information is: Accurate. Complete.
physician orders and the Plan of Care. Appropriate for

it difficult to identify errors, inaccuracies, or Al

e Reduce documentatio .
e Support regulatory compliance and audit readiness.
e Improve quality improvement and QAPI activities.
e Enhance accountability and transparency.
e Promote responsible and ethical Al use.
Limitations of Explainable Al
Even when Al provides an explanation, employees should understand that:
o Al explanations may still contain errors.
Al may rely on incomplete or outdated information.
Al cannot independently determine what is clinically appropriate for a specific patient.
Al cannot replace professional judgment, experience, or direct patient assessment.
o Explainability does not guarantee that the Al output is correct.
Every Al-generated recommendation must still be independently reviewed and verified.
Human Oversight
Healthcare professionals must:
o Review Al-generated information critically.
¢ Understand the basis of Al recommendations whenever possible.
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o Compare Al output with the patient's assessment, physician's orders, Plan of Care, and current clinical
evidence.
e Question Alrecommendations that appear inconsistent or unsupported.
e Correctordiscard inaccurate Al-generated information.
o Neverrely solely on Al when making clinical or operational decisions.
Explainable Al and Documentation
When Al assists with documentation:
e Clinicians should understand how Al generated summaries or suggested content.
¢ Documentation should accurately reflect the clinician's own assessment and services performed.
o Al-generated documentation must be individualized for each patient.
e The clinician should be able to explain and defend every statement contained in the medical record.
o Documentation should never contain information that cannot be verified.
If a clinician cannot explain or verify Al-generated content, it should not be included in the patient's medical
record.
Employee Responsibilities
Every workforce member should:
o Use only agency-approved Al systems.
o Verify all Al-generated information before use.
o Understand that Al recommendations are advisory and not authoritat
e Report Al outputs that appear inaccurate, biased, misleading, or unsafe.
o Follow agency policies governing Al use, documentation, cy, and cybersecurity.
e Maintain accountability for all work products created with Al istafice.
Leadership Responsibilities
Agency leadership should:
e Select Al technologies that support transparency ever practical.
¢ Evaluate Al systems before implementatio
e Educate employees about Al capabilities an
o Establish policies requiring human re
¢ Monitor Al performance through the QA
¢ |nvestigate Al-related incidents and imple
Key Takeaway
Explainable Al helps healthcare profess
recommendation or response, However,

jtations.

derstand how and why an Al system generated a
plainability does not eliminate the need for human oversight. Every

compliant with applicable law egulations
. Bias mitigation: Bias mitigation is the process of identifying, reducing, and preventing unfair or

inappropriate bias in Artificial Intelligence (Al) systems and in human decision-making. In healthcare, bias can
negatively affect patient care, clinical decisions, documentation, resource allocation, and access to services.
The home health agency is committed to providing equitable, patient-centered care and using Al in a manner that
promotes fairness, accuracy, transparency, and compliance with federal and state laws. Al should support clinical
decision-making without introducing or reinforcing discrimination or unequal treatment.
What Is Al Bias?
Al bias occurs when an Al system produces outputs or recommendations that are unfair, inaccurate, or
systematically favor or disadvantage certain individuals or groups because of limitations in the data, algorithms, or
design of the system.
Bias may result from:

e |ncomplete or unrepresentative training data.

e Historical healthcare disparities reflected in data.

e Incorrect assumptions within Al models.

e Poor system design.

e Human bias introduced during development or implementation.
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Misinterpretation of Al-generated information.

Bias can occur even when there is no intent to discriminate.
Examples of Bias in Healthcare
Examples include:

Recommending different levels of care for similar patients without clinical justification.

Producing inaccurate documentation for certain patient populations.

Misinterpreting symptoms because of incomplete or biased training data.

Generating educational materials that are not culturally or linguistically appropriate.

Producing recommendations that overlook patients with disabilities, limited English proficiency, or unique
healthcare needs.

Suggesting care plans that are inconsistent with current clinical evidence or physician orders.

Why Bias Matters
Bias in Al may:

Compromise patient safety.

Contribute to healthcare disparities.

Affect clinical decision-making.

Reduce patient trust.

Produce inaccurate documentation.

Create ethical and legal concerns.

Increase regulatory and compliance risks.

Negatively affect quality outcomes and patient satisfactio

Healthcare professionals must recognize that Al recommendations slRguldgtways be evaluated for fairness and
appropriateness before they are used.

Strategies to Mitigate Bias

The agency should implement practices that help reduce s, including:

Human Oversight
Healthcare professionals shou

Using only agency-approved Al technologi
Selecting Al systems that are regularly evalu for accuracy and fairness.

information.

ical guidelines and evidence-based practice.
Ensuring documentation accurately reflectS§he individual patient's condition.

Providing ongoing education r i
Monitoring Al performance thro
Investigating reports of bi

Updating policies a

e QAPI program.
accurate Al outputs.
proceduresas Al technologies evolve.

Evaluate every Al recommendation using professional judgment.

Consider the patient's individual clinical condition, goals, culture, language, preferences, and
circumstances.

Avoid relying solely on Al when making patient care decisions.

Question Al outputs that appear inconsistent, discriminatory, or unsupported by clinical evidence.
Correct or disregard Al-generated information that is inaccurate or unfair.

Document care based on objective assessment findings rather than Al assumptions.

Employee Responsibilities
Every workforce member should:

Treat all patients fairly, respectfully, and without discrimination.

Use Al only as a decision-support tool.

Verify Al-generated information before incorporating it into documentation or patient care.

Report suspected biased Al outputs through the agency's quality improvement or compliance reporting
process.

Participate in required education on Al ethics, bias, and responsible Al use.

Follow agency policies governing nondiscrimination, patient rights, and Al use.
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Leadership Responsibilities
Agency leadership should:

e FEvaluate Al technologies before implementation.

e Consider fairness, transparency, and explainability during vendor selection.

o Establish policies requiring human oversight of Al-assisted activities.

e Monitor Al performance for evidence of bias through QAPI audits and incident reporting.

¢ |nvestigate complaints involving potential Al bias.

o Provide education and competency validation on bias recognition and mitigation.

e Promote a culture of equity, inclusion, and patient-centered care.
Regulatory and Ethical Considerations
Bias mitigation supports compliance with:
CMS Conditions of Participation (42 CFR Part 484).
HIPAA Privacy and Security Rules.
Federal civil rights and nondiscrimination requirements.
Agency policies on patient rights and equal access to care.

o Ethical principles of fairness, respect, accountability, and patient-centgred care.
While Al can assist healthcare professionals, it must never be used in ama r that results in unequal treatment
or discrimination.
Key Takeaway
Bias mitigation is an essential component of responsible Al use in healthcare. ARjficial Intelligence should
enhance—not compromise—fair, equitable, and patient-cente care. Every workforce member is
responsible for recognizing the potential for Al bias, independent ating Al-generated information, and

caregivers understand their health conditions, treat
trust and informed decision-making.
Artificial Intelligence (Al) may assist healthcare nals in developing educational materials, translating
information, or preparing communicatjon drafts. ever, Al must never replace direct communication, clinical
judgment, or the therapeutic relatio tween healthcare professionals and patients.
Principles of Effective Patient Comm
Healthcare professionals should commuRicate in a manner that is:
e Respectfuland co
e Honest and accurat
e Clearand easytounde
o Patient-centered and culturally sensitive.
e Appropriate to the patient's health literacy and preferred language.
e Timely and responsive.
e Consistent with physician orders and the Plan of Care.
e Supportive of patient rights and informed decision-making.
Al-Assisted Patient Communication
Al may be used to assist with:
o Creating patient education materials.
¢ Simplifying complex medical information.
e Translating educational content into other languages.
e Drafting non-clinical communications for clinician review.
e Developing general health education resources.
All Al-generated communications must be reviewed by qualified staff to ensure they are:
e Accurate.
e Current.
e Appropriate for the individual patient.

plans, medications, and responsibilities while promoting
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e Consistent with the physician's orders and Plan of Care.

o Free of misleading or fabricated information.
Al Should Not Replace Human Communication
Healthcare professionals should never rely on Al to:

o Deliver diagnoses or prognoses directly to patients.

¢ Explainindividualized treatment recommendations without clinician involvement.

¢ Answer complex clinical questions independently.

¢ Obtaininformed consent.

o Resolve patient complaints or grievances without appropriate staff involvement.

o Provide emotional support or counseling in place of a qualified healthcare professional.

¢ Communicate emergency medical instructions without clinician review.
Patients should always have the opportunity to ask questions and receive explanations directly from a qualified
healthcare professional.
Communicating About Al Use
When Al is used to assist with documentation, education, or administrative activities, employees should be
prepared to answer patient questions honestly and transparently.
Patients may ask:

e Whatis Artificial Intelligence?

e Howis Al used by the agency?
Does Al make my healthcare decisions?
Is my information protected?

e Who reviews Al-generated information?
Employees should explain that:

e Alis usedonly as a support tool for approved pur:

e Licensed healthcare professionals make all clinica
Al does not replace patient assessments or
Patient information is protected according t
All Al-generated information is review
Patient Education
During every appropriate visit, healthcare professi
including:

e Disease process and managem

e Medication instructio

e Safety and fall prevegfftion.

e Infection prevention

e Emergency preparedne

e Use of medical equipment.

e Signs and symptoms requiring physician notification.

e Self-management strategies.

o Caregiver responsibilities when applicable.
Documentation should reflect the education provided, the patient's understanding, and any follow-up needs.
Communication with Caregivers
When appropriate and authorized, caregivers should be included in communication regarding:

e The patient's Plan of Care.

e Medication management.

e Safety precautions.

e Home exercise programs.

e Emergency planning.

e Follow-up appointments.

e Changes in the patient's condition.

e Care coordination with other healthcare providers.
Communication with caregivers must comply with HIPAA and patient authorization requirements.

D)

A and agency policies.
before use.

s should provide education tailored to the patient's needs,
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Employee Responsibilities
Every workforce member is responsible for:
e Communicating respectfully and professionally.
o Protecting patient confidentiality.
o Verifying the accuracy of Al-assisted communications.
e Providing truthful and understandable information.
e Encouraging patients and caregivers to ask questions.
o Reporting communication concerns or misunderstandings that may affect patient safety.
o Following agency policies regarding Al use and patient communication.
Leadership Responsibilities
Agency leadership should:
o Establish policies governing Al-assisted patient communication.
e Ensure staff receive education on communication skills and responsible Al use.
e Monitor patient satisfaction and communication quality through the QAPI program.
o Review patient complaints related to communication.
e Promote a culture of transparency, respect, and patient-centered care.
Regulatory Considerations
Effective patient communication supports compliance with:
e CMS Home Health Conditions of Participation (42 CFR Part 484).
Patient Rights requirements.
HIPAA Privacy Rule.

e Agency policies regarding informed consent, confidentiality, p nt education.
e Quality Assessment and Performance Improveme I) reqU¥EmMents.
Key Takeaway
Clear, compassionate, and accurate communicationisa f mental responsibility of every healthcare

ducati L materials and administrative communication,
gment, or the therapeutic relationship between
understandable information, ask questions,
communications are reviewed and verified by qualified

professional. Artificial Intelligence can assist wit
but it cannot replace direct conversations, clinic
clinicians and patients. Patients have the ri
participate in their care, and know that all Al-
healthcare professionals.
o Al-assisted voice document
Artificial Intelligence (Al) technologies t
improve efficiency by allowin althcar
documentation rather than
administrative burden, itis titute for professional judgment or documentation responsibility. Every
entry generated through voicerr, ition or Al must be reviewed, corrected, and authenticated by the clinician
before it becomes part of the patient's medical record.
What Is Al-Assisted Voice Documentation?
Al-assisted voice documentation combines:

e Speech-to-text technology.

o Natural Language Processing (NLP).

e Al-assisted summarization.

e Documentation templates.

e Clinical language recognition.
The technology converts spoken information into written documentation and may organize information into
appropriate sections of the medical record.
Appropriate Uses
Al-assisted voice documentation may be used to:

e Dictate patient visit notes.

e Record assessment findings.

e Document patient education.
Prepare draft progress notes.

spoken words into clinical documentation. These tools may
rofessionals to dictate visit notes, assessments, and other
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e |Improve documentation efficiency.

e Reduce manualtyping.

e Assist with documentation organization.

The clinician must verify that the final documentation accurately reflects the care actually provided.
Limitations: Al-assisted voice documentation may:

e Misinterpret spoken words.

e Substitute incorrect medical terminology.

¢ Confuse medications, dosages, or diagnoses.

¢ Omitimportant assessment findings.

e Create grammatical or contextual errors.

e Produce Al hallucinations or unsupported statements.

o Misidentify speakers during conversations.

o Failtorecognize accents, background noise, or poor audio quality.
Because of these limitations, Al-generated documentation should never be accepted without careful review.
Risks: Improper use of Al-assisted voice documentation may result in:

e Inaccurate clinical documentation.

e Medication errors.

e Incorrect patient information.

e Documentation cloning.

e Copy-and-paste errors.

e Billing or coding inaccuracies.

o HIPAAVviolations if recordings are improperly stored or trans d

e Survey deficiencies.
o Potential False Claims Act exposure if inaccurate @

Documentation Review Requirements
Before signing documentation, clinicians should v

o Patient identification.

e Assessment findings.

o Vitalsigns.

e Medications and dosages.

e Treatments provided.

e Patientresponse.

e Education provided.

¢ Physician notificati

e Dates and times.

e Clinicalterminology.

e Grammar and context.

e Completeness of the documentation.
Any inaccuracies should be corrected before the documentation becomes part of the medical record.
Privacy and HIPAA Considerations
When using Al-assisted voice documentation:

o Use only agency-approved voice documentation applications.

e Ensure the technology complies with HIPAA and agency privacy policies.

o Verify that a Business Associate Agreement (BAA) is in place when required.

o Protectrecordings containing Protected Health Information (PHI).

e Avoid recording conversations on personal devices or unauthorized applications.

e Preventunauthorized individuals from hearing or accessing dictated information.

¢ Secure mobile devices and workstations used for voice documentation.

Al Voice Recording Best Practices

Healthcare professionals should:
¢ Dictate in a private environment whenever possible.
e Speak clearly and accurately.

entation supports billing.
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e Avoid abbreviations that may be misinterpreted.

e Review the completed documentation immediately after transcription.

e Correct recognition errors before signing.

e Ensure documentation reflects only observations made during the current visit.

¢ Individualize documentation for every patient encounter.

o Neverrely solely on Al-generated summaries.
Employee Responsibilities
Every workforce member should:

o Use only agency-approved Al voice documentation systems.

o Verify the accuracy of every Al-generated note.

e Maintain patient confidentiality during dictation.

e Report software malfunctions or transcription errors.

o Follow agency documentation, privacy, and cybersecurity policies.

e Complete documentation promptly after each visit.
Leadership Responsibilities
Agency leadership should:

e Approve voice documentation technologies before implementation.

e Evaluate vendor privacy and security protections.

e Provide education and competency validation.

e Monitor documentation quality through the QAPI program.

e Audit Al-assisted documentation for accuracy and compl ess.

e |nvestigate documentation errors associated with voice recogfitiongechnologies.

o Update policies as technology evolves.
Regulatory Considerations
Al-assisted voice documentation should support complia ith:

e CMS Home Health Conditions of Participati@a (42 CF rt 484).

e HIPAA Privacy and Security Rules.

e Medicare documentation requiremen

e Agency documentation standards.

e Quality Assessment and Performance Imp

e Fraud, Waste, and Abuse prev olicies.
Key Takeaway
Al-assisted voice documentat;j
replace the clinician's res
generated transcription m
the medical record. The clinicj
regardless of how it was created.
. Remote work security: Remote work allows employees to perform authorized agency duties from
locations outside the traditional office, such as their home or another approved worksite. While remote work offers
flexibility and may improve efficiency, it also increases the risk of unauthorized access to Protected Health
Information (PHI), cybersecurity threats, and data breaches.
The agency is committed to protecting patient information, maintaining HIPAA compliance, and ensuring that all
remote work is conducted securely. Employees who access agency systems remotely, including Artificial
Intelligence (Al) applications, Electronic Health Records (EHRs), email, cloud-based services, or other technology
resources, are responsible for safeguarding confidential information at all times.
Remote Work Risks
Working outside the agency's secure environment may increase the risk of:

e Unauthorized access to patient records.

¢ Loss ortheft of laptops, tablets, or mobile devices.

o Use of unsecured Wi-Fi networks.

e Phishing attacks and social engineering.

e Malware or ransomware infections.

ment (QAPI) requirements.

can imkove efficiency and reduce administrative burden, but it does not

ility for'accurate, complete, and patient-specific documentation. Every Al-
carefully reviewed, corrected, and authenticated before it becomes part of
o signs the documentation remains fully accountable for its accuracy,
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e Accidental disclosure of confidential information.
e Improper use of personal devices.
e Unauthorized use of Al applications containing PHI.
e |nadequate physical security of paper or electronic records.
Understanding these risks is essential to maintaining patient privacy and regulatory compliance.
Secure Remote Access
Employees should access agency systems remotely only through approved methods, such as:
e Agency-approved Virtual Private Network (VPN) connections.
e Secure cloud-based applications approved by the agency.
e Multi-Factor Authentication (MFA).
Agency-issued devices whenever available.
Encrypted internet connections.
Remote access should never bypass agency security controls.
Device Security
Employees should:
o Use agency-issued devices whenever possible.
e Install security updates promptly.
e Maintain antivirus and endpoint protection software.
e Enable automatic screen locking.
o Use strong passwords and Multi-Factor Authentication.
e Encrypt laptops, tablets, and mobile devices when suppo .
e Prevent family members or unauthorized individuals from usi y devices.
e Report lost or stolen devices immediately.
Home Office Security
Employees working remotely should:
¢ Workin a private location whenever possib
e Position computer screens to prevent unaut
o Lockthe workstation whenever leavin
e Store paper records securely.
e Prevent conversations containing PHI fromWging overheard.
e Shred confidential documents proved methods before disposal.
e Secure mobile devices when tra g.
Network Security
Employees should:
e Use password-prot omle Wi-Fi networks with strong encryption (WPA2 or WPAS3).
Change default router rds.
Avoid using public Wi-Fi when accessing agency information unless an approved VPN is used.
Never disable security software.
e Disconnect from unsecured networks immediately.
Email and Communication Security
When working remotely, employees should:
e Use only agency-approved email accounts for business communications.
o Verify recipient addresses before sending confidential information.
e Avoid forwarding agency email to personal accounts.
o Use secure messaging platforms approved by the agency.
e Report suspicious emails or phishing attempts immediately.
e Never transmit PHI through unauthorized communication platforms.
Al and Remote Work
Employees using Al while working remotely should:
o Use only agency-approved Al applications.
e Never enter PHI into public or unauthorized Al platforms.
o Verify that Al systems comply with agency privacy and security requirements.
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e Review all Al-generated information before incorporating it into documentation.
e Logoutof Al applications when work is complete.
o Follow agency policies regarding Al use, documentation, and cybersecurity.
Physical Security of Information
Employees should:
o Keep paperrecords in secure locations.
e Never leave patient information unattended in vehicles or public places.
¢ Retrieve printed documents promptly from printers.
o Dispose of confidential documents using approved destruction methods.
o Prevent unauthorized individuals from viewing computer screens or printed records.
Incident Reporting
Employees must immediately report:
e Lostorstolen devices.
e Suspected data breaches.
e Unauthorized access to agency systems.
e Phishing emails or cybersecurity attacks.
¢ Accidental disclosure of PHI.
e Unauthorized use of Al applications.
e Any suspected compromise of agency information.
Prompt reporting allows the agency to investigate the incident, protect patient i mation, and comply with legal
reporting requirements.
Employee Responsibilities
Every workforce member working remotely is responsible f
¢ Following agency remote work policies.
o Protecting patient confidentiality.
o Using only approved devices and applicati
e Maintaining secure passwords and authenti
o Verifying Al-generated information be
e Reporting cybersecurity concerns imme
e Completing required cybersecurity and Al
Leadership Responsibilities
Agency leadership should:
o Establish remote work
e Approve secure tec
e Provide cybersecuri
e Monitor compliance thr,
e Evaluate remote access risks.
e |nvestigate remote work security incidents.
o Update security controls as technology and threats evolve.
Regulatory Considerations
Remote work practices should support compliance with:
e HIPAA Privacy Rule.
e HIPAA Security Rule.
e CMS Home Health Conditions of Participation (42 CFR Part 484).
e Agency cybersecurity policies.
e Al governance policies.
e Quality Assessment and Performance Improvement (QAPI) requirements.
Key Takeaway
Remote work does not reduce an employee's responsibility to protect confidential information. Every workforce
member must maintain the same level of privacy, security, and professionalism when working remotely as
when working in the office. Secure remote access, appropriate use of Al, strong cybersecurity practices, and

methods.

n and competency validation.
udits and QAPI activities.
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immediate reporting of security incidents are essential to protecting patient information, maintaining
regulatory compliance, and supporting safe, high-quality home health care.

) Secure mobile device use

Mobile devices, including smartphones, tablets, and laptops, are valuable tools that allow healthcare
professionals to access electronic health records (EHRs), communicate with patients and providers, document
care, and utilize approved Artificial Intelligence (Al) applications while providing services in patients' homes.
However, these devices also present significant privacy and cybersecurity risks if they are not properly secured.
The agency requires all workforce members to use mobile devices in a manner that protects Protected Health
Information (PHI), complies with HIPAA, supports CMS Conditions of Participation, and follows agency
cybersecurity and Al governance policies.

Mobile Devices Covered

This policy applies to:

e Agency-issued smartphones.

e Agency-issued tablets.

e Agency-issued laptops.

e Approved Bring Your Own Device (BYOD) devices, if permitted by ag

e Mobile applications used for patient care, documentation, secure

approved Al functions.
Security Risks
Improper use of mobile devices may result in:

e Unauthorized access to patient records.

e Loss ortheft of devices.

e Exposure of Protected Health Information (PHI).

o Malware or ransomware infections.

e Unauthorized use of Al applications.

e Data breaches.

e Identity theft.

e Regulatory violations.

¢ Financial penalties.

e Loss of patient trust.
Device Security Requirements
All mobile devices used for a

e Be protected with a gtron ssword, PIN, or biometric authentication (such as fingerprint or facial

recognition).

e Automatically lock afte rt period of inactivity.

e Use Multi-Factor Authentication (MFA) whenever available.

e Have full-device encryption enabled whenever supported.

e Maintain current operating system and security updates.

o Use agency-approved antivirus or mobile security software when applicable.

o Allow remote lock and remote wipe capabilities for agency-issued devices.

Employees must never disable or bypass security features installed by the agency.
Approved Applications
Employees should use only agency-approved applications for:

e Electronic Health Records (EHR).

e Secure messaging.

e Email

o Telehealth.

e Scheduling.

¢ Clinical documentation.

e Approved Al-assisted documentation or voice recognition.

e Patient education.
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Applications downloaded from unknown or unauthorized sources should never be used for agency business.
Al Applications on Mobile Devices
When using Al on a mobile device, employees should:
o Use only agency-approved Al platforms.
e Never enter PHI into public Al applications.
o Verify all Al-generated information before using it.
e Log out of Al applications when work is complete.
o Ensure Al applications comply with HIPAA, agency privacy policies, and cybersecurity requirements.
e Report any suspected Al security or privacy concerns immediately.
Protecting Patient Information
Employees should:
e Access only the minimum necessary information needed to perform assigned duties.
¢ Avoid viewing patient records where screens may be visible to unauthorized individuals.
e Never leave mobile devices unattended in public areas.
e Lockdevices whenever they are notin use.
e Avoid storing PHI on the device unless specifically authorized and encr
e Delete temporary files containing confidential information accordin
Public Wi-Fi and Internet Use
Employees should:
o Use secure, password-protected networks whenever possible.
e Use the agency-approved Virtual Private Network (VPN) w accessing agency systems remotely.
e Avoid conducting agency business over unsecured public Wif s protected by the approved VPN.
e Disable automatic connection to unknown wireles
e Avoid using public charging stations that may exp @
away from home or the office, use a personal chargt
data-blocking adapter.
Text Messaging and Communication
Employees should:
o Use only agency-approved secure messagi tforms.
o Never send PHI through personal text mess§ges or unauthorized messaging applications.
Verify recipient information be ding messages.
Report messages sent to the wr ient immediately.
¢ Follow agency commugpication pdlicies at all times.
Lost or Stolen Devices
If a mobile device used for bdsiness is lost or stolen, the employee should immediately:
o Notify their supervisor.
e Notify the Information Technology (IT) department or designated security officer.
e Report any potential exposure of PHI.
e Cooperate with remote lock or remote wipe procedures when applicable.
e Complete required incident reporting documentation.
Prompt reporting helps minimize the risk of unauthorized access and supports compliance with breach
notification requirements.
Employee Responsibilities
Every workforce member is responsible for:
e Protecting agency-issued and approved personal devices.
e Using only authorized applications.
e Maintaining device security settings.
o Keeping software updated.
o Verifying Al-generated information before use.
o Protecting patient confidentiality.
o Reporting lost devices, suspected malware, phishing attempts, or other security incidents immediately.
e Completing required cybersecurity, HIPAA, and Al education.

ted.
agency policy.

plugged directly into an electrical outlet or a USB
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Leadership Responsibilities
Agency leadership should:

o Establish policies governing mobile device security.

e Approve devices and applications used for agency business.

o Evaluate Al-enabled mobile technologies before implementation.

e Provide workforce education and competency validation.

¢ Monitor compliance through audits and the QAPI program.

e |nvestigate security incidents involving mobile devices.

o Update mobile security requirements as technology and cybersecurity threats evolve.
Regulatory Considerations
Secure mobile device use supports compliance with:

o HIPAA Privacy Rule.

e HIPAA Security Rule.

¢ CMS Home Health Conditions of Participation (42 CFR Part 484).

e HITECH Act requirements.

e Agency cybersecurity and Al governance policies.

e Quality Assessment and Performance Improvement (QAPI) require
Key Takeaway

provided, the employee who accesses or documents p
privacy, security, and accuracy.

. Al in interdisciplinary care: Interdisciplin
services. It involves collaboration among healthcar
implement, evaluate, and revise an individua
medical, functional, psychosocial, and educati
Artificial Intelligence (Al) may assist th
information, identifying trends, and su
must never replace the professional j
healthcare professionals.
The Interdisciplinary Tea
Depending on the patient's

e Physician or Non-Physigi

o Registered Nurse (RN)

e Licensed Practical Nurse (LPN), when permitted by state law and agency policy

e Physical Therapist (PT)

e Occupational Therapist (OT)

e Speech-Language Pathologist (SLP)

e Medical Social Worker (MSW)

e Home Health Aide (HHA)

o Registered Dietitian or Nutrition Professional, when ordered

e Administrator

e Director of Nursing (DON)

¢ Clinical Manager

e Other healthcare professionals involved in the patient's care
Each discipline contributes specialized knowledge and remains responsible for the services it provides.
Appropriate Uses of Al in Interdisciplinary Care
Al may assist the interdisciplinary team by:

e Summarizing clinical documentation for review.

areis damental component of quality home health
essionals from multiple disciplines to develop,
are (POC) that addresses each patient's unique

ractitioner (NPP)
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e Organizing patient information from multiple disciplines.
¢ |dentifying documentation inconsistencies.
e Highlighting changes or trends in patient condition.
e Assisting with care coordination.
e Supporting medication reconciliation reviews.
e Assisting with patient education materials.
o Preparing draft meeting agendas or interdisciplinary conference summaries.
o |dentifying quality improvement opportunities through data analysis.
All Al-generated information must be reviewed and verified before it is used for patient care or documentation.
Al Does Not Replace Professional Judgment
Al must never:
e Determine a patient's diagnosis.
e Establish or revise the Plan of Care independently.
e Replace physician orders.
e Decide when services should begin, continue, or end.
e Perform patient assessments.
e Determine visit frequency.
e Replace interdisciplinary case conferences.
e Make discharge decisions.
e Replace clinical reasoning or professional accountability.
Clinical decisions must always be made by qualified healthcare p ssionals based on direct assessment,
physician orders, evidence-based practice, and the patient's individ e
Al and Care Coordination
Al may improve care coordination by assisting with:
¢ |dentifying overdue physician orders.
e Tracking care plan updates.
e Monitoring documentation completion.

e Highlighting unresolved clinicalissues forr

e Supporting QAPI performance Qi
Al recommendations should always be
Communication Among Discij
Effective interdisciplinary ¢

e Timely sharing of si

e Collaboration regardin

e Review of physician orders.

e Medication reconciliation.

e Coordination of patient education.

e Documentation of interventions and patient response.

e Planning for discharge and continuity of care.
Al may organize or summarize information but should never replace direct communication between team
members.
Documentation Responsibilities
Each discipline remains responsible for:

¢ Completing timely and accurate documentation.

e Recording only services personally provided or supervised.

o Verifying any Al-assisted documentation.

o Documenting patient-specific findings.

¢ Communicating significant changes promptly.

¢ Maintaining compliance with agency documentation standards.
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Documentation generated with Al assistance must accurately reflect the clinician's own assessment and
interventions.
Human Oversight
Every member of the interdisciplinary team should:
¢ |Independently review Al-generated information.
¢ Confirm recommendations using professional judgment.
Verify information against the patient's assessment, physician orders, and Plan of Care.
Correct inaccurate or incomplete Al-generated content.
Report Al errors, hallucinations, or system concerns according to agency policy.
Employee Responsibilities
Every workforce member should:
e Collaborate respectfully with all members of the interdisciplinary team.
e UseAlonly as an approved support tool.
e Protect patient confidentiality during interdisciplinary communication.
o Verify Al-generated summaries and recommendations before use.
e Participate in interdisciplinary conferences when appropriate.
e Report concerns regarding Al accuracy or documentation integrity.
o Follow agency policies regarding HIPAA, Al use, and documentatio
Leadership Responsibilities
Agency leadership should:
e Promote interdisciplinary collaboration.
o Establish policies governing Al-assisted care coordination.
e Provide education on Al capabilities and limitation
e Monitorinterdisciplinary documentation throug «@ | program.
¢ Evaluate Al performance for accuracy, fairness, and@ffectiveness.
¢ |nvestigate Al-related incidents affecting p t care.
e Ensure Al supports—not replaces—clinical work and patient-centered care.

e HIPAA Privacy and Security Ru
¢ Medicare documentation requi
o Patient Rights require ts.
e Quality Assessmen d ormahce Improvement (QAPI) requirements.
e Agency policies govepgifg intérdisciplinary care and Al use.
Key Takeaway
High-quality home health care depends on effective collaboration among all members of the interdisciplinary
team. Artificial Intelligence can improve communication, organization, and care coordination, but it cannot
replace the expertise, professional judgment, or accountability of licensed healthcare professionals. Every
discipline remains responsible for its own assessments, documentation, interventions, and clinical
decisions, while working together to provide safe, individualized, and patient-centered care.
. Disaster recovery: Disaster recovery is the process of restoring critical information systems, data,
communications, and operational capabilities following a natural disaster, cyberattack, system failure, or other
event that disrupts normal operations. In home health care, disaster recovery is essential to ensure the continuity
of patient care, protect Protected Health Information (PHI), maintain regulatory compliance, and restore agency
operations as quickly and safely as possible.
Artificial Intelligence (Al) technologies used by the agency must be included in disaster recovery planning to ensure
they can be restored securely, continue to protect patient information, and support clinical operations without
compromising patient safety or regulatory compliance.
Objectives of Disaster Recovery
The agency's disaster recovery program is designed to:
o Protect patient safety.
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e Restore access to critical clinical information.

e Minimize operational downtime.

e Maintain continuity of patient care.

o Protect electronic Protected Health Information (ePHI).

e Restore communication systems.

e Recover critical business functions.

e Support compliance with HIPAA and CMS Conditions of Participation.

o Reduce the impact of cybersecurity incidents and technology failures.
Events That May Require Disaster Recovery
Disaster recovery procedures may be activated following events such as:

e Hurricanes, tornadoes, floods, or other natural disasters.

e Fires or structural damage.

o Extended power outages.

e Internet or telecommunications failures.

e Cybersecurity attacks, including ransomware or malware.

e Hardware or server failures.

o Electronic Health Record (EHR) outages.

e Cloud service interruptions.

e Loss of agency-issued mobile devices.

o Al system failures or data corruption.

e Other events that significantly disrupt agency operations.
Critical Systems
The agency should identify and prioritize systems that are jal to pa#fent care and operations, including:

e Electronic Health Record (EHR) system.

e Clinical documentation systems.

¢ Scheduling and staffing software.

e Secure email and communication platforms

o Telehealth services.

e Approved Al applications.

e Medication management systems.

e Payroll and human resources

e Financial and billing systems.

e Backup anddatareco syste
Data Backup and Recover
To protect agency informati agency should:
e Perform routine backup, itical electronic data.

e Store backups in secure, encrypted locations.
e Maintain redundant backup systems whenever practical.
o Test backup restoration procedures periodically.
o Verify the integrity of recovered data before returning systems to production.
e Protect backup media from unauthorized access or damage.
Al System Recovery
If Al systems become unavailable or compromised:
e Patient care should continue using established manual or alternative procedures.
¢ Clinicians should not delay necessary patient care while waiting for Al services to be restored.
e Al-generated documentation that has not been reviewed and authenticated should not be used.
o Restored Al systems should be tested to confirm accuracy, security, and functionality before returning to
service.
o Alvendors should be notified when required under contractual agreements.
Cybersecurity Incident Recovery
Following a cybersecurity incident, the agency should:
e Isolate affected systems when appropriate.
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Notify Information Technology (IT) personnel or contracted technology support.
Assess the scope and impact of the incident.

Restore systems from verified backups when appropriate.

Change passwords and authentication credentials as necessary.

Verify that malware or unauthorized access has been eliminated.

Evaluate whether breach notification requirements apply.

Document all recovery activities.

Continuity of Patient Care
During technology disruptions, employees should:

Follow the agency's Emergency Preparedness and Business Continuity Plans.

Use approved downtime procedures for documentation.

Continue providing medically necessary patient care.

Communicate with physicians, patients, caregivers, and other providers regarding any service
interruptions.

Restore documentation to the Electronic Health Record as soon as systems become available.
Verify the accuracy and completeness of all delayed documentation.

Testing and Training
The agency should:

Test disaster recovery procedures on a regular basis.

Include Al systems in disaster recovery exercises when applicable.
Conduct periodic cybersecurity incident simulations.
Educate workforce members on disaster recovery responsibi
Review lessons learned after actual events or exerci

o Update disaster recovery procedures based on id€ improvements.
Employee Responsibilities
Every workforce member should:

e Know how to report technology failures imm

o Follow agency downtime and disaste edures

Leadership Responsibiliti

Protect patient confidentiality during sy
Use only approved backup documentation
Verify documentation entered tem restoration.

Report suspected cybersecurit defts promptly.

Participate in required disaster re@overy and emergency preparedness training.

Agency leadership should:

Maintain a written Disa covery Plan.

Coordinate disaster recovery activities with the Emergency Preparedness Program.
Ensure secure backups of critical data.

Evaluate Al vendors' disaster recovery capabilities before implementation.

Conduct periodic testing of recovery procedures.

Monitor recovery effectiveness through the QAPI program.

Review and revise disaster recovery plans after significant events or technology changes.

Regulatory Considerations
Disaster recovery planning supports compliance with:

HIPAA Security Rule (Contingency Plan requirements).

HIPAA Privacy Rule.

CMS Home Health Conditions of Participation (42 CFR Part 484).
Emergency Preparedness Requirements (42 CFR Part 484.102).

Agency cybersecurity policies.

Al governance policies.

Quality Assessment and Performance Improvement (QAPI) requirements.

Key Takeaway
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Disaster recovery ensures that the agency can restore critical technology, protect patient information, and
continue delivering safe, high-quality home health services following a disruption. Artificial Intelligence may
enhance agency operations, but patient care must never depend solely on Al availability. Every workforce
member should be prepared to follow downtime procedures, protect patient information, and support the
secure restoration of agency systems while maintaining compliance with HIPAA, CMS Conditions of
Participation, and the agency's Emergency Preparedness and Disaster Recovery Plans.

Business continuity: Business Continuity is the agency's ability to maintain or rapidly resume essential
operations during and after a disruption while continuing to provide safe, effective, and compliant patient care.
Business continuity planning ensures that critical clinical, administrative, financial, and technological functions
continue despite emergencies such as natural disasters, cybersecurity incidents, power failures, pandemics, or
other unexpected events. Artificial Intelligence (Al) technologies may support agency operations; however,
business continuity planning must ensure that patient care can continue safely even if Al systems or other
technology become unavailable.

Objectives of Business Continuity

The agency's Business Continuity Program is designed to:

Events That May Disrupt Operations
Business continuity procedures may be activated d

Maintain uninterrupted patient care whenever possible.

Protect the health and safety of patients, caregivers, employees, an

Preserve access to critical patient information.

Maintain compliance with federal and state regulations.
Minimize operational disruptions.

Protect agency assets and information systems.

Restore normal operations efficiently.

Ensure continuity of communication with patients, icians,
agencies.

Support financial and operational stability during e gencies.

Hurricanes, tornadoes, floods, or sev
Fires or structural damage.

Public health emergencies or pandemics.
Cybersecurity attacks, includi
Extended power or internet out 4
Electronic Health Rec (EHR) sYstem failures.
Al system failures.
TelecommunicationSgi®fluptions.
Supply chain interrupti
Workforce shortages.

Civil emergencies or community disasters.
Other incidents affecting agency operations.

Essential Business Functions
The agency should identify and prioritize critical functions necessary to continue operations, including:
Clinical Operations

Patient assessments.

Skilled nursing and therapy visits.

Home Health Aide services.

Physician communication.

Medication management.

Emergency patient triage.

Continuity of the individualized Plan of Care.

Administrative Operations

Scheduling.
Patient intake and admissions.
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e Human resources.
e Payroll.
e Billing and reimbursement.
e Quality Assessment and Performance Improvement (QAPI).
e Regulatory reporting.
e Medical records management.
Technology Services
e Electronic Health Record (EHR).
e Secure communications.
e Approved Al applications.
¢ Telehealth platforms.
e Data backup systems.
e Cybersecurity monitoring.
Al and Business Continuity
Artificial Intelligence may support:
¢ Documentation assistance.
e Care coordination.
e Scheduling support.
e Clinicalinformation organization.
e Quality improvement analysis.
¢ Administrative workflow.
However:
Al must never become the sole method of providin
Clinicians must be prepared to continue docum
Clinical decisions must not be delayed because Al
Patient care always takes priority over tech gy.
Continuity of Patient Care
During disruptions, employees should:
e Prioritize patients based on clinical nee
e Contact high-risk patients promptly.
e Coordinate care with physicia
o Follow the agency's Emergency
e Implement approved
e Maintain communi
e Resume normaldo
e Ensure all delayed doc
Communication Plan
The agency should maintain reliable methods to communicate with:
e Patients.
o Caregivers.
e Physicians.
e Hospitals.
e Referral sources.
e Employees.
e Vendors.
e Regulatory agencies.
e Emergency management officials.
Alternative communication methods should be available if primary systems become unavailable.
Workforce Continuity
To maintain operations, the agency should:
¢ Identify essential personnel.
e Cross-train employees for critical functions when appropriate.

g gnt care’

@ anually when necessary.

ems are unavailable.

ation is accurate and complete.
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Maintain updated emergency contact information.

Establish succession plans for key leadership positions.
Develop staffing contingency plans.

Provide employees with emergency preparedness education.

Supply and Resource Management
The agency should:

Maintain access to essential medical supplies.

Identify backup vendors when possible.

Monitor inventory during emergencies.

Coordinate with community resources.

Ensure critical equipment remains available for patient care.

Cybersecurity and Information Protection
Business continuity planning should include:

Secure backup systems.

Data recovery procedures.

Cybersecurity incident response.

Protection of Protected Health Information (PHI).

Al system recovery procedures.

Secure remote access capabilities.

Ongoing monitoring of system integrity after restoration.

Testing and Exercises
The agency should periodically:

Employee Responsibilities
Every workforce member should:

Conduct business continuity exercises.
Test downtime procedures.

Evaluate communication systems.

Test recovery of Electronic Health Records
Include Al system outages in continuity drill
Review lessons learned and update p

critica plications.

Understand the agency's Busi
Know their assigned responsibi
Protect patient confidegtiality du
Follow downtime d
Continue providing ati@nt-centered care.

Report operational or ¢ curity issues promptly.

Participate in required emergency preparedness and business continuity training.

ng emergencies.
g operational disruptions.

Leadership Responsibilities
Agency leadership should:

Maintain and periodically review the Business Continuity Plan.

Coordinate business continuity with the Emergency Preparedness Program.

Ensure critical operations can continue during disruptions.

Evaluate the resilience of Al vendors and technology partners.

Monitor continuity performance through the QAPI program.

Conduct after-action reviews following significant events.

Update policies based on regulatory changes, technology advancements, and lessons learned.

Regulatory Considerations
Business continuity planning supports compliance with:

CMS Home Health Conditions of Participation (42 CFR Part 484).
Emergency Preparedness Requirements (42 CFR Part 484.102).
HIPAA Privacy and Security Rules.

HITECH Act requirements.
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e Agency cybersecurity and Al governance policies.

e Quality Assessment and Performance Improvement (QAPI) requirements.
Key Takeaway
Business continuity ensures that the agency can continue delivering safe, effective, and compliant home health
services during and after operational disruptions. Artificial Intelligence is a valuable support tool, but patient
care, clinical judgment, and regulatory responsibilities must never depend solely on technology. Every
workforce member plays a critical role in maintaining continuity of operations, protecting patient
information, communicating effectively, and ensuring uninterrupted care during emergencies.
. Al performance monitoring: Artificial Intelligence (Al) performance monitoring is the ongoing process of
evaluating Al systems to ensure they function accurately, securely, reliably, ethically, and in compliance with
applicable laws, regulations, and agency policies. Continuous monitoring helps identify errors, system
degradation, bias, cybersecurity risks, and opportunities for improvement before they affect patient care or agency
operations. The agency is committed to regularly monitoring all approved Al technologies to ensure they support
safe, high-quality, patient-centered care while maintaining compliance with the CMS Home Health Conditions of
Participation (CoPs), HIPAA, Medicare documentation requirements, and the agency's Quality Assessment
and Performance Improvement (QAPI) Program.
Objectives of Al Performance Monitoring
The agency's Al performance monitoring program is designed to:

o Verify the accuracy and reliability of Al-generated information.

e Detect Al hallucinations, errors, and inaccurate recommendations.

e Monitor documentation quality and completeness.

o Evaluate Al system performance over time.

¢ |dentify cybersecurity and privacy concerns.

e Detect algorithmic bias or unfair outcomes.

e Ensure continued compliance with agency policiess

e Support continuous quality improvement.

¢ Reduce patient safety risks.

o Protect the integrity of clinical docum
What Should Be Monitored?

The agency should routinely monitor AL systems for$
Accuracy

e Correctclinical terminology.

e Accurate documentatign summaties.
Appropriate recomngéndations.
Consistency with physi ders.

e Compliance with evide sed practice.
Documentation Quality

e Individualized patient documentation.

e Completeness of clinical notes.

e Proper medication documentation.

e Accurate care coordination.

e Appropriate patient education documentation.

e Documentation integrity and authenticity.

Al Hallucinations
Monitor for:

o Fabricated patient information.

e Incorrect medications or dosages.

o False diagnoses.

e Unsupported clinical recommendations.

e Incorrectregulatory references.

e |naccurate citations or references.

Bias and Fairness
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Evaluate Al outputs for:
e Consistent recommendations across patient populations.
Potential discriminatory patterns.
Cultural and linguistic appropriateness.
Fair treatment of all patients.
Compliance with nondiscrimination principles.
Privacy and Security
Monitor for:
e Unauthorized disclosure of Protected Health Information (PHI).
e Improper Al data use.
e Unauthorized system access.
e Cybersecurity vulnerabilities.
e Compliance with HIPAA requirements.
Operational Performance
Evaluate:
e System availability.
e Responsetimes.
e Downtime frequency.
e Software updates.
e Vendor performance.
e Integration with Electronic Health Records (EHR).
Performance Indicators (KPlIs)
Examples of Key Performance Indicators (KPIs) include:
e Al documentation accuracy rate.
o Percentage of Al-generated notes requiring correct
e Number of identified Al hallucinations.
o Medication documentation error rate.
e Al-related incident reports.
e Documentation completion time.
e User satisfaction.
e Al system uptime.
e Security incidents involving Al.
e Number of privacy violati

e Al training complian
Monitoring Methods
The agency may evaluate Al performance through:

e Clinical documentation audits.

e Peerreview.

e QAPI chart reviews.

e Random quality assurance audits.

e Incident reporting.

e Employee feedback.

e Vendor performance reports.

e Cybersecurity monitoring.

o Al system testing after updates.

o Patient complaints or concerns involving Al-assisted services.
Human Oversight
Every Al-generated output should be reviewed by qualified personnel before it is relied upon for patient care or
official documentation.
Healthcare professionals should:

o Verify Al-generated information.
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e Correctinaccurate or incomplete outputs.
o Reject Al recommendations that conflict with clinical judgment or physician orders.
e Reportrecurring Al issues to leadership.
Human oversight remains mandatory regardless of Al performance.
Incident Investigation
If monitoring identifies significant Al issues, the agency should:
e |nvestigate the event promptly.
e Determine the root cause.
¢ Assess patient safety impact.
e Correctinaccurate documentation when appropriate.
¢ Notify the Al vendor if necessary.
¢ Implement corrective actions.
e Monitor for recurrence through QAPI activities.
Employee Responsibilities
Every workforce member should:
o Use only agency-approved Al systems.
e Review all Al-generated documentation before finalizing it.
o Report suspected Al errors, hallucinations, bias, or security conce
e Participate in Al competency validation and ongoing education.
e Follow agency documentation, cybersecurity, and Al governance policie
e Cooperate with quality audits and performance reviews.
Leadership Responsibilities
Agency leadership should:
o Establish an Al performance monitoring program
o Define measurable Al performance standards.
¢ Monitor Al performance through the QAPI P
e Review audit findings and performance tren
e FEvaluate vendor performance regular
e |nvestigate Al-related incidents.
¢ Implement corrective and preventive actio
e Update Al policies as technolo
o Report significant findings to th
Integration with QAPI

ram.

ng Body and Quality Committee when appropriate.

Al performance monitoring ghou e incorporated into the agency's Quality Assessment and Performance

Improvement (QAPI) Progr
e Including Al metrics on dashboards.
e Reviewing Al performance during Quality Committee meetings.
e Trending Al-related incidents over time.
e [|nitiating Performance Improvement Projects (PIPs) when recurring issues are identified.
o Evaluating the effectiveness of corrective actions.
e Using monitoring results to improve staff education and Al governance.
Regulatory Considerations
Al performance monitoring supports compliance with:
e CMS Home Health Conditions of Participation (42 CFR Part 484).
¢ Quality Assessment and Performance Improvement (QAPI) requirements.
e HIPAA Privacy and Security Rules.
e Medicare documentation requirements.
e Agency Al governance policies.
e Cybersecurity and risk management policies.
e Fraud, Waste, and Abuse prevention requirements.
Key Takeaway
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Continuous Al performance monitoring is essential to ensuring that Al technologies remain safe, accurate, secure,
and effective. Artificial Intelligence should continuously earn the trust placed in it through regular evaluation,
human oversight, and quality improvement. Every workforce member shares responsibility for identifying Al
errors, protecting patient information, and ensuring that Al enhances—rather than compromises—patient
care, documentation integrity, and regulatory compliance.
. Competency validation: Competency validation is the formal process used to verify that workforce
members possess the knowledge, skills, and abilities necessary to safely, ethically, and effectively use Artificial
Intelligence (Al) technologies in the home health setting. Competency validation ensures that employees
understand the capabilities and limitations of Al, comply with agency policies, protect patient privacy, and
maintain responsibility for all clinical and administrative decisions.
Consistent with the CMS Home Health Conditions of Participation (CoPs) and the agency's commitment to
quality care, all workforce members who use Al must successfully complete competency validation before
being granted access to Al technologies and at least annually thereafter.
Objectives of Competency Validation
The agency's competency validation program is designed to ensure employees can:

e Understand basic Al concepts and terminology.

o Recognize the capabilities and limitations of Al.

o Demonstrate appropriate human oversight of Al-generated inform n,

o Verify the accuracy of Al-assisted documentation.

o Recognize Al hallucinations, bias, and inaccurate outputs.

o Protect Protected Health Information (PHI).

e Comply with HIPAA, CMS Conditions of Participation, Medic e ements, and agency policies.

o Use only agency-approved Al technologies.

e Report Al-related concerns, incidents, or securit

o Apply ethical principles when using Al in patient ca
Employees Required to Complete Competency \@lidation
Competency validation applies to all workforce me who use Al, including but not limited to:

e Administrators.

e Director of Nursing (DON).

¢ Clinical Managers.

o Registered Nurses (RNs).

e Licensed Practical Nurses (LPN efrapplicable.

e Physical Therapists (P

e Occupational Thera

e Speech-Language s (SLPs).

e Medical Social Workers, s).

e Home Health Aides (HHAs), if authorized to use Al-supported technologies.

e Quality Assurance personnel.

e Scheduling and intake staff.

e Billing personnel.

¢ Human Resources staff.

e |Information Technology personnel.

o Contract staff with authorized access to agency Al systems.
Timing of Competency Validation
Competency validation should occur:

o Beforeinitial access to Al technologies.

o During new employee orientation when Al use is part of assigned responsibilities.

e Atleastannually thereafter.

o Whenever significant Al system changes are implemented.

¢ Following major policy revisions.

¢ Following identification of performance deficiencies.

o After Al-related incidents when retraining is indicated.

gjappropriately.
d administrative activities.
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Competency Evaluation Methods
Competency may be validated through one or more of the following:
e Written examinations.
e Knowledge assessments.
e Case studies.
e Scenario-based exercises.
¢ Demonstration of Al-assisted documentation.
e Direct observation.
e Skills checklists.
e Documentation audits.
e Mock patient scenarios.
e Peerreview.
e Supervisor evaluation.
¢ Question-and-answer discussions.

e Return demonstrations for Al-enabled documentation workflows.

Core Competencies
Employees should demonstrate competency in the following areas:
Al Fundamentals
e Basic Al concepts.
e Machine Learning overview.
e Generative Al overview.
e Al terminology.
e Capabilities and limitations.
Agency Al Policy
e Approved Al uses.
e Prohibited Al uses.
e Human oversight requirements.
¢ Documentation standards.
e Employee responsibilities.
Documentation
o Verification of Al-generated do
e Prevention of documentation cl
e Recognition of Al hallugi
¢ Individualized patie
e Medicare documen
Privacy and Security
e HIPAA compliance.
e Protection of PHI.
e Cybersecurity awareness.
e Secure Al use.
e Secure mobile device use.
o Remote work security.
Clinical Decision-Making
e Human oversight.
e Professional judgment.
¢ Patient-centered care.
e Clinical accountability.
e Physician communication.
Compliance and Ethics
e CMS Conditions of Participation.
e Fraud, Waste, and Abuse prevention.
e False Claims Act awareness.
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e Bias mitigation.

e Ethical Al use.

e Patientrights.
Performance Expectations
Employees should be able to:

o Explain how Al is used within the agency.

¢ Identify situations where Al should not be used.

e Detectinaccurate Al-generated information.

e Correct Al-generated documentation before finalization.

e Protect patient confidentiality.

e Report Alincidents appropriately.

o Demonstrate safe and compliant Al use during routine job responsibilities.
Remediation
Employees who do not successfully demonstrate competency should:

¢ Receive additional education.

e Participate in individualized coaching.

o Repeat competency validation.

e Be supervised until competency is demonstrated.

e Have Al access restricted or suspended when necessary to protect p nt g@fety and agency compliance.
Documentation of Competency

Competency records should include: Employee name and positio ate of validation. Topics evaluated.

applicable. Employee and evaluator signatures, when requjg®
Competency records should be maintained in the emplo @ rsonnel file in accordance with agency record
retention policies.
Leadership Responsibilities
Agency leadership should:

e Develop and maintain Al competenc

e Monitor competency completi

¢ Review competency results thr

e Identify trends requiri

e Update competenc
Integration with QAPI
Competency validation should
(QAPI) Program by:

e Monitoring annual competency completion rates.

e Reviewing documentation audit results.

o Tracking Al-related incidents associated with user performance.

e Evaluating the effectiveness of education programs.

e Implementing Performance Improvement Projects (PIPs) when recurring competency deficiencies are

identified.

Regulatory Considerations
Competency validation supports compliance with:

¢ CMS Home Health Conditions of Participation (42 CFR Part 484).

e HIPAA Privacy and Security Rules.

e Medicare documentation requirements.

e Agency Al governance policies.

¢ Quality Assessment and Performance Improvement (QAPI) requirements.

e Fraud, Waste, and Abuse prevention requirements.

orporated into the Quality Assessment and Performance Improvement
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Key Takeaway: Competency validation ensures that every workforce member who uses Artificial Intelligence
possesses the knowledge and skills necessary to do so safely, ethically, and in compliance with regulatory
requirements. Successful completion of Al education alone is not sufficient - employees must demonstrate
their ability to apply that knowledge in daily practice. Regardless of Al assistance, each workforce member
remains personally responsible for protecting patient information, exercising professional judgment,
verifying Al-generated content, and maintaining the accuracy and integrity of the medical record.

Knowledge Checks

1.

Can Al replace licensed clinicians?

Yes

No

Who is responsible for documentation accuracy?
Al

The clinician

Should PHI be entered into unauthorized Al systems?
OYes

No

Can Al assist with education and administrative work?
Yes

O No

Should Al-generated content always be reviewed?
Yes

O No

Final Examination
Instructions: Select the best answer. Verbally pra (INTS TOR-STAFF)

1.

Al is primarily:
A. Areplacement for nurses
B. A tool that assists staff
C. A physician
D. A surveyor
remains responsible for cli isions?
A. Al
B. Licensedtealthcare professionals
C. Software rs
o D. Patients
Al-generated documentation must:
o A.Besigned immediately
o B.Bereviewed and verified
o C. Never be edited
o D.Replace assessments
Which is an example of fraud?
o A. Reviewing Al output
o B. Creating documentation for services not provided
o C. Using Al for education
o D. Formatting a policy
Al hallucinations are:
o A.Hardware failures
o B.Incorrect or fabricated Al information
o C. Password problems
o D. Survey deficiencies

Wh

oo o © 0 o o o
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Forms & Competencies
All professional forms, including:

. Al Risk Assessment

. Vendor Evaluation

. Security Assessment

. Implementation Readiness
. User Authorization

. Documentation Review

. Clinical Validation

. Incident Report

. Privacy Breach Report

. Quarterly Audit Tool

. QAPI Dashboard

. Corrective Action Plan

. Annual Policy Review

. Vendor Performance Evaluation
. Annual Competency

www.pnsystem.com
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Artificial Intelligence (Al)

Risk Assessment Tool
Complete prior to implementation of any Al application or major software update.
Al Application Name: Vendor:
Version: Assessment Date:
Department(s): Completed By:

SECTION A - CLINICAL RISK ASSESSMENT

Assessment Item Low | Moderate | High | Comments

May affect patient safety

May affect clinical decision-making

May affect documentation accuracy

Oo|o|.

May affect medication documentation

May affect physician orders

May affect care planning

O
O
O
O
May affect OASIS documentation O
O
O
=

May affect patient education

DéDDDDDD
O

May affect continuity of care

€

SECTION B - PRIVACY & HI RISK

=2
o

Assessment Iltem Yes Comments

Uses Protected Health Information (PHI)

HIPAA compliance verified

Business Associate Agreement compldged (if applicable)

Minimum Necessary Standard orted

Data encrypted in transit

Data encrypted at rest

Vendor privacy review completed

Access controls verified

Audit logs available

O|o|jo|/o|gojo|/o|o|o|d
O|o|jo|o|ojo|/o|o|o|-d

Role-based access available

Comments:
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SECTION C - CYBERSECURITY REVIEW

Artificial Intelligence (Al)
Risk Assessment Tool (cont'd)

Assessment Item Yes No Comments
Security Risk Assessment completed O O

Vulnerability assessment completed O O

Penetration testing completed (if applicable) O O

Multi-factor authentication available O O

Backup procedures verified O O

Disaster recovery reviewed O O

Business continuity reviewed O O

Incident response procedures reviewed O O

Vendor security certifications reviewed O O

SECTION D - CLINICAL VALIDATION

Assessment Item Yes No Cq ents
Clinical testing completed O
Documentation accuracy acceptable

Voice transcription validated O O

Medication documentation verified O O

OASIS support validated O O

ICD-10 suggestions reviewed O O

Human review process verified O O

Workflow testing completed O O

SECTION E - DORSREVIEW
Assessment Item Yes No Comments

Vendor approved

HIPAA compliant

BAA executed (if applicable)

Service Level Agreement reviewed

Technical support available

Downtime procedures reviewed

Update process verified

Security patch process reviewed

Oo|o|o|/o|go|o|o|o
Oo|o|o|/o|g|o|o)o

Comments:
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SECTION F - OPERATIONAL REVIEW

Artificial Intelligence (Al)
Risk Assessment Tool (cont'd)

Assessment ltem

Yes

No

Comments

Staff training completed

Policies updated

User Acceptance Testing completed

Pilot testing completed

Workflow approved

User access assigned

Documentation standards reviewed

O|o|jo|/o|o|o|d

O|ojo|o|o|o|d

Overall Implementation Risk: [J Low [] Moderate

Identified Risks:

A%

igh

Mitigation Plan:

Final Recomm@&ndadiion: [J Approved [J Approved with Corrective
Actions [J Pilot Reguired [J Not Approved

Approvals
Clinical Manager

Director of Nursing

Privacy/Security Officer
Administrator

Al Oversight Committee Chair ___
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Al VENDOR EVALUATION CHECKLIST

Complete prior to approving any Artificial Intelligence (Al) vendor for Agency use.

Vendor Name: Product:
Contact: Version:
Evaluation Date: Evaluator:

HIPAA & REGULATORY COMPLIANCE

Requirement Yes | No N/A | Comments
HIPAA compliance verified O O O

Business Associate Agreement (BAA) available (if applicable)| O

HITECH compliance O O O

CMS requirements supported O O

Florida regulations considered D%D

SECURITY

Requirement es | No N/A | Comments
Encryption in transit O O O

Encryption at rest O O O

Role-based access O O O

Multi-factor authentication availab O O O

Audit logs available O O O

Incident response proce ented O O O

Disaster recovery plan avai O O O

VENDOR CAPABILITIES

Requirement Yes | No N/A | Comments
Technical support available O O O

Training resources provided O O O

Software updates and patch management O O O

Downtime procedures documented O O O

Service Level Agreement reviewed O O O

Healthcare references available O O U
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DATA MANAGEMENT Al VENDOR EVALUATION CHECKLIST

Requirement Yes | No N/A | Comments

Data ownership defined

Data retention policy reviewed

Secure data deletion available

Backup procedures verified

O|o|jo|o|.
O|ojo|o|d
O|ojo|o|d

Export capability available

OVERALL ASSESSMENT
Requirement Yes | No N/A | Comments
Clinical needs met O O
Operational needs met O O
Privacy requirements met O O O
Security requirements met O O
Approved for implementation O

Overall Recommendation

1 Approved [ Approved with iows [] Additional Review Required
0 Not Approved

Comments: %

Approvals

Clinical Manager Date
Privacy/Security Officer Date
Administrator Date
Al Oversight Committee(BD) Date

www.pnsystem.com 78



Your Agency Name

Al SECURITY ASSESSMENT CHECKLIST

Complete before implementing or renewing any Artificial Intelligence (Al) application
that creates, receives, maintains, processes, stores, or transmits Protected Health

Information (PHI).

Al Application: Vendor:
Version: Assessment Date:
Evaluator: Department:
ACCESS CONTROL
Assessment Item Yes | No | N/A | Comments
Unique user IDs O O
Role-based access O O
Least privilege implemented O O
Account lockout O O O
Automatic session timeout DVD
Multi-factor authentication O O
DATA PROTECTION
Assessment Item Yes | No N/A | Comments
Encryption in transit O O O
Encryption at rest O O O
Secure backups O O O
Secure data deletion O O O
Data retention policy revie O O O
SYSTEM SECURITY
Assessment Item Yes | No N/A | Comments

Security risk assessment completed

Vulnerability assessment completed

Penetration testing (if applicable)

Anti-malware protection

Patch/update process documented

System monitoring enabled

O|ojo/o|g|o
O|ojo/o|g|o
O|ojo/o|g|o
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HIPAA & PRIVACY Al SECURITY ASSESSMENT CHECKLIST

Assessment ltem Yes | No N/A | Comments

HIPAA compliance verified

Business Associate Agreement (if applicable)

Audit logging enabled

Minimum Necessary Standard supported

O|o|jo|o|.
O|ojo|o|d
O|ojo|o|d

Privacy notice reviewed

BUSINESS CONTINUITY

Assessment Item Yes | No N/A | Comments
Disaster recovery plan O O
Business continuity plan O O
Downtime procedures O O O
Incident response plan O O
Vendor emergency contacts available O
Overall Security Assessmen
] Acceptable Risk [ Acceptable wi ive Actions [] High Risk-Do Not Implement
Corrective Actions / C
Approvals
Information Security Officer Date
Privacy Officer Date
Administrator Date
Al Oversight Committee (BD) Date
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Al IMPLEMENTATION READINESS CHECKLIST

Complete this checklist before implementing any Artificial Intelligence (Al) solution
within the Home Health Agency.

Al Application:

Vendor:

Department:

Go-Live

Date:

Project Lead:

Assessment Date:

GOVERNANCE & APPROVALS

Readiness Item Complete| Incomplete| N/A | Comments
Al Risk Assessment completed O O O

Vendor Evaluation completed O | ]

Security Assessment completed O O

Governing Body approval obtained O O

Al Oversight Committee approval O \ El' O

REGULATORY COMPLIANCE

Readiness ltem plete| Incomplete| N/A | Comments
HIPAA compliance verified O O O

Business Associate Agreement executed (i ble O O O

CMS Conditions of Participation re d O O Il

Agency policies updated O O O

TECHNICAL ESS

Readiness ltem Complete | Incomplete | N/A | Comments
System configuration completed O O |

User accounts created O O |

Role-based access verified O (| |

Encryption verified O O O

Backup procedures tested O O O

Downtime procedures established O O U
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CLINICAL READINESS Al IMPLEMENTATION READINESS CHECKLIST

Readiness Iltem

Complete|

Incomplete

N/A

Comments

Clinical validation completed

O

O

Workflow testing completed

Pilot testing completed (if applicable)

Documentation standards reviewed

Human oversight process established

|
(|
]
|

|
|
(]
|

Oo|iojo|o|.

WORKFORCE PREPAREDNESS

Readiness Item

Complete

Incomplete

N/A

Comments

Staff training completed

O

Annual competency requirements established

Patient notification process ready

Support resources available

|
(|
|

GO-LIVE READINESS

|

|

|
\V

Readiness Item

mplete

Incomplete

N/A

Comments

Implementation date approved

O

Help desk available

Incident reporting process active

QAPI monitoring plan established

Post-implementation review schedu

Oo|o|jg|o

(]
|
|
(]

o|ojo|o|g

Overall Readin

1 Ready for Implementation [ Ready with Corrective Actions

Required Corrective Actions / Notes

1 Not Ready

Approvals
Project Lead

Date

Clinical Manager

Date

Director of Nursing

Date

Administrator

Date

Al Oversight Committee(GB)

Date
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Al USER ACCESS AUTHORIZATION FORM

Use this form to authorize, modify, or terminate workforce access to Agency-approved
Artificial Intelligence (Al) applications.

Employee Name: Employee ID:
Department: Job Title:
Supervisor: Date:

Al Application: Vendor:

Access Request Type [ New Access [ Modify Access [ Remove Access
USER ACCESS LEVEL

Item Yes No Comments

Read Only

Documentation Support

Voice Documentation

Clinical Decision Support

Administrative Functions

Quality Reports

System Administrator

émmmmm
=)=

REQUIRED PREREQUISITES

Item Yes No Comments

Al Orientation Completed

HIPAA Training Current

Cybersecurity Training Current

Annual Competency Completed

Confidentiality Agreement Signed

Oo|ojo|jo|g|o
O|ojo|jo|g|o

Supervisor Approval Oljtai

ACCESS CONT, S

Item Y N Comments

D
n
o

Unique User ID Assigned

Role-Based Access Verified

Multi-Factor Authentication Enabled (if applicable)

Minimum Necessary Access Granted

O|o|jo|jgo|o
O|o|jo|jgo|o

Audit Logging Enabled

User Acknowledgment: | understand that access to Agency-approved Al systems is granted solely for authorized
business purposes. | agree to comply with Agency policies, HIPAA requirements, cybersecurity standards, and
acceptable use requirements. | understand that | am responsible for protecting my login credentials and
reporting any suspected unauthorized access immediately.

Employee Signature: Date:
Approvals

Supervisor Date
DON (if applicable) Date
Administrator, Privacy/Security Officer Date
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ARTIFICIAL INTELLIGENCE (Al) DISCLOSURE AND
PATIENT ACKNOWLEDGMENT

Artificial Intelligence (Al) Disclosure Your Agency Name

As part of our commitment to providing high-quality, efficient, and secure healthcare services, our Agency may utilize Artificial
Intelligence (Al)-assisted technology to support certain administrative and clinical documentation processes associated with your
care. The use of Al is intended to improve the accuracy, consistency, efficiency, and timeliness of clinical documentation while
maintaining compliance with all applicable federal and state laws governing patient privacy and healthcare information.

How Al May Be Used

Al technology may be used to assist authorized Agency personnel with activities including, but not limited to:

* Drafting clinical documentation based on information entered by licensed clinicians.

* Assisting with preparation of visit notes

* Organizing documentation into standardized formats.

* Improving grammar, spelling, readability, and consistency of documentation.

* Summarizing clinical information for documentation purposes

* Assisting with quality assurance and documentation review

* Supporting administrative workflow and record management.

(Al is not used to independently diagnose medical conditions, prescribe medications, determine treatment plans, or
replace the professional judgment of licensed healthcare providers)

Professional Responsibility
Regardless of any Al assistance: Every clinical assessment is performed by qualified heal
All patient care decisions are made solely by licensed healthcare profession
necessary, approved, and authenticated by the responsible clinician before b ing part of the medical record. The patient's
protected health information (PHI) will be safeguarded in accordance with HIPA pplicable State and Federal regulations.

The clinician remains fully responsible for the accuracy, compl 88s, and content of the documentation.

Al does not replace the knowledge, judgment, or responsibiliti physicians, nurses, therapists, social workers, or other
healthcare professionals.

personnel.
. Every clinical document is reviewed, edited as

Privacy and Security

The Agency is committed to protecting your Protected
to comply with applicable privacy and security requirem ing: Health Insurance Portability and Accountability Act (HIPAA),
Health Information Technology for Economic and Clinical ITECH) Act, Applicable Centers for Medicare & Medicaid
Services (CMS) requirements. Applicable Stat s and regfations, and Agency Privacy and Information Security Policies.
Reasonable administrative, technical, and phys uards are maintained to protect your health information from unauthorized
access, use, or disclosure.

Limitations of Al

Artificial Intelligence is a supportive ody and may occasionally generate incomplete or inaccurate information.

For this reason: Al-generated content j er accepted without human review. Licensed clinicians verify all information before
documentation is finalized. Clinical decisions are never based solely on Al-generated information.

Your Rights

* Ask questions regarding the Agency's use of Al technology

* Receive explanations about how your health information is documented

* Receive healthcare services regardless of whether Al-assisted documentation is utilized
* Exercise all rights provided under the Agency's Notice of Privacy Practices.

Patient Acknowledgment

| acknowledge that: | have received and read (or had explained to me) this Artificial Intelligence (Al) Disclosure. | understand that Al
may be used only as a documentation and administrative support tool. | understand that Al does not replace the professional
judgment or clinical decision-making of qualified healthcare professionals. | understand that licensed healthcare personnel remain
responsible for my care and for all documentation entered into my medical record. | understand that the Agency is committed to
protecting my Protected Health Information in accordance with applicable federal and state privacy laws. | have had the opportunity
to ask questions regarding this disclosure.

AUTHORIZATION:

| understand the information provided regarding the possible use of Atrtificial Intelligence (Al) technology during the provision of my
home health services and in the documentation of my care. The authorization is signed on the second page of the Service
Agreement, and a copy has been provided to me, or my legal representative. The signed authorization will be part of patient
clinical record. WWW.pnsystemlcom 84
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Al DOCUMENTATION REVIEW CHECKLIST

Use this checklist to review Al-assisted clinical or administrative documentation before
it becomes part of the legal medical record.

Patient Name: MRN:
Clinician: Review Date:
Document Type: Al Application:
DOCUMENT ACCURACY
Review Item Yes | No N/A | Comments
Patient identity verified O O O
Assessment findings accurate O O O
Visit date/time correct O O O
Services performed accurately documented O O O
Narrative reflects actual care O O
CLINICAL REVIEW
Review ltem Yes | No omments
Medication information verified O ]
Physician orders verified EIV O
Clinical findings supported O O
Patient-specific information confirmed O O O
No unsupported Al content O O O
DOCUMENTATION QUALI
Review Iltem Yes | No N/A | Comments

Complete documentation

Objective language used

Grammar and spelling reiew

No duplicate/generic text

O|o|jo|o|.
O|o|jo|o|d
O|o|jo|o|d

Documentation consistent with Plan of Care
COMPLIANCE REVIEW

Review ltem Yes | No N/A | Comments

Meets CMS documentation requirements

HIPAA requirements maintained

OASIS support verified (if applicable)

Oo|g|d
O|0o|g|d
O|o|g|d

Human review completed

Electronic signature applied O O ]

Overall Review Determination 0O Approved [ Approved After Corrections [ Return for Revision

Reviewer Comments / Required Corrections

Reviewer Signature
Reviewer: Date:
DON (if applicable): Date:

www.pnsystem.com 85




Your Agency Name

Al CLINICAL VALIDATION CHECKLIST

Complete this checklist before implementing or significantly modifying any Artificial
Intelligence (Al) application used to support clinical care, documentation, or clinical
decision support.

Al Application: Vendor:
Version: Validation Date:
Department: Validated By:
CLINICAL FUNCTIONALITY
Validation Item Yes | No N/A | Comments
Clinical purpose defined O O
Supports intended workflow O U
Supports clinician efficiency O (]
Does not replace clinical judgment O O
Clinical limitations documented N O
DOCUMENTATION VALIDATION
Validation Item Yes | No N/A | Comments
Documentation accuracy verified O O O
Patient-specific content maintaine O O O
Medication information validated O (] O
Physician orders accuratel flecte O O O
Grammar and formattin ble O O U
No fabricated or unsupport tent O O O
CLINICAL DECISION SUPPORT
Validation Item Yes | No N/A | Comments
Recommendations are advisory only O O O
Clinician review required O O O
OASIS support validated (if applicable) O O O
Clinical findings supported by assessment O O O
Patient safety risks evaluated O O O
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WORKFLOW & USABILITY Al CLINICAL VALIDATION CHECKLIST

Validation Item Yes | No N/A | Comments
Workflow testing completed O O O
Pilot testing completed (if applicable) O O O
User Acceptance Testing completed O O O
Training materials available O O O
Human oversight process established O O O
REGULATORY COMPLIANCE
Validation Item Yes | No N/A | Comments

CMS Conditions of Participation reviewed

HIPAA compliance verified

Agency policy compliance verified

Documentation standards met

Oo|o|g|o
Oo|g|o|o

QAPI monitoring established

¢

Overall Clinical Validation Decisi

] Validated for Implementation [J Val ed with Corrective Actions [J Additional
Validation Required [J Not Valida
Corrective Actions / Reviewer Com
Approvals
Clinical Manager Date
Director of Nursing Date
Quality Improvement Date
Administrator Date
Al Oversight Committee(BD) Date
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Al INCIDENT REPORT FORM

Use this form to report any actual or suspected Artificial Intelligence (Al)-related
incident affecting patient care, documentation, privacy, cybersecurity, regulatory
compliance, or Agency operations.

Date of Incident: Time:

Reported By: Department:

Al Application: Vendor:

Patient Name (if applicable): Medical Record #:

Incident Type (Check all that apply)

Incident Type

Select

Al documentation error

O

Incorrect Al recommendation

Privacy violation
Cybersecurity incident

Unauthorized Al use

Vendor failure

Data breach

Medication documentation error

OASIS documentation issue

Voice transcription error

Workflow failure

Other:

O|o/oo|o|/o|go|joy/o|jo|jo

Incident Description

Describe what occurred, including the sequence of events, systems involved, and any

impact on patient care or operations.
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Immediate Actions Taken Al INCIDENT REPORT FORM

Investigation Summary

Corrective Actions

Follow-Up Checklist:

Follow-Up Item Mark

Patient safety evaluated

O

Documentation corrected

Privacy Officer notified (§ plicab

Security Officer notifie@(i cable)

Vendor notified

QAPI referral completed

Root Cause Analysis completed

Staff education provided

O|o|jo/o|go|o|0o|o

Corrective actions verified

Approvals

Supervisor Date
Clinical Manager/DON Date
Privacy/Security Officer, Administrator Date

QAPI Review Date
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Al PRIVACY BREACH REPORT FORM

Use this form to report any actual or suspected privacy breach involving an Agency-

approved Artificial Intelligence (Al) application or Al-assisted process.

Date Discovered: Time:

Reported By: Department:

Al Application: Vendor:

Patient(s) Affected: Medical Record #:

Type of Privacy Incident (Check all that apply)

Incident Type

Select

Unauthorized disclosure of PHI

O

Unauthorized access to Al system

Use of unapproved Al application

Lost or stolen device V
Improper transmission of PHI

Incorrect patient information disclosed

Vendor security/privacy issue

Suspected HIPAA violation

Potential reportable breach

Other:

Oo|o|o|o|o|jo|/o|jojo

Description of Incjgent

Information Potentially Disclosed (Describe PHI involved)
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Al PRIVACY BREACH REPORT FORM

Immediate Containment Actions

Investigation Findings

Corrective Actions Implemented

Notification & Follow-Up Ch s

Follow-Up Item Completed

Privacy Officer notified

O

Administrator notified

Information Security noti (iBapplicable)

Vendor notified (if applica

HIPAA risk assessment completed

Patients notified (if required)

Regulatory notification completed (if required)

QAPI referral completed

O|o|jo/o|go|o|0o|o

Staff re-education completed

Approvals

Privacy Officer Date
Information Security Officer Date
Administrator Date

QAPI Review Date
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Al ANNUAL COMPETENCY CHECKLIST

Complete annually for all workforce members authorized to use Agency-approved
Artificial Intelligence (Al) technologies. This checklist documents annual competency
validation and supports the Agency's Quality Assurance and Performance Improvement

(QAPI) Program.

Staff Name: Department:
Job Title: Hire Date:
Supervisor: Evaluation Date:
Al Application(s):

KNOWLEDGE OF AGENCY Al POLICIES

Competency Item Competeniigeds, ImprpdEmen€omments
Understands approved uses of Al O O
Understands prohibited uses of Al O O
Understands human oversight requirements M O O
Understands documentation standards O (| U
Understands incident reporting procedures O O O
REGULATORY COMPLIA
Competency Item Competenileeds Imprpimen€omments
HIPAA Privacy and Security requir O O O
CMS Conditions of Participation awa%€ness O O O
Agency Al policy compliaffce O O O
Privacy and confidentiality maingained O U O
CLINICAL DOCUMENTATION
Competency Item Competenileeds Imprpimen€omments
Reviews Al-generated documentation O O O
Verifies medication information O (| U
Verifies physician orders O Il O
Identifies Al errors or hallucinations O O O
Applies electronic authentication correctly O O O
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CYBERSECURITY AT ANNUAL COMPETENCY CHECKLIST

Competency Item Competenileeds Imprpdmen€omments
Uses approved Al platforms only O O O
Protects login credentials O Il O
Recognizes phishing/security threats O O O
Reports suspected security incidents O U O
COMPETENCY VALIDATION
Competency Item Competenleeds ImproWmen€omments
Successfully completed knowledge assessment O O O
Demonstrated safe Al use O (| U
Completed annual Al training O O
Competent for continued Al access O O

Overall Competency Determination
[0 Competent [J Competent with Addition

Remediation / Education Required

aND Not Yet Competent

Evaluator Comments

Signatures

Employee Date
Evaluator Date
Clinical Manager Date
Director of Nursing Date
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Your Agency Name

Al QUARTERLY AUDIT TOOL

Use this tool to perform quarterly Quality Assurance and Performance Improvement
(QAPI) audits of Artificial Intelligence (Al) technologies and Al-assisted processes.

Audit Quarter: Year:
Department: Auditor:
Al Application: Vendor:
DOCUMENTATION QUALITY
Audit Item CompliantiNon-Compliant| N/A | Comments
Al-assisted documentation accurate O O (|
Patient-specific documentation O O
Medication information verified O
Physician orders reflected O O O
No duplicate/generic documentation O
Documentation authenticated O | g
REGULATORY COMPLIANCE
Audit ltem Compliant|Non-Compliant| N/A Comments
CMS documentation requirements met O O U
HIPAA requirements met O O O
Human oversight documented O O O
OASIS support appropria applicabte) O O O
Agency policy followed O O O
PRIVACY & SECURITY
Audit Iltem Compliant|Non-Compliant| N/A | Comments
No unauthorized Al use | a |
Access controls reviewed O | g
Audit logs reviewed O O O
No privacy incidents this quarter O U O
Cybersecurity controls effective O O |
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STAFF COMPETENCY AI QUARTERLY AUDIT TOOL
Audit Iltem Compliant|Non-Compliant| N/A | Comments
Required training completed O U O
Annual competency current O Il O
Staff following Al policy O O O
Incident reporting understood O O U

QAPI & PERFORMANCE

Audit Item CompliantNon-Compliant| N/A | Comments
Corrective actions completed O O O
Vendor performance acceptable O O O
Incident trends reviewed O O
PIP required? O
Overall Al performance acceptable O O O
Audit Summary V
Overall Result: [] Satisfactory [ Needs Impr t ] Corrective Action Required
Key Findings
Corrective Actions
Performance Improvement Project (PIP) Recommendation
Approvals
Auditor Date
Clinical Manager Date
Director of Nursing Date
QAPI Committee Chair Date
Administrator Date
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Al QAPI MONITORING DASHBOARD

Your Agency Name

Quarterly Quality Assessment and Performance Improvement (QAPI) monitoring tool for
Artificial Intelligence (Al) implementation and oversight.

Quarter: Year: Department:
Al Application: Vendor:

. Revie APl Meeti
Prepared By: cview Q ing

Key Performance Indicators (KPIs)

Indicator Goal Current Previous | Trend Action Needed
Al Documentation Accuracy =98%

Documentation Error Rate <2%

Privacy Incidents 0

Cybersecurity Events 0

Staff Al Training Completion

Annual Competency Completion

\”

Al Documentation Audits Passed

Patient Complaints Related to Al

Vendor Performance

Corrective Actions Completed

Performance Improvement Project

Quarterly Finding

Corrective Actions / Opportunities for Improvement
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Al QAPI MONITORING DASHBOARD (Cont'd)

Performance Improvement Project (PIP) Summary

Recommendations for Governing Body

A%

QAPI Committee Review

QAPI Committee Chair Date
Director of Nursing(DON) Date
Administrator Date

Governing Body Review Dat?_
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Al CORRECTIVE ACTION PLAN (CAP)

Use this form to document corrective actions resulting from Al-related audits,
incidents, QAPI reviews, privacy events, security findings, vendor issues, or regulatory

deficiencies.
CAP Number: Date Initiated:
Department: Al Application:
Vendor: Responsible Manager:
Source of Finding: Priority: High/Medium/ Low

Problem Statement

P

Root Cause Analysis

Immediate Corrective Actions
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Long-Term Preventive Actions AI CORRECTIVE ACTION PLAN (CAP)

Corrective Action Tracking

Action Item Responsible Person | Due Date Completion Date| Status

U

Effectiveness Review

Follow-Up Monitoring

S

QAPI Committee Comments

Final Disposition
O Closed O Continue Monitoring [J Escalate to Performance Improvement Project (PIP)

Approvals

Responsible Manager Date
Director of Nursing (DON) Date
QAPI Committee Chair Date
Administrator Date
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Al STAFF TRAINING

EDUCATION « COMPETENCY + SAFE USE + EXCELLENCE IN CARE
L 4

EMPOWERING STAFF. ENHANCING CARE. IMPROVING OUTCOMES.

@" OUR GOAL

Use Artificial Intelligence safely, ethically,
and responsibly to support accurate
documentation, improve efficiency,
ensure compliance, and deliver
high-quality, patient-centered care.

AllS ATOOL. YOU ARE THE EXPERT.

@ Al supports your work.
@ You make the decisions.

b
o
@ Human judgment and oversight o? ]J
are always required.

@ TGRS g ' 4. HIPAA PRIVACY &
* Whatis Al? UPrBats CONFIDENTIALITY

+ Types of Al in healthcare CLINICAL CARE + Protect PHI at all times

+ Benefits and limitations
+ Use only approved, secure Al tools

+ Al does not replace

professional judgment + Follow Minimum Mecessary Rule

+ No PHIin public Al platforms

2. APPROPRIATE USE ENSURES ' ENHANCE. RE::::i:::E,EdEd ot
COMPLIANCE EFFICIENCY

+ Approved Al tools and systems
+ Permitted uses:

- Decumentation support

- Clinical decision support

5. INFORMATION SECURITY &
CYBERSECURITY

- Patient education Use strong passwords & MFA

- Administrative tasks Encrypt data and devices
+ Prohibited uses: Lock devices and log out
- Diagnosing without evaluation

f Beware of phishing and malware
- Replacing assessments

- Creating false documentation PROTECTS IMPROVES EEporl .Security incidents
- Sharing PHI with public Al tools PRIVACY & QUALITY immediately
SECURITY
3. DOCUMENTATION & 6. ACCEPTABLE USE
CLINICAL RECORD INTEGRITY OF TECHNOLOGY
* Accurate, clear, complete, and timely
+ Al-generated content must be ::le tannslogifor wostip urp cees
reviewed and verified ly ) :
+ Do not copy/paste without + Do not install unautherized apps
clinical justification + Do not share login credentials
* Individualized to each patient + Fallow agency policies for email,
» Authenticate all documentation internet, and mobile devices
+ Detect and correct Al error
(hallucinations)
@ 7. DOCUMENTATION 8.QuU Y ASSESSMENT 9. FRAUD, WASTE & 10. EMPLOYEE CODE ' 11. PATIENT RIGHTS &
STANDARDS .I ORMANCE ABUSE PREVENTION n OF CONDUCT \ J CONFIDENTIALITY
. h ¥ IMPROVEMENT (QAPI)
G s e 3 « Accurate d ntati * Act with integri . i igni
Medicare requirements + Monitor Al use and outcornes i i o W grity ) Resplr-.\ct P""’ar’-‘f and d"Q"'W
S v ek p » No upcoding or * Be ethical and professional + Provide clear information
* Support documentation  Reviehcocumentation misrepresentation . R t patients and i isi
with clinical evidence quality . : eEpect paven=am * Support informed decisions
.. 3 « Bill only for services colleagues oY | =
* Maintain audit-ready * Track errors and trends actually provided ! + Maintain confidentiality
records + Implement improvemants . !?eport unfathmal or B il
P P * Report concerns inappropriate Al use
12. HUMAN OVERSIGHT 13. EDUCATION & COMPETENCY 14. INCIDENT REPORTING
. . . * You are responsible for all v‘l + Complete initial training & * Report Al errors, data breaches,
.o‘ decisions and documentation + Pass competency validation or policy violations
+ Verify Al recommendations + Complete annual education + Use Al Incident Report Form
+ Use clinical judgment * Stay informed on updates + Timely reporting improves safety
+ When in doubt, escalate + Competency = Confidence + Safety and prevents harm
AI IN = Assists with Supports clinical UL -
k o Impraves schedulin Enhances quali
ACTION documentatlon| == e% Qecitlon; maldngjy = o et % andcomp:an:: = @ ® @ Helps deliver better
and summaries with evidence ¥ @AW patient outcomes

SAFE Al USE. STRONGER CARE. BETTER OUTCOMES.

Together, we use technology to enrich care, empower staff, '
and improve lives.




	4. Sample Revised Skilled Nursing Documentation

	Vital signs are not documented: Off
	toggle_2: Off
	toggle_3: Off
	Education is not described: Off
	Patient response is not documented: Off
	No skilled nursing interventions documented: Off
	Documentation is vague and subjective: Off
	Other: Off
	undefined: 
	Does not describe services provided: Off
	No patient response documented: Off
	No changes in patient condition: Off
	No safety observations: Off
	No patient participation documented: Off
	Documentation is too general: Off
	No distance documented: Off
	No assistance level documented: Off
	toggle_3_2: Off
	No balance assessment: Off
	No patient tolerance documented: Off
	No skilled interventions documented: Off
	No medication reconciliation documented: Off
	toggle_2_2: Off
	No adverse effects assessed: Off
	No medication education documented: Off
	No patient understanding documented: Off
	No followup required: Off
	toggle_1: Off
	Has the documentation been reviewed by the clinician: Off
	Yes: Off
	AI: Off
	Yes_2: Off
	No: Off
	No_2: Off
	Agency: Your Agency Name


